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Abstract  
The collection of data on the occurrence of symptoms in the population, during 

epidemiological crises, can provide important information for the development and treatment 

of an epidemic. Due to the spread of COVID-19 virus, where there is a large variation in the 

severity and intensity of symptoms that appear in the population, recording and monitoring the 

onset of symptoms becomes particularly challenging. 

  Information about the appearance of symptoms in the population of an area, combined with 

the recording of confirmed cases can provide useful information about the spread of the virus. 

This data however, regarding the occurrence of symptoms in the population, constitute 

sensitive personal information and it is necessary to protect it, both from leaks and from 

unauthorized uses. 

  

The above were the trigger for the elaboration of the present work, which concerns the 

design and implementation of a web application that aims to collect and visualize 

epidemiological data on the occurrence of symptoms in the population of an area. Following 

the logic of participatory sensing, symptom recording campaigns are created for specific 

geographical areas. The data submitted by the participants is stored in encrypted form and 

remains encrypted during their processing to extract the cumulative results of the campaign 

using homomorphic calculations. This ensures the protection of the personal data of the 

participants, without the loss of useful information. Using modern technologies and methods 

of application development, as well as privacy-preserving technologies, a system for 

collection, processing and visualization of epidemiological data is eveloped, which was 

applied to the use case of the COVID-19 virus. The design and methods used can be adapted 

to study any case of epidemiological data. 

The developed system achieves the effective collection of data by the participants, 

through the development of a suitable web application for the creation and management of 

symptomatic data collection campaigns. The data is ollected and stored in encrypted form, in 

the backend system, where they are processed to calculate the aggregate results by 

geographical area. Then, the results of the calculations are visualized through appropriate 

implementation of dynamic display of the data on a map and additionally on tables containing 

detailed presentation of the data. 
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