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ARPA Advanced Research Projects Agency
DoD Department of Defense

ACM Association for Computing Machinery
IMP Interface Message Processor

UCLA University of California at Los Angeles
UCSB University of California at Santa Barbara
SRI Stanford Research Institute

NCP Network Control Protocol

TCP Transmission Control Protocol

IP Internetworking Protocol

VolP Voice over Internet Protocol

PSTN Public Switched Telephone Network
P2P Peer to Peer

LAN Local Area Network

WAN Wide Area Network

MAN Metropolitan Area Network
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WLAN Wireless Local Area Network

CAN Campus Area Network

VPN Virtual Private Network
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IT Information Technology

oT Operational Technology
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WPA Wi-Fi Protect Access
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SLA
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WAF
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ETDR

Service Level Agreement

Host Intrusion Detection System
Web Application Firewall
Application Visibility

Endpoint Threat Detection Response
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Iepiinyn

2T1C pHépeEg oG etvat apkeTd opatd Oyl LOvo otoug emaryyeApatieg g [IAnpogopikng kot et
0TOVG VTEVBVVOVS BCPAAELNG OAAL KOl GE TPITOVG OTL KPIGUUES KPOTIKEG, CUVVTIKEG VITOOOUES
OTIG TPONYUEVEG SVTIKEG KOWVOVIES OEV UITOPOVV VO AELTOVPYNCOVY Y®PIG TIG TEXVOLOYIES TV
TANPOPOPLOV KOl TOV SIKTV®V. O AGPAAELEG AVTMOV TOV VTOSOUDV EMNPEALOVVY TN AgtTovPYia
EMYEPNOEDV KOWNG MPEAELNG, TNV OKOVOUIKN (®1] Tov TOTOL, TN Onpdcia dtoiknon, Tov
OQUVVTIKO TOPEN 1] AKOLLOL KO TNV TOPOUIKPY] AETTTOUEPELN TNG KAOMUEPVOTNTOG.

YUVETMG TO OIKTLO TOVG KOt 1] AGQAAELL oVT®V £yovv (Tikn onuacio. O Adyog sivor ToAD
amAdC: av oVTA TO GLOCTHUATO OEV AEITOLPYOVV, TOTE dev Agttovpyel ovte 1 kowwvia. H
onuacio g AcPAAELNG TOV KVBepVoY®POoL Tovg dev umopet va apeiopfnoei. Avtictoya, ot
TPOKANGELS KOL Ol OMELES Y10 TOV KLPBEPVOYDPO TPEMEL VO OVTLLETOTIGTOVV GE GTPATNYIKO
eMinedo EeKvVOVTOS amd TN 0PAKIoT) TNG TOALTIKNG TS AGPAAELNS TOV SIKTVMOV TOV TOPOUTAVE®
OPYOVIGULOV.

YKOTOG TNG TOPOVCAG SUTAMUATIKNG EIval VO TPOTEIVEL TO TAOIG10 GYESIOCHOD KOl VAOTOINoNG
pio TOAITIKNG SIKTVOKNG OCOAAELOG TOV TEPVAEL OO TNV TEKUNPI®GN, GTO GXESAGHO KoL TNV
extéleon, Kabmg kot To cuveyr EAeyyo Yo TN PerTioTonoinon ™c. Ocwpel 6TL 0 OPYAVIGHOG
ypnowonotel ToAlamhovg topeig diktvwv (IT, Cloud, 10T) kot mpoteiver pio pebodoroyio
TPOGEYYIONG TOV TPOPANLOTOC.

H mopovca mroylokn peretd opyucd gomdbeleg kot advvapies ko avtiel pobniuota amod
mpoPAquata mov Tpokdiecav KvPepvoemiBioelc oto mapeABoV doov apopd v aglomotia,
aKepaldTTO, TPOcPacT, TOLTOMOINCT G VTOAOYIOTIKA ovotfuata. Me Bdon avtd ta
padnuoto n epyacio kabodnyel éva mAaicto onpovpyiog Kovovov ac@aielog aveSaptTmg
TOV TEYVOLOYIDOV Kol TESTI®V EPAPUOYNG TTOL B0l ATOTPETOVY TNV HEALOVTIKT ELPAVIOT] TETOLOV
coupaviov. Avtd Bo Pondnoet oty edpeon KatdAANANG dSadikaciog pe v omoia Oa
LLOVTEAOTOMGOLLE . TOMTIKY] 1 omoio. B pmopel vo epappootel oe dlktva Yyning
ACQOAUAELDG AOYO TNG QVUCEMG TMV OPYOVICUADV (KPOUTIKEG LINPEGIES, OPYUVIGHOT OCOAAELOG
,XPTHLOTOOIKOVOIKOL OPYOVIGHOTL K. ).
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Abstract

Nowadays it is quite visible not only to IT professionals and especially to security officials but
also to third parties that critical state, defense infrastructure in advanced western societies
cannot function without the presence of information and network technologies. The security of
these infrastructures affects the operation of utilities, the economic life of the place, the public
administration, the defense sector or even the smallest detail of everyday life.

Therefore their networks and their security are vital. The reason is very simple: if these systems
do not work, then neither does society. The importance of their cyber security cannot be
questioned. Accordingly, the challenges and threats to cyberspace must be addressed at a
strategic level starting from the shielding of the security policy of the networks of the above
organizations.

The purpose of this dissertation is to propose the framework for the design and implementation
of a cybersecurity policy that goes through documentation, design and execution, as well as
continuous monitoring to optimize it. Considers that the organization uses multiple network
domains (IT, Cloud, 10T) and proposes a methodology to approach the problem.

This dissertation initially studies vulnerabilities and threats and draws lessons from problems
that have caused cyber-attacks in the past in terms of reliability, integrity, accessibility,
authentication in network systems. Based on these lessons, this work guides a framework for
creating policy rules regardless of the technologies and areas of application that will prevent
such incidents from occurring in the future. This will help to find a suitable process by which
we will model a policy that can be implemented in networks of strict security measures due to
the nature of such organizations (government agencies, security agencies, financial institutions,
etc.).
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