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YIMNEYOYNH AHAQ>H

O AvVIwvOmouAo¢ ©£0d0010¢, yvwpilovtag TIC CUVEMEIEC TNC AOYOKAOTNG, ONAWVW
umeLBLVa 0TI N apoLaa epyadia Pe TiTAo «Xpnan tng Texvntic Nonuoolvng yio v
Avixveuon “Red Flags” oe OpyoviopoUC», OTOTEAED TPOIOV aUOTNPG TPOCWTIKAG
EPyOoiag Kal OAEC Ol TNYEC TIOL €XW XPNOIKOTOINCEL, €XO0UV ONAWBEL KOTOAANAO OTIC
BIBAIOYPOPIKEC TIAPOTIOUTEG KO OVAQOPEC. Ta anueia OOV €Xw XPNOIMOTIONOEL 1OEEC,
KE(PEVO /Kol TINYEC GAAWY CLYYPAQEWY, AVOPEPOVTAL EVSIOKPITA OTO KEIPEVO PE TNV
KATAAANAN TOPOTIOUT KAl 1 OXETIK ova@opd TEPINAUBAVETOL GTO TPAMO TWV
BIBAIOYPAPIKWY OVOQOPWY UE TANPN TIEPLYPOXH).

O AnAwv



MepiAnyin

H mapoloa dimiwpatiky epyacia e€etddlel tov poro tng Texvntig Nonuoalvng (TN)
otV avixvevon red flags kai otn diaxeipion KivdLVWV OmATNC, €0TIALOVTIOG OTIC
TEXVOAOYIKEG, EAEYKTIKEG KOl KOVOVIOTIKEG dI0OTACEIC. APXIKA Tapouatdletal n eEEMEN
¢ TN Kol o1 oOYXPOVEC EQAPHOYEC TNC OTOV E0WTEPIKO EAEYXO, €VW OVAALOVTOI
OIE€OOIKA TO POVTEAO HNXOVIKAG MOBNONC, TO GUCTAMOTO EMEEEPYOTIOG QUOIKIC
YAWOOOC Kol Ol OAyOpIBuol avixveuong OVWUAAIQY TIOU XPNOIKOTOIoOVTOL Yia TNV
avayvoplon OTOTTWV MOTIBwv 0€ AOYIOTIKA KOl AEITOUPYIKA dEG0PEVA. ZTN GUVEXEI
e€etadoviol T KPITAPIO €MAOYNC Kal 0&loAOynong Twv OAyopibuwv, o1 deikTeg
anddoong, Kabwe Kot To NTAPOTO EPUNVELCIMATNTAC, SIOQPAVELNG KOl CUPPOPPWANG UE
TO KOVOVIOTIKO TAaialo, cuumepiAappavopévov Tou GDPR kat tou Al Act. Kevtpiko
CUMTIEPOCHO TNG Epyaaiag gival 0TI, TOPd TN GNUOVTIKY cLPPBoAR g TN aTnv avgnon
TNG AMOTEAECUOTIKOTNTAC KOl TNG OKPIBelag Twv d1adIkaolwv €AEYX0U, N avepwivn
EMOTITEI0 TTOPAPEVEL OVAVTIKOTACTOTN. H PEAETN KaToAryel 0Tt N TN dev avTIKaBIoTd Tov
EOWTEPIKO EAEYXO OAANG TOV EevioXVel, LUTO Tnv mPoUTmobeon OTl €QAPUOLETON OF
TEPIBAANOV e CAQEIC UNXavIoPOUC EMOTITEING, dla@avelac Kal Aoyodoaioag. H emTuxnc
EVOWUATWON TNC MPOUTOBETEL OTOXEVPEVN ETIAOYY) MOVTIEAWV, EMOPKI EKTAIdELAN TWV
avBpWTWV TOU T XPNOIKOTIOIOVY KOl GUVEXT TOPOKOAOUBNGN TNG AEIToupyiag Toug. Z€
auTo TO TAQICI0, N CLVEPYOCTia OVBPWTOU Kal HNXOVAC OVASGEIKVOETOL WC¢ KPIioIuog
TopdyovToag yio ™ Biwoiun Kat ac@ain aglomoinan ¢ TN otnv avixvevon twv red flags
Kal aTn O1a0@AAICN TNG AKEPAIOTNTAC TWV OPYOVIGH®V.

NEEEIC KAEIOIA: TeXvnT) vonuoolvn, avixvevon amatng red flags, avBpwmivn
gnomnteia



Abstract

This master’s thesis examines the role of Artificial Intelligence (Al) in the detection of
red flags and the management of fraud-related risks, focusing on technological, auditing,
and regulatory dimensions. Initially, the evolution of Al and its contemporary
applications in internal auditing are presented, followed by an analysis of machine
learning models, natural language processing systems, and anomaly detection algorithms
used to identify suspicious patterns in accounting and operational data. Subsequently, the
study explores the criteria for selecting and evaluating algorithms, performance metrics,
and issues related to interpretability, transparency, and compliance with the regulatory
framework, including the GDPR and the Al Act. A key finding of the thesis is that,
despite the significant contribution of Al to improving the efficiency and accuracy of
audit processes, human oversight remains indispensable. The study concludes that Al
does not replace internal auditing but enhances it, provided that it is implemented within
a framework characterized by clear mechanisms of supervision, transparency, and
accountability. Successful integration requires careful model selection, adequate training
of the professionals involved, and continuous monitoring of system performance. Within
this context, human—machine collaboration emerges as a critical factor for the sustainable
and secure use of Al in red flag detection and in safeguarding organizational integrity.

Keywords: artificial intelligence, fraud detection, red flags, human supervision
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EuxaploTieg

©a NBeAa va eKQPACWK TIC TIO EIAIKPIVEIC oL ELXOPICTIEC OTNV OIKOYEVELX OV, N OToId
0TAONKe dimMAa pou ae OAn TN OIOPKEId TWV OTIOLdWV HOL Kal TNG oLyypaEnC TNG
mopouoag JIMAWMOTIKAG €pyaciag. H umopovr, n ompi§n Kol n eumiotoolvn TOUG
AMOTEAECQV YIO EUEVO OTOBEPO oNUEIO ava@OPAC Kot TTOAUTIUN TNy d0vaung. Xwpig tnv
Kabnuepivr) Toug evBAPPUVAN KOl TNV AUEPICTN KATOVONGT TOUG, N OAOKANPWGN AUTHG
NG mMpooTaBelag dev Ba NTOV EQIKTH. Z€ OUTOUC OPEIAW Eva PEYAAO PEPOC TNC ToPEiag
HOUL Kal TOUG ELXOPIOTW BaBid yio OAa Goa pou £X0LV TPOCPEPEL. Emiang, Ba nbeAa va
EKPPAOW TIC BEPUEC oL EVXOPIOTIEC OTNV EMIBAETWY KABNYNTPIO PO, Kupia Katapoaxid
Kal v Kupio KapaylavvomouAou, yia Tnv kaBodrynan tnv umoatrpién Toug € 0An N
JIAPKELD TNC EKTOVNONG TNG JIMAWUOTIKAG HOU.
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Elcaywyr)

Ta teAevTaia Xpovia Kol €10IKA 0TO TAGICIO TNG YN@QIOKNC €MOXNAC TOU SI0VUOUKE, N
Texvnty Nonuoouovn (Artificial Intelligence — Al) €x€l KATAOTEL AVOTOOTIACTO KOUUATI
NG KOBNUEPIVOTNTOG TOL AVOPWTIOU, PE EQAPUOYH O TOANOTIAG S10QPOPETIKA TEdia. YT
auto To mpiopa, n Toxeia avamtuén tng Texvntg Nonuoolvng €xel, PETOEL GAAWV,
avadei€el vée¢ duvatdTNTe( OTOV  XWPO TOU ECWTEPIKOU  EAEYXOU KOl  TNG
EYKANUOTOAOYIKIC AOYIOTIKIC.

2T0 OUYXPOVO EMIXEIPNMOTIKO TIEPIBAAAOY, Ol OPYQVIOMOI KOAOLVTAL VO dlaXEIPITTOUY
avénuévoug  KiIvoUVOUG TIOL  O@OPOLYV TNV  amdtn, TNV  TOPOmoinon  Twv
XPNUOTOOIKOVOUIK®WY KOTOGTACEWY Kal TNV Topafiacn Twv KOvovIoTIK®WY TAdIgiwv. Ot
TIOPOOOCIOKEC EAEYKTIKEC TEXVIKEC, Ol OToie¢ aTnpidovtal KLPIWC a€ dEIYPATOANTTIKOUC
EAEYXOUC, QMOdEIKVUOVTOl CUXVA OVETOPKEIC OTNV avixveuan OUVOETWV 1 KOAA
KPUPHEVWY poTiBwv omatne. H eicaywyy Tng TN, Kal €10IKOTEPO TWV OAyopiBuwv
MNXOVIKNC paBnang (Machine Learning — ML) kot BaBidg padnong (Deep Learning —
DL), emtpénel v avaAuon TEPAOTIOV OYKWY O£O0UEVWV HE MEYOAN TaxLTNTA KOl
akpifela, aAAG TO ONUAVTIKOTEPO, GE TIPOAYHOTIKO XPOVO.

MapdAAnAa, n duvatotnTa aglonoinang T6oo dounuévwy (structured) 600 Kal 0dOUNTWV
(unstructured) dgdopévay, OMWC OIKOVOUIKEC KOTOOTACEL], opxeia ERP, okopa Kat
Keipeva, dnuioupyei veeg eukaipieg otov evromiouo “red flags”. Ta “red flags” anoteAolv
Kpiowoug deikteg mOavA¢ OmaTNC 1 MAPOTUTIAV, KOl N EyKAIpn aVOyVWPIOT TOUG
EVIOXVEL ONUOVTIKA TNV AMOTEAECUOTIKOTNTO TOU ECWTEPIKOD EAEYXOU.

Qaotooo, n epappoyn ™¢ TN oTov TOpéD QUTO dNUIOUPYED KOl TIOAAEC GNMOVTIKEC
TPOKANoeIC. H epunvevaipdtnta (Explainability) Twv aAyopibuwv, n GUPPOPPWAN PE TO
KOVOVIOTIKO TAdio10 (T.X. GDPR), KaBw¢ Kal n avaykn va diatnpnbei n avepwivn Kpion
W¢ MEPOC TOU EAEYXOU, GLVIOTOUY {NTAKATA TTIOL ATAITOUV IS1AITEPN TIPOGOXN.

H mopovoa epyacia @IAodo&ei va dlepeuvioel Mw¢ ta cuoTtAuata TN pmopolv va
ouuPBaiouy atnv avixveuon Twv “red flags”, cuykpivovtag TNV AMOTEAECUOTIKOTNTA TOUC
HE TIC TOPOOOOIAKEC WEBOdOUC, KOl VO TPOTEIVEL €va TANICIO EVOWHOTWONG TNG
TEXVOAOYiOC auTng otov E0WTEPIKO EAEYXO.



Ke@AAA10 1 - EvoI0AOYIKH TPOGEYYIOT E0WTEPIKOV EAEYXOU
Katl Texvntrg NonuooLvng

1.1 Opiopo¢ Tou Ecwtepikol EAEyxou

O €0WTEPIKOC EAEYXOC €ival pIO aveEAPTNTN KO AVTIKEIYEVIKN AEITOLPYIO TTOL TPOCTPEPEL
TO00 dIOOPAAION 000 Kal GUUBOUAEUTIKEC UTNPETIEC. Baaolkog Tou OKomog eival va
TPOoBETEL a&ia Kal va BEATIWVEL TIC AsIToupyieC evoc opyaviopou (Kametdviov, 2023).
Agv TPOKEITAL AMAQC YIO €vaV EAEYXO «TUTIKOTNTAC» — €ival Pl opyovwuévn Kal
nelBapxnuévn dladikacio mouv Bonbd tov opyaviopd va TETUXEL TOUC OTOXOUC TOU,
a&loAoywvTac Kal evioXUOVTOC TNV OMOTEAECUATIKOTNTA TNG dlaxeiptang Kivduvwy, Twv
E0WTEPIKWV EAEYXWV Kal TNE €TAIPIKAC dlakuBEpvnang (AoyoBEtng, 2019). Méow piag
OLCTNUATIKAG Kal TIEIBapXNUEVNE TTPOCTEYYIONG, O&I0AOYED Kpioloug Toueiq Omwe gival n
OULUMOPYWAN HYE TO BECUIKG TAQICI0, CUUPBAANOVTAC £TCL OUCIOOTIKA OTN BEATIWON TWV
dladikaaiwv Kal Tng Aoyodoaia¢ (Mavvdkng, 2018). Me omAd AGyI0, O E0WTEPIKOC
EAEYXOC €ival oav Evag E0WTEPIKOC GUUBOLAOG IOV e€€TALEI TIWC AEITOLPYEI N EMIXEipnon,
EVTOTICel TI PTopEl va yivel KOAUTEPO KOl TIPOTEivel AUOEI], woTte va Bondicel Tnv
EMIXeipnon va Aettoupyei Mo omodoTIKA, 1o LTeLBLVA Kal PE PEYAAUTEQPN OOPAAELQ.
Mvetal ouvemwg Katavontd OTI 0 E0WTEPIKOG €EAEYXOC AMOTEAE €vav OmMO TOUC
BOOIKOTEPOLG  PNXAVIOPOUC  dlaKLBEPVNONG, — OIOPAVEIOC KOl  OTOTEAECHOTIKAG
AEIToupyiag KaBe opyaviapoL deB0PEVOL OTI AEITOUPYEL WG IO CUGTNMATIKY, OVEEAPTNTN
KOl OVTIKEIPEVIKN) dladikaciao a&loAoynon¢ e oTOXo va mapexel dapePaiwan otn
dloiknan OTI o1 AsiToupyie, o1 dladIKOOIEC Kal TO CUCTAPOTO TNG EMIXEiIPNONCG
AEITOLPYOUV AMOJOTIKA Kol GUP@WVA PE TOUC KAVOVIGUOUC Kal TOUC OTOX0UE TNn¢. Omnwc
AVOPEPEL XOPOKTNPIOTIKA TOo Institute of Internal Auditors (I1A), 0 E0WTEPIKOC EAEYXOC
dev TeplopideTal OMAWG OTOV EVIOMIOMO A0BWvV 1) TOPOTUTIIWV: OTOTEAEL  pIa
TPOoTIBEUEVN O&ia 0T A€IToLpyia TOU OPyavIoPOU, CUMPBAANOVTOC 0Tn BEATIWON TNG
ETAIPIKNAC  dlaKLPBEPVNONG, OTn dlaxeipion Kivdbvwy Kol Ot oTpatnylk Afwn
ano@doewv (1A, 2017).

AapBdvovtag umown v €vvold, Ta XOPOKTNPIOTIKA Kol TOV POAO TOU E0WTEPIKOU
EAEYXOL OUVAYETOL OTI TEOOEPIC KPiolhol TAPAYOVTEC PTOPOUV VO EMNPEACOLY TNV
QMOTEAECUOTIKOTNTA OUTOU:

N ave€apTNaia TV EAEYKTWV

N ENAPKELN KO N €EE10IKELON TOU TIPOCWTIKOU

N TOIOTNTO TWV EAEYKTIKWVY SIASIKATIWV

N VTOOTNPIEN Ao TNV avwTatn dloiknon (Movvdakng, 2018).

QaoT000, N EQAPHOYA TOU E0WTEPIKOL EAEYXOL OTNV TPAEN OVTIMETWTICEL Kl TPOKANCEIC,
OMWC 1N EAAEIPN TANPOQOPIAKWY CUCTNUOTWY, N UTIOCTEAEXWOTN KOl N Omoucia
KOTayeypauuévwy d1adIkaolwy. YTO autd TO mpiopa, n TeEXvoAoyio upmopei va
AEITOLPYNOEL WC KOTOADTNG, EVIOXVOVTOC TNV OKPIBEIO KOl TNV TOXUTNTO TWV EAEYXWV,
apKei va auvodeLETaL 0MO KATAAANAN EKTIOIOELAT Kal LTIOCTAPIEN.



T epAapBdavel 0 EcWTEPIKOC 'EAEYX0G

H dopn Kol 10 MEPIEXOUEVO TOU E0WTEPIKOD EAEYXOL PTOPOUV Va Katavonbolv péoa amd
€€1 KOPIOUC GEOVEC:

1.1.1 Ave€aptnaoia Kot AVTIKEIPMEVIKOTNTO

H ave€aptnaoia amoteAei BePEAID TOU €0WTEPIKOD €AEYXOL, KOBWC e€ac@aAilel 0TI oL
EAEYKTEC MTOPOLV va €EKTEAOUV TA KOONKOVIO TOUC XWPIC EMIPPOEC, OULYKPOUOEIC
OUMQEPOVTWY N TIECEI omO TN dloiknan. ZOu@wva pe Tov AoyoBétn (2019), n
ave€aptnaoia oLVAEETal APPNKTO PE TNV AVTIKEIYEVIKOTNTO: O ECWTEPIKOC EAEYKTNG OEV
TIPETIEL VO EUTIAEKETON OTIC AEITOUPYIKEC dPOCTNPIOTNTEC TTIOL OEIOAOYEL, WOTE va dloTnpEi
auEPOANTTN Kpion. AUTO €MITPENEl TNV UMOPEN MIOG «KOBAPAC OMTIKNAC»  TwV
J1adIKACIWVY, XWPIC TPOOWTIKEC TPOKATAARYELG 1) OIOIKNTIKEC ETIPPOEC.

H ave€aptnoia £xel 400 dIACTACEIC:

I.  Opyoavwtikn ave€aptnaia, mou dac@oAilel 0TI TO TUNUO €0WTEPIKOD EAEYXOU
ava@EPETal amevBeiag oTo SI10IKNTIKO GUPPBOVAIO 1 OTNV EMITPOT) EAEYXOU, Kal
0x1 atn dloiknan.

Il.  TMpoowmiKA aveEaptnaia, TOL AVOPEPETOL OTNV OKEPAIOTNTA, TNV EMAYYEAUOTIK)
NOIKN KOl TNV IKOVOTNTO TOU EAEYKTH VA EKQEPEL YVWOUN XWPIC @O0 1) bvola.

Onw¢ umoypappicel o COSO (Committee of Sponsoring Organizations of the Treadway
Commission, 2013), xwpi¢ avegaptnaio 0 E0WTEPIKOC EAEYXOC XAVEL TN AEITOLPYIKN TOU
agia, KaBWC N AVTIKEIMEVIKOTNTA €ival auTth Tou KaBIoTA Ta TMopiopoTd Tou aglomaTa.
MapdAAnAa, n oveéaptnoia dev onuaivel AMOUOVWON: Ol EAEYKTEC O@EIAOLYV va
guvepyadovtal PE TO SIOIKNTIKA OTEAEXN, OAAG va d1aTtnPolV KABapOo daxwpIouo pOAWY
Kat ELBLVV.

1.1.2 A&1oAoynan Aladikoaoiwv

‘Eva amd 1o BOCIKOTEPO KOBNKOVTO TOU €0WTEPIKOD €AEYXOUL Eival n a&loAoynon Ttwv
J1adIKAaIwV TNE EMIXEIPNoNG. O eAeyKTAC €EETALEL OAEC TIC ETIPEPOUC AEITOLPYIEC -OTO
TIC AOYIOTIKEC Kal OIOIKNTIKEC PEXPL TIC AEITOUPYIKEC Kal TEXVOAOYIKEG- TIPOKEIPEVOU VO
JlATIOTWOEL €AV QUTEC ETMITEAOUVTAL OMOTEAEOMATIKA, OMOdOTIKA Kal GUPQWVO HE TIC
TOAITIKEG TNG €Taupeiag. H a&loAdynon autr) mepIAapBdvel ) PEAETN TNE dloxeipiong
KIVdOVwY, TN¢ mpoAnYng andtng, ¢ tTpnong d1adikaaolwy Kal ¢ omodoTIKOTNTOG TwWV
oLOTNUATWY. Mo TapAdelyua, ae Eva TEPIBAAAOV XPNUATOOIKOVOUIKNC 6pacTnpIoTnTac,
0 E0WTEPIKOC EAEYXOC EAEYXEL AV Ol PNXAVIOMOI TANPWH®WY KOl AOYIOTIKWV EYYPAPWV
AEITOVPYOUV OWOTA, OV UTIOPXOUV OIKAEIOEC ao@aAeiag Katd tng OmaTng Kol av ol
dladIKaaoieC eyKpioewv gival Tekunpiwpéveg (Kametaviov, 2023).

Mépav  TNC EMIQOVEIOKNG €EETAONC, O OUYXPOVOC EO0WTEPIKOG €EAEYXOC UIOBETEN
pio mpoogyyion Bactopévn atov Kivouvo (risk-based approach), a&lohoy@vtac mpwTa TIg
TEPIOXEC TIOL TOPOULCIALOLYV PEYAALTEPN TIBavOTNTa o@OAuatog f mapatumiag (HA,
2017). Autr) n TPOCEYYION ETUTPETEL OTOUC EAEYKTEC VO KOTOVEUOUV OMOTEAECUOTIKA
TOUC TOPOULC TOUC KOl va €O0TIAlOLV OTIC KPIOIPEC AEIToupyieq Tou emnpedlouv
TEPIOOOTEPO TN OTPOTNYIKI TNG EMXEIPNONC.



1.1.3 Awaxeipion Kivdovwy

H diayeipion Kivouvwy BpioKeTal GTOV TTUPHVA TOU ECWTEPIKOL EAEYXOUL. Ot EAEYKTEC dEV
AEITOUPYOUV HOVO WG «EMIBEWPNTEC», OAMA Kal w¢ cLUBovAol mou Bonbolv Tov
OPYOVIOUO VO EVTOTIZEL, VO OVOAVEL KAl VO OVTIMETWTIEL TIBavo¢ KIvdlvoug TpIv auToi
e€eMlyBolv oe mpoPAnuata. Onw¢ emonuaivel n Kametaviov (2023), ol €0WTEPIKOL
EAEYKTEC TTOPEXOLY OloPBePRaian OTL o1 pnxaviopoi dlaxeipiong Kivouvou AEITOLPYOLV
QMOTEAEGHOTIKA, EVW TPOTEIVOUV BEATIOCEIC OTIOU QUTO AMAITEITAL.

H diadikaoia autr) meptAappaver:

TOV EVIOTIOUO TWV KIVOLVWY, OTWC €ival Ol OIKOVOUIKOI, Ol EMIXEIPNOINAKOI, Ol
TEXVOAOYIKOI Kal 01 KOVOVIOTIKOI Kivouvol,

NV avdAvon Kol thv agloAdynon Twv Kivouvwv, pe Bdon tnv mbavotnta
EUEAVIONC TOUG KOl TO PEYEBOC TWV CUVETEIWV TOUC,

TNV €QOPUOYN EAEYKTIKWV WNXOVIOUWV yIO TN HeEiwan [ v e€aAeibn twv
KIvOOVWV, Kal

TNV TopoaKoAoLBNGN Kol TNV ovabewpnon TwV HPNXOVIoU®WY OUTWV 0€ TAKTA
XPOVIKA d100TAMOTO.

To mAaiglo COSO npoo@épel €va BIEBVWC avayvwpIoPEVO TPATUTIO TIOU Ol E0WTEPIKOI
EAEYKTEC XPNOIKOTIOIONV YIa VO GUVAETOLV TN dlaxEipIon KIVOUVWY UE TN OTPOTNYIKI Kal
N AMYN ano@doewv. Méow autol TOU TTAICIOU, 0 ECWTEPIKOC EAEYXOG CUMPBAAAEL 0T
JAPOPPWAN HIAC KOUATOUPOC TIPOANWNG Kat OXI amAWC avTidpaong.

1.1.4 Zuppopewaon

H ouppop@won PE TO VOUOBETIKO KOl KOVOVIOTIKO TAQICIO Eival amopaitntn yio 1N
BlwolpdTNTa KABe 0pyaviopol. O e0wTEPIKOC EAEYXOC dladpapaTilel Kpiolo poAo otn
d1ac@AAION OTI Ol OPOCTNPIOTNTEG TNE EMIXEIPNONC TPAYUATOTOIOUVTOI GUP@WVA HUE TOUC
VOUOUG, TOUC  KOVOVIOMOUG, TIC €OWTEPIKEC TOAITIKEC KOl T TPOTUTO
deovtoroyiag (Kametaviou, 2023).

21NV TPA&N auto onUaiVEL OTI Ol EAEYKTEC €EETACOUV QV N ETAIPEIN CUPPOPPWVETAL JE:

TIC €BVIKEC Kal €LpwTOIKEC vouobeaieg (0mw¢ GDPR, @OpoAOYIKOi KOVOVEC,
TEPIBAAAOVTIKEG pUBITEIC),

TOUC KWOIKEC OEOVTOAOYINC KAl TIC ECWTEPIKEC TTIOAITIKEC,

TIC O1EBVEIC AOYIOTIKEG TPOAKTIKEC KOl TO TTPOTUTIN XPNMATOOIKOVOUIKIC ava@Oopdc.

H ouppop@wan, wotdoo, Oev OMOTEAEL AMAWG «EAEYXO TAPNONG KAVOVWY». O ECWTEPIKOC
EAEYXOC AEITOUPYED KOl WC UNXOVIOUOC S100QAAIONG TNG QAKNG Kal TNG EUMIOTOOUVNC,
KOBWC TPOAAUBAVEL VOUIKEC KUPWOEIC Kal OapvNTIKA ONuocIoTNTO TOU PTopolv va
mAR&ouv Tov opyaviopo (1A, 2017). H cuppop@waon €ival, CUVENWC, OTOIXEIO ETAIPIKIC
LTELBLVATNTOC Kal KOANG dlaKLBEPVNONG.



1.1.5 Etaipikn) AlakuBépvnaon

H etoupikn d1okuBEpvnaon a@opd To cUCTNUA KAVOVWY, apXwV Kal d1adIKaolwv Pe Bdaon
TO OTIoia OIOIKEITAl Kal EAEYXETAl €vaC OPYOVIOHOC. O €0WTEPIKOG EAEYXOC CUMPBAAAEL
OUCIOOTIKG OTn dla@aveld, Tn Aoyodoaia Kal Tn XpnoTrh d10iKnaon, AEITOLPYWVTAC WG
00OVAECHOC PETAED TNC O10iKNAONG, TWV METOXWV Kal TNC EMITPOTIC EAEYXOU.

Onw¢ ava@épel to mAaiolo tou OECD (Organisation for Economic Co-operation and
Development, 2015), n KOAR €TaIpIKh S10KUBEPVNON AMAITED UNXAVIOPOUG EAEYXOU TIOU
dlac@oaAidouvv OTI N d10iKnan dpa MPOC TO CUMPEPOV TNG EMIXEIPNONE Kal TWV PETOXWV.
EMouévwe, 0 E0WTEPIKOC EAEYXOC OMOTEAEI OVAMOOTIACTO PEPOG OUTOU TOU GUCTHHOTOC
KOBw¢ evioxVel TN SIOQAVEIN TIOPEXOVTOC OAVTIKEIUEVIKEG AVO@OPEC TPOC TN Oloiknan,
evBappUlvel TN Aoyodoaia KATOypd@ovTag EUPHMOTO KOl €I0NYACELS, KOl TPOWOE(
TNV OKEPAIOTNTO KOl TNV EUTIOTOCUVN OTO GUVOAO TNC ETAIPIKNC KOULATOUPAC. ZTnV
TPAEN, 0 POAOG TOU E0WTEPIKOU EAEYXOUL deV TIEPIOPILETAL OE TEXVIKA {NTHOTA- AMOTEAEI
OLYXPOVWC EPYOAEIO OTPOTNYIKNC dlOKLBEPYNONC Tov Bonbd TN dloiknon va AauBavel
TEKUNPIWUEVEC aTOQPACEIC, BOCIOUEVEG GE TIPOYUOTIKA dEO0UEVO KOl Ol OF EIKOTIEC
(Aoyobetng, 2019).

1.1.6 Mpoabrkn A&iag kat Zuvexng BeAtiwon

O TEMIKOC OTOX0C TOU €0WTEPIKOL €AEYXOL €ival n mpoabrikn a&iag otov opyaviopo. O
ENEYKTNC deV Eival amAQC EAEYKTIC Aabwv, aAAd oOpPouAog BeATiwong. MéEoa amo TIC
JlAMIOTWOEI, TOU TIPOTEIVEL dIOPOWTIKA PETPO, avadlopydvwarn d1adIKaoIWY  Kal
alomoinon vEwv TEXVOAOYIWV PE GTOXO0 TNV avu&naon ¢ amodoTIKATNTAC Kol TN PEiwaN
KoaToug (AoyoBétng, 2019).

H mpoaBnkn o&iag emtuyxavetal péow NG BeAtiotonoinong twv O1adIKACIOY Kol TOU
avVOOoXEJIATUOU TOUG WOTE VA PEIWVOVTOL Ol TIEPITTEC YPAPEIOKPOTIKEC AEITOLPYIEC, HETW
NG avOyvwPIonNg EUKOIPIV VIO OUTOPATOTOINGN OTO TNV ULI0BETNGN  KAIVOUPYIWY
TANPOPOPIOKWY GLUOTNUATWY (T.X. data analytics), EOW TNC MPOWONGONC PIOG ETAIPIKIC
KOUATOUPOG NOIKNAC Kol dloQavelog  Kol, TEAOC, MEOW TNC  evioxuong g
QMOTEAECUOTIKOTNTOC TV  AEITOLPYIWV, MECO amd TNV TOPOKOAOLONGN  OEIKTWV
anodoong (KPIs).

S0pewva pe 1o HIA (2017), 0 €0WTEPIKOC E€AeyX0C TpoaBetel agia 6tav Ponbd tnv
EMXEIPNON VO EMTLYXAVEL TOUC OTPOTNYIKOUC TNC 0TOXOUC, Va OEIOTOIEL TOLE TTOPOLE TNC
pE oLVEDN Kal Vo KOAIEPYeED TEPIBAAAOV LTEELOBLVATNTAC KOl GuvexolC padnong. Me
aUTOV TOV TPOTIO, O ECWTEPIKOC EAEYXOC OEV BEWPEITAL TAEOV «UNXAVIOMOC EAEYXOU»,
OAAG OXAOC aVATITUENC.

Zuvoyidovtac, 0 E0WTEPIKOC EAEYXOC TIEPIAAUPBAVEL Eva EVPL PACHN dPOCTNPIOTATWY TIOU
dev meplopidovTal HOVo OTNV aViXVELOT TAPATUTIIWY. ZUVOEETOL UE TN OTPOTNYIKA, TN
dlaxeipion Kivdlvwy, TNy nNBIKr) KOLATOLPO Kal TN BeATiwaon TN omoteAsopaTIKOTNTOC. H
ave€aptnoio tou Tov KoBIoTd 0&lomioTo- n agloAdynon Ol10dIKOCIOY Tov KoBioTd
QMOTEAECHOTIKO- 1 OlOXeipion KIvoUVWY ToV KOBIOTA OVayKOio- N GUPPOP@WON ToV
KOB10Td Bepato@UAAKA TG VOUIUOTNTOG: N ETAIPIKY SI0KUBEPVNGT TOV KOBIOTA BEPEAID
NG O10QAVELNC- KOl N TPoaBnKn a&iag Tov KoBIoTd MOAUTIMO OTPOTNYIKG ETAIPO Y KABE
OpYOVIGUO.

AuTO mou agidel €dw va onuelwdel gival 0TI 0 POAOC LTOC, CUUPWVA UE TIC JIEBVEIC
npodlaypageg (1A, COSO, OECD), cival diapkw¢ €€eMOoOPEVOC. ZT0 OUYXPOVO
ETUXEIPNMUOTIKO TIEPIBAANOY, O EOWTEPIKOC EAEYXOC TPEMEL VO TPOCOPUOLETOL OTIC



TEXVOAOYIKEG OAAAYEC, OTOUC KOVOVIOTIKOUC METAOXNUOTIOPOUE KOl OTIC OUENMEVEC
AMOITACEIC yIo dla@avela. 'ETOl, 0 €0WTEPIKOC EAEYXOG TOPOMEVEL €vag (wvTavog
MNXAVIOPOE ToL  OLVOLALEL EAEYXO, OUMPBOUAEUTIKY) Kal OTPATNYIKN S10pOTIKOTNTA.
A\EIToLpYEi €V 0Aiy0I¢ WG Evag OmapaiTNTOC TUAWVAC BIWCIUNG ETOIPIKIC AEITOLPYIOC.

1.2 Op1op6g TNG AATNg

H andtn oanoteAei €va amd ta Mo Kpioiya {NTAPOTA TOU ATACGXOAOUV TIG GUYXPOVEC
ETXEIPNOEIG, KABWC PTOPEL VO 00NYAOEL O ONUOVTIKEC OIKOVOMIKEC OTWAEIEC, OTIWAELN
aglomoTiog KOl UTOVOPELON TN ETOIPIKIC KOUATOUPAC. ZUPQwva PE TN Papuakn
(2023), n amatn opileTol WC OKOTIUN EVEPYEID 1) TAPAAEIPN, YE OTOXO TNV OMOKTNON
ABEUITOL OIKOVOMIKOU 1} GAAOL 0QEAOUC €1¢ BAPOC EVOC TPITOL WEPOUC, PECW HEBBIWV
OTWC N TOPOTAAVNGN, N TOPATOINoN OTOIXEIWY, N OmOKPUWN TANPOQOPIWV I N
nopapiaan ¢ oxéong eUMOTocLVNG PETOEL Touc. O 0pIoUOC aUTOG ELBLypauUieTal Pe
ekeivov Tng Association of Certified Fraud Examiners (ACFE, 2024), n onoia meplypagel
TNV andtn w¢ «OmoladNTOTE OKOTIPN TPAEN 1 MapdAEIPn TOU OTOCKOTEI OTNV
e&amatnan GAAOL PEPOUC, |IE ATIOTEAECHO TNV OIKOVOUIKN 1 GAAN {nuia.

Eival onuavtikd va tovioTei 0TI n andtn 6ev TauTieTal PE TNV auéAEIa 1) TO avBpwTIVO
o@AApa. AvtiBeta, TPOUMOBETEl TPOUEAETNUEV TIPOBEDN KAl CUVEIONTH) OMOQACT TOU
dpAaTn va evepynael Ye doA0. 'ETal, n omatn Ymopei va AGBEl TOANEC LOPPEC: OIKOVOUIKN
andtn (T.X. TOPATOINGN OIKOVOUIKWY KOTAOTACEWY), AEITOLPYIKN amdtn (T.X. Weudn
TIJOAOYIQ), OMATN TIPOMUNOEIWY, OMATN OE CUCTAUATO  TANPOPOPIKNAC, OKOUO
Kal E0WTePIKN) omatn (internal fraud), omou o1 6101 o1 epyalopevol | T SIOIKNTIKA
OTEAEXN EKUETOAAEVOVTOL TNV TPdoPacr) Toug oe evaicbnta dedopeva (Kametaviov,
2023).

H di1ebvnig BifAloypagia KOTadeIKvOEl OTI N AMATN €XEl GNUOVTIKO KOIVWVIKO Kal
OIKOVOUIKO KOOTOC. Z0p@wva pe v ACFE (2024), o1 emIxelpr)oel XAvouv Katd PEGO
0p0 T0 5% TWV 003wV TOUG ETNCIWC AOYW QOIVOUEVWY OTIATNC. To TOCOOTO aUTO, O€
TIOYKOOUIO KAIPOKO, HETOQPPALETAL O EKOTOVTAJEC ITEKOTOUUUPIN dOAAPIQ.

Oewpiec kat Movtéla AtdTng

H Kotovonon Twv BewpnTIKWY TPOCEYYIoEWY TNE OMATNG €ival KOBOPIGTIKNC onuaaciog
Y10 TOV E0WTEPIKO EAEYXO KO, KAT® EMEKTAOTN, Y10 TNV OVATTLEN GUOTNUATWY AViIXVELDNG
red flags péow t¢ Texvntig Nonuoauvng (Al). H BiBAoypagia €xer avantoéel didgopa
MOVTEAO TIOU EMIXEIPOUV VO  €ENYHOOLYV  TOUC  WUXOAOYIKOUC, KOIVWVIKOUG  Kal
0PYOVWOI0KOUE TOPAYOVTEC TTOL WBOUV Eva ATOMO Vo dIamPAgel andTn.

Mopokatw mapouaidlovTal adpouepws 6V0 amO Ta PACIKOTEPO MOVIEAN €PUNVEINg TNG
andtng, To Tpiywvo ¢ Andtng Kat To Alapavti tg ATATng.

1.2.1 To Tpiywvo ¢ Andtng (Fraud Triangle)

To Tpiywvo ¢ AMATNG TOUL TPOTOBNKE OMO TOV AMEPIKAVO KOIVWVIOAOyo Donald
Cressey (1953), amoteAei T0 MAEOV KAOGIKO Kal €UPEWC OMOdEKTO BEWPNTIKO POVTEAO
gpunveiog ¢ omamc. O Cressey UMOOTAPIEE OTL N OMATN E€KONAWVETOL OTAV
OLVUTIAPXOULV TPEIC OVAYKAIEC TUVONKEC:



1. Mieon (Pressure) — MpOKEITOL yi0 TNV E0WTEPIKI N EEWTEPIKI) AVAYKN TIOU WBOEI
éva AdTopo vo Topofei TOUC KAVOVEC. ZLVNBWC OXETICETOl HE OIKOVOMIKEC
OUOKOAIEC, XpEN, LTIEPBOAIKEC TTPOCAOKIEC OO TN O10iKNaN 1) AKOPA Kal YE TNV
embupia d10trPNong Kolvwvikoo status (Cressey, 1953).

2. Eukaipia (Opportunity) — Anuiovpyeital 0tav o dpdotng €xel TN duvatoTNTa va
dlampdéel amatn xwpi¢ va eviomoTel, ouvRBwg AGYW OVEMOPKWY E0WTEPIKWY
EAEYXWV 1N 0OUVOMIWY OTA TANPOPOPIOKA cuoTApata (Papudkn, 2023).

3. E&opboAoyiouog (Rationalization) — Ava@épetal atnv YuxoAoyikn dladikaaio
MECW TNC omoiag 0 dpAaTng OIKAIOAOYEI TIC EVEPYEIEC TOU, BewpwvTac 0TI N TPAEN
TOU OgV Eival TPAYMOTIKA EMIAMIN R OTI €ival TIPOGWPIVI KO «OVAYKOio».

H Bewpia autr) amoteAei T Baon yia TI¢ oOYXPOVEG OTPATNYIKEG TTPOANYNC KaATd TN
andtng, KaBwg ol EMIXEIPACEIC UTIOPOUY Va OXESIACOUY PETPA EAEYXOU TIOU UEIWVOLV TIC
EUKAIPIEC (UEOW 10XLUPWV UNXAVIOPWV EMOTTEIaC), Teplopiovy TIC TIECEIS (ME OWOTA
dlayeiplon Twv KIvTpwv) Kal evViagxOouy Tnv NOIKr KOLAToUpa (Yo va amoduvouwiei o
e&opboAoylopog).

1.2.2 To Atopavtt Tng Andtng (Fraud Diamond)

O1 Wolfe kot Hermanson (2004) npotevav tv €€EAIEN Tou Tpiywvou ¢ AmATNC,
mpooBETOvVTOg €va  TETAPTO oToIxEio, Tnv Ikavotnta (Capability). To povtélo
ovopoTt AlopdvTi Tng ATATnG TO 0Moio €loryayav, avayvwpilel 0TI, EKTOC and Tnv Tiean,
TNV eukaipia Kol tov e€opBoloylopo, xpetdletal kot n de€lotnta 1 n B€an 10x00¢ TOL
ATOMOU Y10 VO EKTEAETEL KOl VO GUYKOADWEL PIa OTATH.

H 1kavOoTnTa oXETI(ETAI UE XAPAKTNPIOTIKA OTIWC:

N V@O Twv GUCTNUATWVY Kal TwV dadIKAaIwY,

N mpAofoon o€ KPioIUEC TANPOQOPIEC,

N EUTEIPIO GTOV XEIPIOPO EAEYKTIKWY UNXAVIOUWY, Kl

N YUXOAOYIKA AVTOXI| 0TO VO SIOMPATTEL KATIOI0G TTPAEEIC PUE LPNAO pioKo.

H Bewpia auth kobiotatal 1d1aiTepa XprioIUn 0TN onNUEPIVR YN@IOKN €MOXH, OTOUL Ol
andTeg OUXVA EKTEAOLVTOL OTIO OTOMO PE TEXVIKEG dEEIOTNTEC Kl TTPOGPaon o€ evaiobnta
TANPOQOpPIaKAE cuotruata. Edw eival mou n Texvntr) Nonuoolvn anmoKtd Kaiplo poAo:
MECW OAYOopiBuWY avixvevong avwuaAlwy, machine learning povtéAwv Kai data analytics,
pmopel va  evtomicel UTOMTO MOTIBO TOUL ULMOJEIKVOOUY TNV UMAPEN OULTWV TWV
«IKOVOTATWVY» Kal TWV «EVKAIPIWV» OE TPAYUOTIKO Xpovo (Kametdviou, 2023).

1.2.3 MpoAnyYn Kot AVTIPETWION TNG ATIATNG

H mpoAnyn Kal n OavTIYETWTION TNG ONATNG aAmaitolv OAIOTIKY TIPOCEYYIOT, TOL
OLVOULACEL TIC TIOAITIKEC, TOUC E0WTEPIKOUE EAEYXOUC Kal Ta coUyXpova TEXVOAOYIKA
epyoAeia. Onw¢ tovidel n dopudkn (2023), 0 POAOC TOL E0WTEPIKOL EAEYXOUL Eival
BepeAIdNC: Ox1 PMOVO Yo TOV EVIOTIOMO TNG OMATNG OAAG Kupiwg yia TN dnuiovpyia
TEPIBAAAOVTOC EUTIOTOCUVNG KO SIOQAVELAC,.



H Texvnty Nonupoolvn €xel apXioel va PETOPOPQWVEL TOV TPOTO ME TOV OTOIoV Ol
opyaviopoi mpoaeyyidouv v TPOANYN omdtng. MEow aAyopiBUWY UNXaviKng padnang
(machine learning) kat avaAuong peydAwv dedopévwv (big data analytics), €ival mAgov
duvatd va evtomiotolv “red flags”, dnAadn MPOTUTIA 1) CUUTIEPIPOPEC TIOL OMOKAIVOULV
and TO QUOIOAOYIKO Kal LTOdNAWVOLY TBaVO d6A0. Q¢ mapadeiyyaTa UmOPoLHE va
AVO@EPOULE TNV OVAALGT GUVOAAAYWV GE TIPAYUATIKO XPOVO yIa TOV EVTOTIONO UTIOTTWY
poTIBwv 1) TNV €£0puén dedopevwy (data mining) omo TIMOAGYIN, TPOUNBEIEC, ETWTEPIKA
emails, akopn Kat v epapuoyn predictive analytics yia tnv mpopAsYn Kivdbvwy andtng.
Ta OLCTHUOTO QLT PTTOPOLV VO AEITOUPYOUV EITE TTPOANTITIKA, EVTOMI{OVTOC TPWIHO
onuadla Kivouvou, eite avTidpaoTiKd, Bonbwvtag otn dlepelvnan non LEICTAPEVWY
TEPIOTOTIKWY. KoTd autd TOoV TPOTO, 0 POAOG TOU E0WTEPIKOU EAEYXOU WETARAAAETAL,
amd v TOPAdOCIOKI) «XEIPOKIVNTN» TPOCEyylan, o€ data-driven auditing, 6mou n
avepwTivn Kpion CLUTANPWVETAL OTO TNV avaAuacn texvnth¢ vonuoaolvng (Daniel E. et
al., 2025).

S UUTEPOCHOTIKA, N KATAVONon Twv Bewplwv amdtng mapexel 10 BewpnTiko undBadpo
TOVW OTO OTOoi0 PMOPOLV VO avaTTuXBolv eupu cuaTtruaTta avixveuong “red flags”. Me
N Xprion ¢ Texvntc Nonuoaolvng, ol EMIXEIPHOEIC £X0UV TN duvatdTNTa OXI HOVO VO
EVTOT(OUV OMOTEC WE MEYOAOTEPN OKpPiBela aAAG Kal vo dnNUIOUPYyoLV TPOANTTIKA
OLOTAHOTO NBIKNC CLUUPOPPWONG Kal dloKuBEpvNonC. H aulevén Bewpiag, E0WTEPIKOD
EAEYXOU KOl TEXVOAOYIOG GLVIOTA TIAEOV TN VEX ETTOXN GTNV KATOMOAEUNGN TNG OMATNC.

1.3 Red Flags: Opiopoi, KoTnyopieg Kot EQAPUOYEC

H €vvola twv “red flags” (KOKKIVEC onuaie) £XEl TAEOV AMOKTIOEL KEVIPIKY BEan oTnVv
TPAKTIKA Kal BEWPNTIKI) TPOCEYYION TOU EC0WTEPIKOU EAEYXOUL, TNC EMIPAEWNC Twv
ETAIPIKWV d1AdIKOCIWV Kal TNG avixveuang amdtng. Otav xpnolpomnololPe Tov 0po red
flag evvoolpe €va onudadl, €éva TPOEIBOTOINTIKO OHUa 1} €VOEIEN TIOL VO UTIOOEIKVUEL OTI
KATL eV TIAEL KOAG KO OTI EVOEXETOL VO OTONTEITON TIEPAITEPW dlEPELVNOT. MOAOVOTI N
omopén evoc red flag dev amodelkviel Kat' avayknv OTL €xel diampoxBei amdtn,
AEITOLPYED WC TPWIKOC dEiKTNG Tov O&idel TMPOCOXNC Kal dgv TPEMEL va AyVOEiTal
(Corporate Finance Institute, 2024).

H BewpnTik anoca@ivion tou 0pou gival Kpiolun: cuP@wva Ye épeuva, Ta red flags
opidovTal ¢ «OLVBNKEC N TEPIOTACEIC TTIOU OMOKAIVOUV OTO TN (QUGIOAQYIKI AEITOLPYIa
Kal Umopouv va em@épouy umoYia 1) €ival onuddio Kivdbvou 0Tt €XEl  TTPOKELTaL va
diampaxBei amatn» (Munteanu et al., 2024). Emionuaivetat 611 ta red flags Asitoupyoulv
w¢ “OEIKTEC” yIO TIC TPWTEC QACEIC MIa¢ amaTng. Mo Tov AGyo OUTO Ol EAEYKTEC Ta
ekAaupdavouyv w¢ «amotumwuata» (fraud fingerprints) mou xprjlouv €€gpebivnang Kail
enaAnBevonc (Munteanu et al., 2024).

v mpagn, n oa&loAdynon Kai n katnyoplonoinon twv red flags amoteAei Booiko
OTOIXEIO yIO TNV QVATTUEN OCLUCTNUATWV TPOEIBOTOINONC, CUCTNUATWYV ECWTEPIKOU
EAEYXOUL KOL TEXVOAOYIKWV €PYOAEIWV avaAuong Kivdbvou. e autd TO TAQICIo €ival
OKOTIPO va avaAuBolv ol Bactkeg katnyopieg Twv red flags, KaBw¢ Kal ol EQaPUOYEC
TOUC TOOO OTO XPNMOTOOIKOVOUIKO TEdI0 600 Kal 0TO €VPUTEPO TEPIBAANOY ETAIPIKIC
d1aKLBEPVNONG KOl EAEYXOU.

2€ PI0 MPWTN Katnyopia, YTopouhe va OIOKPIVOULUE Ta SIOIKNTIKA 1) 0pyovwolaKa red
flags. Autd mepidauBdavouv evdei&elc mouv oxetidovial PE TNV KOUATOUPO TN¢ €TAIPEIaC,
TOV OI0XWPIOPO KABNKAOVTWY, TNV enomteia ¢ d10iknaong, Ye aca@eic S1001KOTIEG 1) HE
OLYKEVTPWTIKY €€ovaia. Ma mapadelyya, n EAAEIYN 10XUPOL CUOTHUOTOC ECWTEPIKOU



EAEYXOUL 1) N LTEPBOAIKA PEYAAN €€ouaia ae éva GTOMO PTOPEL VO dNUIOVPYEL EVKOIPIEC
yia katdypnon (Grabosky P. & Duffield G., 2001). OualacTika, Ta red flags autol Tou
TUTIOL dNAWVOULV OTI TO TAQICIO OpyAvwaoNC Kal d10iKNoNC PMOoPEL va eMITPEMEL AdON 1
OOAIEC TTPAEEIC XWPIC VO UTTOPOUV VO AVIXVELTOUV.

Ae0TEPN  KOTNyopion OLVIOTOUV TO AEITOLPYIKA 1] OlodikaoTikd red flags. Edw
eviomidovton  evdeiéel o€ emimedo  S10BIKAGIWV, GUCGTNUATWV  TANPOPOPIKIC,
QIEKTIEPAIWANC CLUVOANAYWV 1] TIHOAOYNONC. ZUYKEKPIUEVQ, TETOIOU €idoug Mapadeiyyata
TEPINAUBAVOLY  TIOAAEC OAAOYEC OTO TIPOOWTIKG €AEYXOUL, QTOUGIO  dlAXWPICHUOU
KOONKOVTWY, €EUTAOKA TPOUNBEVTWV TOUL EivOl OLYYEVIKA TPOOWTO, UTEPBOAIKEC
EYKPIOEIC XWpIig TEKUNPIiwaN, TIMOAGYIO TIOUL TANPWVOVTaIL XWPIC £ykplon K.4. (Xapitou .
X-X)-

H tpitn Katnyopia evtomidel Ta MPOowTIKA N cuumepipopikd red flags, ta omoia
oxetidovtal AUECH PE TOV AvBPWMO-dpaaTn 1 WYe To MEPIBAAAOV Tou. Evdei&elc autwv
amoTeAOlV Ta EAQVIKA OTOKTNOEVTA TOAUTEAN ayabd Xwpi¢ avtioTolxo €1000Nua, N
UTEEPUETPN EVAOXOANGN HUE OIKOVOUIKA TTPOBAARaTta ) T{oyo, N apvnaon ddelag 1 d1aKOTHC
gpyagio¢ Aoyo Tou @OBou OTm Ba TPodoBEl, N GvEL TPONYOUPEVOU TPOCWTIIKN
OLUTIEPIPOPG TTIOL OMOKAIVEL OO TO oUvnBeC (Xapitou Z., X.x.). E6® Aoimov evtomiletal
0TI «n LTMEPPROAIKA LYNAN TIPOCWTIKNA TETN», «n OUENGN TPOCWTIKWY XPEWV» KOl «h
aAAayry Tou TPOMou (wr¢ Tou epyalouevou» omoteholy red flags mpoowmikow
XapoKTApa.

Mia TETaPTN KaTnyopia a@opd To XPNUOTOOIKOVOUIKA 1 AoyloTika red flags. Ze autrv
EVIAOOOVTOL Ol OMOKAICEI OE OIKOVOUIKOUG OEIKTEC, 01 OAAAYEC OTn AOYIOTIKY) TIOAITIKA
XWPIC ao@r aITioAOynan, n anoKpuYPn LTIOXPEWAOEWVY, N EAQVIKN BEATIWAN KEPOWV XWPIC
avtioTorxn av&nan Twv dpaacTnpIoTATwV Kal N LTEPBOAIKN €€ApTnan TN 610iknong ano
TOUC OIKOVOUIKOUG 0TOX0UC. Mo mapddetyua, n yeAetn “Auditing the Risk of Financial
Fraud Using the Red Flags Technique” amodeIkvOel OTI N TAPAKOAOLONGT JEIKTWVY OTIWG
NG PELOTOTNTAC I TNE AMOJOTIKOTNTOG UTOPEl va Acttoupynoel wg red flag yio amdreg
(Munteanu et al., 2024). Ta red flags outo0 Tou TOTMOU AMOTEAOUV TO PaACIKO TEdIO
EQAPHOYNC OE EAEYXOUC OIKOVOUIKWY KOTOOTAGEWV.

TENOC, UTOPEL va TPOOoTEDED i Katnyopia TEXVOAOYIKWY 1] TAnpogoplakwy red flags,
TOU APOPA CLUCTAPATA TIANPOPOPIKNC KAl TEXVOAOYIOE Pe AT TpAafacn 1) EAEyXO,
J1AB0XIKEC OANOYEC OTO TPOOWTIKO IT, anouaia 10TOPIKOV EAEYXOU CUVAAAAYWVY, XProNn
300 AoyloTiKwV BIBAiwv, acuvrBioToug cuvduaopolg TPOUNBELTWV/EPYOAdPwWY e KovA
otoixeio (Ehlermann-Cache, 2015). AUTEC o1 €VOEIEEIC €xouv OMOKTAOEL I1B10ITEPN
onuacio otov 21° aiwva, de00PEVOL TOU OYKOU O£O0HEVWVY KOl TNG €EAMAWONC TWV
WN@IOKWY CUOTNUATWY.

Evtoutolg, o pdAoc tTwv red flags dev meplopiletanl atnv anAr avayvapion. Kat’ ouvaiav,
amoTeEAOLV pYaAEio PoEIdomoinang Kat Bdan yia v avdAuvon Kivduvou. Ztnv mpdaén, ol
E0WTEPIKOI KOl Ol E€EWTEPIKOI EAEYKTEC XPNOIMOTIOIOOV «AIOTEC ME TIC OIAPOPES
KOTNYOopieC» KOl GUOTHUOTO «NAEKTPOVIKIC TIPOEIOOTOINCNE» VIO VO EVTIOTIGOLV TIEPIOXEC
oPnAol Kivolvou. H yvwon kot n avtiAnyn twv red flags evioxVel TNV KPITIKN
QVTIYETWTION OUP@WVA HPE TNV OTMOIO O EAEYKTNC OtV AMOOEXETON wC O£dOUEVA T
otoixeio, oANG Ta €€eTdlel KPITIKA, AaufBavovtag umoyn tnv mbavotnTo vo Eeival
acuvenn A AavBaopéva. Katéxovtag TIC anapaitnTeg auTEC YVWOEIC, UTIOPEL va 0WaEL TNV
déovoa TPOCOoXN Kol SIEPELVNTIKOTNTA YIa va SIOKPIVEL TIC KATAOTACEI IOV UTIOPEL va



UTTOANAWVOLV OUCIWOEC OQAAUO MO QUTEC TIOU MTOPEL va  LTOANAWVOLV amdTn
(Munteanu et al., 2024).

‘Eva xopoKTnpIoTIkG napddetyua red flag o€ oupPdaoelg i mpoun0eleg, Umopei va ival n
TIUA TIOU @aiveTal UTEPPBOAIKG PEYAAN 1 LUTIEPPBOAIKA UIKPI) OE OXEON PE TIOPOTIANGCIEC
oupPacelg (Xapitou Z., X.X.). Av g€ GuvdLACHO LTIAPXEL KOIVOC JIAXEIPIOTHC, OAAOYEC
TPOPNBEVTWVY XWPIC AOYO K..AT, TOTE 0 EAEYKTNG PTOPEL VO OXEJIATEL IEPAITEPW EPELVAL.
2TOV XPNUOTOOIKOVOUIKG €Aeyxo, €va red flag umopei va gival ot n etaipeia av&dvel ta
KEPAN TN TMOAD TIEPICCOTEPO aTMO TOV KAAGO Xwpi¢ avTioTolxn av&naon MwANGEWY — Kal
ouvduadetal PE LYNAR POXAELOn KOl OLXVEC OAAAYEC TNG AOYIOTIKNAC TOAITIKNC
(Ehlermann-Cache, 2015).

Eival onuavtiko va dleukpiviatei 0t n vmapén red flags dev onuaivel autopdtwg omat.
AVTIBETWE, onUATOd0TEl 0TI LTTAPXEL EVOEIEN YIa Epeuva Kal dloaTavpwan. O eAeyKTAC,
AOITOV, TPETEL VO AMOKTHOEL éva cVoTnUa agloAdynong twv red flags, va otabuicel v
mBavoTNTa KIvdlvou Kol va AABEL aMOQACEIC YIo TEPAITEPW dlEPELVNAN 1) Ox1. Emion,
o €va olyxpovo TAaiclo, n Texvnti Nonuoolvn upmopei va emtaxOvel Kol va
autopatorolroel v avixvevaon red flags kabw¢ kai v agloAoynon toug, Omwg Oa
avOADCGOULE TIEPETAIPW TMAPAKATC.

Ev katokAegidl, n évvola twv red flags anoteAei Baciko muAwva atnv TPOANYN Kol Tnv
avixveuan ¢ andtng. H katnyopiomnoinaor) toug (J10IKNTIKA, S100IKACTIKA, TPOCWTIKA,
XPNUOTOOIKOVOMIKA, TEXVOAOYIK() ETITPETEL GTOV OPYAVIOHO VO EPAPHOLEL dOUNUEVEC
OTPOTNYIKEC EAEYXOU KOl QAVOTTUENC OULCTNUATWY EYKAIPNG TPOEISOTIOINONGC, EVW N
€QOPUOYN TOUC TOGO OTNV AVAAUGH OIKOVOUIK®WV KOTACTACEWY 000 Kal aTn dlayeipian
TPOUNOEIY, OULOTNUATWY TANPOPOPIKNC Kol ovBpWTIVOU dLVAUIKOD TO  KaBIoTd
ePYOAEio OX1 pOvo avixveuong, aAAG Kat TPOANYNC.

1.4 Opiopoi kat lotopikn €€&EMEN NG Texvntc Nonpoolvng

H Texvnt Nonupoolvn (TN) amoteAei €vav amd Toug TIo poydaio avomTuoaOPEVOUC
TOMEIC TNC oVYXPOVNG EMIOTAMNG KAl TN TEXVOAOYINC, YE EQOPUOYEC IOV EKTEIVOVTAL OTIO
TNV 1ATPIKNA KOl TN POUTOTIKI €w¢ TN AOYIOTIKI), TN XPNHATOOIKOVOUIKE avaAuaT Kol Thv
avixvevon andtng. H €vvola t¢ TN dev gival vEd, waTo00, N EKPNEN TWV TEXVOAOYIWY
KOl TWV EQAPPOYWVY TNG To TEAEUTAIO Xpovia EXEl avadlaPopPWaEl TOV TPOTO PE TOV
omoio ot opyoviopoi  avTiAopPdAvovtal Kot - aglomolovy T dedopEVA TOUC.
H peAétn ¢ TN Kal Twv AEIToLpylwv TNE 0TNV Topovoa epyaaia gival Kpioiun, Kabwg
oLVOEETaLl dueca pe T dlodikacio evtomiopov red flags, dnAadr evdeiewv LMOTTWY
OULVAAAQYWV 1 CUUTIEPIPOPWV TIOU UTIOPEL va LTIOONAWVOUVY OTIAT.

1.4.1 Opiopoc tng Texvntic Nonuoalvng

H Texvnt) Nonuoolvn opiletal ¢ «0 €MOTNUOVIKOG KAAOOC TOU OOXOAEITal PE TN
dnuiovpyia CLUOTNUATWY IKAVWY VO EKTEAOUV EPYACIEC TIOU OMOITOLV avOPWTIVN
vonuoaoulvr, 6mw¢ n udonaon, n ANYn omo@dcewv, n avtiAnyn Kol n Katavonaon Tng
QUOIKNAG YAWooac» (European Commission, 2019).
O oplopog autog bmodnAwvel 0Tt N TN dev MePIOPILETaL OE PIO EUOVWHEVN TEXVOAOYIQ,
OAAG TTEPIAGUPBAVEL EVa GUVOAO TEXVIKWV Kal PEBOdWV, OTWC Eival:

N Mnxavik paénon (Machine Learning)



1o Nevupwvikd diktua (Neural Networks)

n Ene€epyaaia guaikng yawooag (Natural Language Processing)
10 EEe161kevpéva ouotruoata (Expert Systems)

n Poumotikn.

Z0p@wva pe v Euvpwmoikr Emitpom), n TN OTOXEVEl OTNV TPOCOHOIWGN Twv
YVWOTIKWV AEITOUPYIOV TOU avBPWTIVOU EYKEQPAAOL, evw N €EEMEN NG Paoiletal o€
TPEIC  KOPIEC  OPXEG TNV avomopdoTtoon  TNG  yvwong ITn  padnon Kol tv
AUTOREATION TWV CUCTNUATWVY PECW TNC EPTEIPIOC.

1.4.2 lotopikr) EEENEN NG Texvnt¢ Nonpoouvng

H omopxy ¢ TN tomobeteital xpovika otn dekaetia Tou 1940, OTavV 01 EMOTAPOVEC
dpxtoav va €€eTAdouy Tn GLVATOTNTA dNUIOLPYIAC UNXOVWVY IKOVWVY VO «OKEQTOVTaAL». O
Alan Turing (1950) pe TO KAOOIKO @pbpo Tou “Computing Machinery and
Intelligence™ €6ece 10 OepéAlo epwTNUA: «MTOPOUY Ol UNXOVEC VO OKEQPTOULV;».
Tnv id1a mepiodo, o John von Neumann oxediage TNV OPXITEKTOVIKI) TWV UTOAOYIGTWV,
IOV AMOTEAETE TN BACN yia OAQ T EANOVTIKA cuaTtruata TN.

To 1956, oto oguvédpio tou Dartmouth College, ot John McCarthy, Marvin Minsky,
Claude Shannon kai Nathan Rochester giar)yayav enionua tov 6po Atrtificial Intelligence,
onuatodotwvtac TV £vapén Piog véag emotiung. Ta mpwta mpoypapuata TN, 0nw To
Logic Theorist twv Newell kat Simon (1956), £dei&av OTI 01 UTIOAOYIOTEC UTIOPOLCAV VO
EMADOLY TPOPBAAUOTA TIOL OMAITOVGAV GUAAOYICTIKH AOYIKH.

Katd tn oOekoetia tou 1960, n TN yvwploe €viovn avamtuén Kot UTEPBOAIKEC
TpoadokieC. Epgaviatnkav ta mpata eEEISIKELYEVA GUGTAPOTA, OTIwG To ELIZA (1966),
TIOU T(POCOMOIWVE GUVOUIAIO OVOPWTOL WE pnxavr). QoTO00, Ta TEXVOAOYIKA Opla TN
EMOXNC KOl N EAAEWPN ULTOAOYIOTIKAG 1oXVOC 0dnynoov oto Aeyopevo “Al Winter”,
ONAadN Hio TEPind0 TEPIOPITUEVOU EVAIOPEPOVTOC KOl XPNUATOdOTNONG.

H dekoaetia tou 1980 onuatodotribnke omo TNV avafinan Twv VELPWVIKWY SIKTUWV,
Kupiwg AOyw Tou aAyopiBuou omicBodiddoon (backpropagation) mou avémtuéav ol
Rumelhart kot Hinton 1o 1986. Autr| n TEXVIKH, TOL TEPIYPAPNKE 0TO ApBpo «Learning
Representations by Back-propagating Errors», Kotéatn BueAiwdng yla TV eKmaideuan
TWV OLYXPOVWV VEUPWVIKWY OIKTOWV Kol TNV avamtuén tng Pabiag pdbnong (deep
learning). Zta TEAN ¢ dekaeTiog Tou 1990 o1 aAydpIBuOl PUNXAVIKAC Ydbnaong €é6scav Ta
BepéAla tng ovbyxpovng TN.

H onuepivr) €noxr XopoKtnpiletal omo eKPNKTIKA av&non dedopevawy, LPNAR
UTIOAOYIOTIKI) 10XV KOl VEEC APXITEKTOVIKEC BaBIAC paBnong. H avamtuén tne texvoioyiog
GPU (ta yvwotd chip amd TIC KAPTEC YPAPIKWY), G CLVOVOCHUO HPE TNV TPO0d0 TN
OLAAOYN KOL TNV OvAAUCn dEB0UEVWY, 0ONYNOE O€ EVIUTIWOIAKEC EQOPHOYEC OTIWC €ival N
avoyvwpIon EIKOVWY Kol wVAE, N autovourn 0drynan, n avdAuvaon Kivouvou, n mpopAedn
andtng Koi, TEA0C, Ta cuotruata ovoToong (recommendation systems) ta omoia €ival
aAyopIBUOl TIOL  XPNOIPOTIOIODY  dedopEVa  OMWC TIPONYOUUEVEC aYOPEC, IOTOPIKO
TPOROANC Kat aAANAETIOPACELC YIa va TPOBAEYOULV KOl VO TIPOTEIVOUY OXETIKA OTOIXEIQ,
TEPIEXOEVO 1) LTINPETiEC aTOUC XPNoTeC. OI mapamdvw aAyopiBuol ival amapaitnTol yio
TN S10XEIPION TOU CUVTPITTIKOU APIBPOL EMAOYWV O€ TANTQOPUEC OTIwE To Amazon, T0
Netflix kot 10 YouTube, Bonbwvtac Toug XprioTeg va avaKaADPouY vVEa TIPAYUOTA Kal VO
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BEATIWOOLY TNV EPTEIPia TOLG. AUTA TG CUCTNUOTO OMOTEAOUV BOCIKI) EQOPUOYT TNG
HNXQVIKAG HaBnang.

1.4.3 Baoikég Katnyopieg kat Texvohoyie¢ tTn¢ TN
H Texvnti Nonuoaouvn dlokpivetal ag d00 Bactkeg katnyopiec (European Commission,
2019):

1. Aadbevnc rj meplopiopévn TN (Narrow Al): «eival ouoTAuata Tou PMopouv va
EKTEAOUV  POVO  pia OpaoTnplotntd 1 MIKPO  OpIBUO  OLYKEKPIPEVWV
dpaCTNPIOTATWY» KOl EQPAPUOLETOl O OUYKEKPIYEVO KOBNKovTa, OTw¢ N
TOEIVOUNGT EIKOVWV 1 1 TIPORBAEWN TIHWV.

2. Tevikn 1 1oxupr TN (General Al): mpoKeltal yia cuoTiuata mou Ba pmopovoav
VO EKTEAECOLV OTIOIOONTIOTE YVWAOTIKI) AEITOLPYia €VOC avBpWMOU — aTOX0C TOU
TIOPOPEVEL PEXPI TAPEPT BEWPNTIKOC.

2T0 TAQIOI0 TNG AOYIOTIKNG KOl TV E€0WTEPIKWV EAEyxwv, N AdBevri¢ TN egival n
Kupiapxn uop@r, KoBw¢ mePIAaUPBAveEL aAyopiBuoug avixvevon¢ ovwpoAiwv (anomaly
detection) kat POVTEAD TPOPRAEYNC IOV EvTOT{oLV UTOTTA TPOTUTIA GUVOAAaYwV 1 red
flags.

H TN petaoxnuati¢el pidikd Tt AOYIOTIKN EMOTAPN KOl TOV E0WTEPIKO EAEYXO.
Ot olyXpovol €EAEYKTIKOI UNXOVIOUOI XPNOIUOTOIo0Y TAEOV OAYOPIBUOUC  UNXOVIKNC
paBnong yia tv avixveuan acuvhBIoTwV AOYIOTIKWV EyYPOQWVY, TNV TOPOKOAOLBNGN
TWV POWV TANPWUNG, TOV EVIOMIOUO TIBAVWY CUYKPOUOEWV CUP@EPOVIWV Kal TN
dnuiovpyia “mPo@iA Kivdbvou” yia kdBe cuvaAiayr).. H evowpdtwon ¢ TN otn
dladikaaia eAEyXou GUMPBAAAEL OTn PEiwon Tov avBpwTivou AdBoug, atnv avénan g
TOXOTNTOG AVAALONG KO KUPiwg atnv TpoAnYn TN OmaTng, KaBWS UMopEl va eviomioel
poTiBa mou GUCKOAN aVTIAGUPBAVETOL 0 AvBpWTOC. EMIMAEQY, N avAAuaon PEYGAOU OYKOU
dedopévwy (Big Data Analytics) emtpénel tnv  eme€epyacio  TEPACTIWOV  OYKWV
TANPOPOPINV OTO SIOPOPETIKEC TNYEC OTWC €ival Ta AoyloTIKA BiBAia, Ta TIHOAGYIQ, Ol
TPATEUIKEC KIVIOEIC, Ol EMKOIVWVIEC, TIOL TAVTA €X0LV WC OTOXO Tov eviomiopo red flags.
(Avtwwviddov, 2025).

Z0p@wva pe tov Mevitoapn (2024), Ta cuotrjuota TN PYTopoLV va EVTOTcouV PoTifa
andtng pEow:

aAyopiBuwv Ta&ivounaong, mou avayvwpidouy av pia cuvoAAayn €ival “kovovikn”
n “omomtn”,

aAyopiBuwv cuotadonoinong (clustering), pog BEPEAIWOOLE TEXVIKIC AVAAUONG
OEO0UEVWV KOl UNXOVIKAC MAdnong xwpi¢ emifAewn (unsupervised learning), n
omoia €Xel WC OTOXO TNV OUAdOTOINGN EVOC GLUVOAOL QVTIKEIUEVWY WE Bdon tnv
OMOIOTNTA TOULG WOTE VO EVTOTILEL OTOKAICEIC,

avOALCNG CLVAIOBNPOTOC, TIOU EQAPHOLETOl OF ETAIPIKEC EMIKOIVWVIEC YIa
EVTOTIIOMO TIBAVAV GUYKOADPEWV.
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O1 aAyopiBuol autoi TPo@odoTOLVTAL OTIO I0TOPIKA dEGOPEVA OMATNG KOl padaivouv va
avayvwpiouy XOPAKTNPIOTIKA TOU emavoAapBdavovTal. ‘ETal, 01 EAEYKTEC UTIOPOLV VO
€0TIO00ULV 0€ LYNAOL KIVOUVOL GUVOAAAYEC, EE0IKOVOUWVTOG XPOVO Kol TTOPOUC,.

1.4.4 MpokANoelg Kol HOIKEC AlOOTACEIG
Mapd ta MoIKiAa 0PEAN, N evowudtwon ¢ TN dnuioupyei Kot TPOKANCEIC, OTIWC:

n éEAePn oa@davelac (black box problem,) otoug aAyopiBuoug, dnAadr Tng
adUVOMIOG TOL CUCTHUATOC VO EENYNOEL TTWE KOTEANEE O€ £V0 CUUTEPOTHA,

T0 {NTUOTO TIPOCTACIAC TIPOTWTIKWVY dEO0UEVWV, KOl

N AVTIKOTAGTOON avBpWTIVWV POAWVY PE OUTOUOTOTOINUEVA CUCTHUATA.

Ol NBIKEC aUTEC IPOKANCEI OTAITOVV VEEC TIPOCEYYIoEIC aTn OloKLBEpVNOn TS TN, woTe
va dlao@aAileTal 0TI Ol TEXVOAOYIEC AUTEC XPNOIKOTOIo0VTOL LTIEDBLVVO Kal TIPOC OPEADG
NG Kowvwviag (European Commission, 2019).

H Texvnt) Nonuoaolvn e€eAiooetal ano pio BewpnTIKA 1060 0€ €PYAAEI0 OTPATNYIKIC
onuaciog yia KaBe opyoviopo. And ta MPWTa Prjuota Tou Turing €w¢ To ONUEPIVA
ocuotiuata avixveuong red flags, n TN €xel amodei&el 0Tl pmopei va evioxboel TN
dlagavela, T Aoyododio Kol TV OMOOOTIKOTNTA OTOV  €0WTEPIKO  EAEYXO.
H peAOVTIKA TPOKANGN EyKEITal 0T owath aglonoinar] tng, ME oeBacud atnv noikn,
TNV 00QAAELD Kal TNV avBpwmivn Kpion.
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Ke@alalo 2 - Z0yxpoveg Taoelg otnv Texvntr) Nonuoouvn (Al)
KOl TOV E0WTEPIKO EAEYXO

2.1 Z0OyXpoveg PEAETEC yia TNV epapuoyn TNS Texvntric Nonuoolvng 0ToV E0WTEPLKO
EAeyX0

H teAeutaia deKoETiOn XOpOKTNPIZETOL QMO CNHOVTIKEG EEEAIEEIC OTOV XWPO TNE TEXVNTIC
Nonpoauvng (TN), ot omoieg emnpedlouvy PIJIKA TO AVTIKEIPIEVO TOU ECWTEPIKOV EAEYXOU.
H petdfaon omo TIC MOPOdOCIAKES, XEIPOKIVNTEC OIOOIKOCIEC EAEYXOL OE TPONYHEV
ouaTHUATO aVAALGNC OEAOPEVWV Kal aAYOPIOUIKNAC LTIOOTNPIENG EXEl PETOPOPPWAEL TOV
TPOTO WPE TOV OTOI0 Ol Opyaviopoi gvtomidouv Kivdlvouc, a&loAoyoly O10dIKOTIEC Kal
TpoAaufBavouv @arvopeva amdtng Kot mapatumiwv (Vasarhelyi, Kogan & Tuttle, 2015).
MapdAANAa, n avENon Tou OYKOUL KOl TNG TOAUTIAOKOTNTOC TwV ETOIPIKWY OEOOUEVWV
Kabiota anapaitnTn TN Xprion oAyopibuwv Mnxavikin¢ Madnong (Machine Learning —
ML), E€opuénc Acdopévwv (Data Mining) kai Ene€epyoaaiag Puaikng MNwaoaoag (Natural
Language Processing — NLP) otnv kaBnuepivr) TPOKTIKK) TOu EAEYKTIKOU £pyou (Deloitte,
2024).

O1 oLyxXPOVEC EAEYKTIKEG LTnpeaieg aglomololv v TN Ol AW YIO va EKTEAETOLV
TOXOTEPO TIC LTAPXOLOEC OIASIKATIEC, OAAG Yyl va HPETOBGAOLY TN @IAOCOPia TOU
EAEYXOU OTO PIa €K TWV LOTEPWV dlOdIKAGIa EMAARBEVANG GE W1 GUVEXH, dUVAUIKI Kal
TpoANTTIKN Acttoupyia (Alles et al, 2014). Me Baon €peuvNTIKG OEAOUEVQ, TTAVW OTIO TO
70% Twv PEYOAwVY O1EBVWV 0pyavIGUWY €MEVOLOLY a€ TEXVoAoyiec TN yia Tnv evioxuon
NG Oloxeiptong Kivdlvwv (risk management) Kal TNG KAVOVIOTIKAC CUMHOPQWGCNC
(compliance).

21UEPQ, Ol EQAPHOYEC TNG TN OTOV E0WTEPIKO EAEYXO0 TEPIAUPBAVOULV:

OLVEXN TapakoAouBnan (continuous auditing),

avaAuaon avwpaAiwy (anomaly detection),

EVTOTIOUO OTIOTITWV GUVOANAY WV,

a&loAdynaon mPOoUNBELTWY Kal TEANTWY,

AMOTUTIWAT KOl TPOOTIABEIN EPUNVEING TWV dIOPOPWY CUUTIEPIPOPWV HE XPHAON
NLP (natural language prossesing),

autopotn avayvwplon red flags o AoyloTIKG Kot AEITOUPYIKA dedOPEVA KOBWC
Kal o€ dedopeva emiKovwviag (x e-mails).

E1dIKG o€ digbveic opyaviopolg, N TN Asttoupyei w¢ pia «de0TEPN YPAUUN AUUVOC» OTO
TAQOI0 TNC ETAIPIKNC OloKLBEPYNONC, EVIOXUOVTOE TOUC MNXOVIOHOUG KOVOVIOTIKNC
OUPMOPPWAONG UE TPOTO TIOL OEV ATOV EPIKTOC 0To TapeABov (Warren, Moffitt & Byrnes,
2015). Ao Tta TOPOTAVW, AVOdEIKVUOVTOL Ol GNUAVTIKEC €@apuoyec ¢ TN otov
evtomiopo red flags o€ MOANATAEC AEITOLPYIEC EVOC OPYOVIGUOU.

Kdmolo amd ta o oveMTUYUéEVa Tiediar Epeuvac a@opoly Tnv epapuoyr ¢ TN yia Tov
EVIOTIIOPO UTIOTITWV  GUVOAAGYWVY, TNV TPOBAEWN AOYIOTIKOV TOPOTUTIWV KOl TNV
avixveuan aAA0IwaoNE TWV OIKOVOUIKWY KOTOOTAGEWV.
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MeAéteq Omw¢ Twv Ngai et al. (2011) KatadelkvOouv OTI HOVIEAD TOEIvOUNGONC
(classification), veupwVIKA diKTLUO K.ATL., PTOPOUV va evtomi{ouv HoTifa amdtng YeE
akpifela vPNAGTEPN Ao EKEIVN TWV TAPAOOTIOKWY EAEYKTIKWV HEBGOWV.

2V EANGOa, n peAétn g Popudkn (2023) emifefaidvel ot n xprion TN o€
TpaneIkoUC Kol XPNMOTOOIKOVOUIKOUC Opyaviopol¢ odnyei oe peiwan AabBwv Kal
TOXUTEPO EVIOTIOUO TAPATUTIGV. OTIWC avaQEPBNKE OVWTEPW OHWE, T dIAPOPA LOVTEAN
TN pmopoUv va TPoXwpPHRooLY £va Bria TOPOTEPD OO OUTO, TPOGPEPOVTAC OVAALCN Kal
gpunveia  twv e-mail, odnywviag¢ €10l OTOV  EVIOTIOPO  KATOIA¢ 0oLVABIOTNG
EMKOIVWVIAC, JEOW YIO TAPAGEIYUO TNE KOTOYPA@NE TOL GuVOIGONUOTIKOU TéVou, TOV
EVIOTIIOMO TIECEWV, TNV OVAKAAUYN XEIPIOTIKWY CUUTIEPIPOPWY I KATOIOE OTOTEIPAC
OLYKAALYINC.

AUTN n TPoagyyian eMTPENEL TOV VTOTIONO red flags o€ avBpWMIVEC CUUTIEPIPOPEC KAl
ETAIPIKI] KOUATOUPO, TA OTOoia 01 TMOPOd0CIOKOi EAEYXOl TIOAAEC POPEC OdUVOTOLV Vv
a&lohoyraouv.

2.1.1 Cognitive Auditing kot Predictive Analytics

O 6po¢ Cognitive Auditing Teplypa@el Tnv e@appoy cuoTNUATWY TN TOU «KATAVOOUVY»
TPOTUTIO, EPUNVEVOLY BIABIKACIEC KOl £TC1 TOPAYOUV OUTOMATO LTOOEIEEIC TPOC TOUC
eAeyktéC. H Deloitte (2024) ava@épel 0TI TAEOV 01 EAEYKTEC AQUBAVOLVY SI0YVWOTIKEC
avo@opeg, omou n TN e&nyei moia ouvaAAayr Bewpei red flag, mole¢ peTABANTEC
ouVEBOAav Kal TOG0 6oBapo Bewpei Tov Kivduvo.

MapdAAnAa, Ta Predictive Analytics oxetidovtal pe pia 610d1Kaaio n omoio a&lomolwvTog
ded0UEVQ, ETITPETEL TOV EVIOTIOUO AVEPXOUEVWV KIVOUVWVY TIPIV OUTOI EKINAWOOLV.

‘Eva omo 1o peyoAOTEPa mAsovekTApata ¢ TN ival 0TI umoaTtnpidel, EMIKOLPED OANG
dev avTIKaBIoTA TNV avBpwmivn Kpion. Q¢ ek TOUTOU WTMOPEL va xpnaotyomoindei w¢
UNXAVIOPOE TIPWIUNG €160T0iNoNng, wW¢ o0OTNUA QIATPOL yia PEYAAO OYKO OEJOUEVWV
AKOWN KOl WG EPYOAEIO TTPOTEPAIOTOINONG KIVOUVWVY. EVTOUTOIG, 01 EAEYKTEC TTIOPAUEVOLY
Ol TeAIKOI uTiELBLVOL yIO TNV Epunveia, Tnv emiBefaiwan Kol T AW anoedocwv. ETol,
ETUTUYXAVETOAL EVO UPBPISIKO POVTEAO AEITOUPYIOG, TO Omoio Ba avoAuBei mepaITEPpw OF
EMOUEVO KEQAAQIO.

Ot oUyXpoveq MEAETEC, OPWC, OULUMEWVOUV Kol OTO yeyovoe 0Tt n TN @E€pvel Kal
TIPOKANCEIC TIOU aPOPOLY BEPOTO TOIOTNTOC dEOOUEVWY, TNV avaykn yia explainability
(epunvevoipdTnNTa, dnAadr TO MWC Kal To yioti N TN €QTace o €va CUUTEPOCHO),
Bépata deovtoAoyiag oL TPOKUTITOLV aMd TN XPron TNE, Kal TNV avayKn yio TEPETAIPpW
EKTIAIOEVDN TWV EAEYKTWV.

2.2 Epunveuciyotnta Kot {NTruata eumiotoolvng atnv Texvntr) Nonuoouvn

H paydaia evowpatwaon cvotnuatwv Texvnt¢ Nonupoolvne (TN) otov €0wTEPIKO
EAEYXO €XEL dNUIOLPYNOEL VEQ OESOUEVA WC TIPOC TN ANYN ATOQACEWY, TNV aVayvwpIon
KIVOOvwv Kal tnv avixveuon etaipikwv red flags. Qotoco, n e@opuoyn TETOIWV
OUOTNUATWY  OULVOJEVETOL QMO IO OEIPA NOIKWY, TEXVIKWV KAl  AEITOLPYIKWV
TIPOKANCEWV, PE KLPIOopXN TN OUCKOAIN EpUNVEINC Twv OAYOPIBUIKWY amo@ACEWY Kal TO
OLVAKOAOLBO TIPOPRANUA  TNC EUTIIOTOOUVNG TWV EAEYKTWV O€ OULTO TO CUOTHUOTA
(Lipton, 2018).

H €pUNVELOIPOTNTA Kal N EUTIGTOOVUV OMOTEAOUV TTUAWVEC TNC EAEYKTIKNC EMOTAUNG. O
E0WTEPIKOC EAEYKTIC OPEIAEL OXI HOVO Va VTOTIEL OTOKAICEIC OAAG KOl VO TEKUNPIWVEL
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EMAPKWC KABe Kpion 1 ovotaon mou diatumwvel (A, 2020). Emopévwg, n €loaywyn
QAYOPIBUIK®V PHOVTEAWV TIOU AEITOUPYOUV WC «UalPa KOUTIO» KIVOUVEVEL VO UTIOVOUEVTEL
TN Be0IKr) Aoyodoaia Kal T VORIUOTNTO TOU EAEYKTIKOU €pyou, €AV OV GUVOSEVETOL OMO
KATAAANAEC TTPAKTIKEG dlagavelac (European Commission, 2021).

21NV mapolaa EVOTNTA avaAbovTal g BABoC o1 TAPAUETPOL TNE EPUNVELCIKNOTNTOC TNG
TN, o1 TOapAyovteg TOU €EMNPEALOLY TNV EUTIIOTOOUVN TWV EAEYKTWV, Ol Kivduvol
aAYOPIBUIKNC HEPOANYIaC Kot ol olyxpoveC mpooeyyioel Explainable Al (XAl) mou
OUMBAAAOLY TN YEQPUPWAN TOU XAGHOTOC OVOPWTIOU-UNXAVNC.

2.2.1 H évvola tng epunvevatpotnTag otny TN

H epunveuciydtnta ova@ePETal otn duVATOTNTA TOL XPrOTN VO KATOVONCEl TOUG
AOYOULC Y10 TOUG OToioug &va POVTEAO TN KaTEANEE O€ HIa OUYKEKPIPEVN OMOQOON
(Lipton, 2018). 210 TAQICIO TOU E€O0WTEPIKOD EAEYXOU, N EPUNVEUCIUOTNTO OTOTEAEI
Kpiowun mpo0noBean, S10TI 0 EAEYKTAC OQEIAEL va EENYNOEL:

ylaTi €va oO0TNUO XOPOKTHPIoE pio auvaAAayr wg red flag,

TIOIEG JETARANTEG EMNPEATaY TNV and@aaon,

pE Totov TpOMo n andeacon ennpeadel TNV a&loAdynaon Tou Kivouvou,
TIOIO PETPO TIPETEL VO ANQOOLV.

2e avtiBean pe GANOULC TOMEIC TNG EMIXEIPNOIOKAG AEITOLPYIOG, O ECWTEPIKAG EAEYXOG
gival Babid Beopikdg Kot pubuiopévoc. To lvotitouto Eowtepikwv EAsyktwv (HA)
QMOITEl OMO TOUC EMAYYEAUOTIEC Va €ival g BEAN VO AITIOAOYOLV TIANPWC TO EVPAUATO
Kal Tig Kpioeig toug (1A, 2017). H adiagavela evog aAyopiBuou pmopei va dnuioupynaoel
TPOBANMOTO OE TUXOV OIKOOTIKEC OlOdIKAGIEC, EMOEWPNOEIC PUBUICTIKWY apXWV,
O1AQOPEC OIOIKNTIKEC AMOPACEIC, I0WC Kal 0TNV ETWTEPIKI) dIAKLBEPVNAN €€ OAOKANPOU.
EmmAEoV, XwpiC EMOPKN EPUNVELCIMOTNTA, EVOC EAEYKTNC dEV UTIOPEL VO a§lOAOYNOEL TNV
aglomaoTtia piog mPORAEYNC ouTE va dlakpivel eav Eva red flag ogeiletal ae mpaypoTIKA
AVWUOAIX 1] O TEXVIKO OQAAUQ.

Tuxév XOUNAN EPUNVELCIPOTNTO €VOEXETal, PMETAED GAAWVY, VO 00nynoel o€ avénueva
false positives pe AMOTEAEOUO TNV EPYOOCIAKI] LTIEPPOPTWON TWV EAEYKTWV, TOAOTAN
false negatives pe amotéAeopa TOv pn €VIomIOPO Kpiolpwv red flags, meplopiopévn
duvatotnTa Aoyodociag, dUOTIOTIO EvavTiov TOU cuoTthuoto¢ TN €K PEPOLG TWV
epyadopEVV Kal Twv ouddwy management, Kal, TEAOC, 0€ PIOKO TUXOV mapapiaong tng
vopoBeaiac (m.X. Tou GDPR). ZLVENWG, N EPUNVEVCILOTNTA OEV CUVIOTA OMAWC TEXVIKN
anaitnan oAAG TUAWVO AEITOLPYIKAC Kol NBIKAC voulomoinang Touv cuatrjuatog TN.

2.2.2 ZnTRuata eumiotoolvng o€ cuotiuata TN
H eumiotoolvn gival moAvdIdoToTn Kal Pmopei va dlakplBei ota €€NC:

Epmiotoolvn otnv tEXVoAoyia

AQopd TO KOTO MO0 0 EAEYKTNC TIOTEVEL OTI TO CUOTNUA AEITOVPYEI CWOTA, TOPAYEL
0T00epd anmoTEAETUOTO, EXEl EKTIONOEUTEL PE OEIOMIOTO OEDOUEVD KOl OAC QUTA XWPIC va
eNMNPeAdeTal Mo TEXVIKA CQAAUATO.
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Epmiotoolvn oTtov opyavioud

2XETICETAl PE TO OV O OPYAVIOMOCG Xpnolyomolei umebBuva v TN, PE TNV KOLATOUPO
JIOQAVEIOG TWV ATMOTEAEOMATWV TOUL QUTH TOPAyEl Kabw¢ Kal tv Umapén BECUIKWY
TIOAITIKWV Y10 TN AgIToupyia Tne.

HB1kn eymiotoolvn

H nBikr) eumioToolvn avo@EPETal 0T dIKOI0oUVN TOL CUCTHUOTOC. AUTH 0@opd To EGvV
T0 o0OTNUa €ivat dikono. AnAadr), dev 10Ayel IOKPICEIC KOt OEV AEITOUPYEL YEPOANTITIKAL.
Mo mapddelypa, va €xel EKMAIOEUTEI WOTE VO OTMOPEVYEL va CUPTIEPIAAUPAVEL aTOUC
EAEYXOUC TO TIMOAOYIO TwV £€60wV Tou CEO.

Epmiotoolvn otn dtadikaaoia tng AfPng amo@acewy

O1 xpnoteg duomiotovy omévavTl o€ black-box poviéAa. Ot eAeyKTEC eumioTELOVTOI
TEPIOCOTEPO €va GUCTNUA, OTOV PTOPOUY va O0UV Ta JEGOUEVO TIOU TO «OdNyNaOv» OE
gio anéeoaon, otav umdpxel avpwtivn emikOpwaon (human-in-the-loop) kai 6tav n TN
e€nyei TN cUANOYIOTIKN) TNG TTopEia.

ANYOPIBUIKN HEPOANYiT

H aAyopiBuikn pepoAnuia (bias) eivat £vag amd Toug Mo onuavtikoug Kivduvoug tneg TN.
‘Evag aAyopibuo¢ umopei va evioXUOEl UQIOTAPEVEC OVICOTNTEC, €AV EKTAIOEVTE e
EAMITIN) OEOOUEVD, PE MEPOANTITIKA IOTOPIKG ODOUEVD 1} OEQOUEVA TIOU OVTIKOTOTTPI{OLV
TMoAalEC  vootpomieq. Tetola mopadeiypota pepoAnyiag o€ red flags pmopei va
TEPIAOPPBAVOLY TN GUXVOTEPN OTOXOMOINGN TWV €PYAlOMUEVWY €VOC OUYKEKPIUEVOL
TUNUOTOG, TNV E0QAAUEVI GUVOEDT GUYKEKPIPEVWV POAWVY PE TIAPOTUTIES K.AT.

H pepoAnyio autr) pmopei va €xel coPapéc ouvemele, 10iwg Bacel Tov GDPR kai Touv EU
Al Act.

2.2.3 H Explainable Al (XAI) w¢ AOon 0To TPORANUA EUTIOTOCUVNG

H Explainable Al avamtoxBnke yia va Kavel To cuotruata TN 1o Katovontd, Tio
dlagavr), o enegnynaoipa Kat mo o&lomIoTo. TOUTO EMTUYXAVETAL HETO OTIO TIC TEXVIKEC
XAl TOU XpPnoIJoToIoLVTal OTOV E€0WTEPIKO EAgyX0. TMMOPOKATW OivovTal PEPIKA
TOPOdEIyUaTA TETOIWY TEXVIKWV:

LIME ka1 SHAP values
EEnyolv TOI0  XOPAKTNPEIOTIKA  OUVEBOAQY — TIEPIOCOTEPO O  MIO  OMOPAON.
IM.x. «To TIHOAOYI0 BewpPBNKE LTIOTTO EMEION:
(1) Arav 48% mavw and tn péan TR,
(2) ekdGBNKE EKTOC WPOPIioL».
Decision rules extraction

Metatpénel ouotipata TN mou €xouv 10 TPOPRANUa tou black-box oe Explainable
OLOTHUATO PETO OO KOVOVEG TIOU BETEL 0 SIOXEIPIOTIC.
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Attention mechanisms
Xpnaipototovvtal e NLP yia va deiouv moleq A£€elg 1 mpotdaoelg odriynoav oTo
OTOTEAET O,

Ta o@eAn g XAl yia ToV E0WTEPIKO EAEYX0 UTOPOUV VO amaplBundolv we eENC:

MEIOVEL TNV ofePatotnta,

EVIOXVEL TN Aoyodoaia,

BonBd Toug EAEYKTEG VO €Ny coLY Ta OTIOIA EVPMUOTA TOUC 0T dloiknan,
TIPOCTOTEVEL TOV OPYAVIOUO MO VOUIKEC TIPOKANTEIC,

MEIWVEL TOV KiVOLVO KaKNE XPriong i Katdxpnaong Twv aAyopiduwy.

2.2.4 O poAog Tn¢ avBpwivng nonteiag (human-in-the-loop)

Kapia olyxpovn PEAETN deV LTOCGTNPICEL TNV TANPN OUTOUOTOTOINGN TWV EAEYKTIKWV
ano@acewv. H Evpwnaikr Emitponn (2021) emPBaAAel Tnv OTap&n avBpwmivng EMOMTEINC
oTa cuothuata vPnAoL Kivdlvou, Omwg €ival n avixvevon red flags. Autd cupfaivel
d10TIL N avBpwmivn emonteio umopel va  610pBwWaOEl TUXOV OAAYOPIBUIKA C@AAUOTO,
dlao@aAilel tn dikain xpron, eVioxVEl TNV TeKUNpiwan, TapEXEl Kpian Kal nBiko mAaiaio,
amoOTPEMEL TNV TUQAR epmioTtoolvn oty TN Kol EVOWUOTWVEL TNV EPTEIPIO TWV
EAEYKTOV. AUTO €ival Bacikd pEPOC Twv LPRPISIKWY Al-Human cuotnudtwv, mou Ba
avoAuBolv g€ EMOUEVO UTIOKEQAAQIO.

H eumiotoolvn, Opwg, d&V OQOPA POVO TOUC EAEYKTEC OAAG KOl TOUC €pyalOpEvouC.
20pewva pe peiéte (Floridi et al., 2021), ot epyalOpevol EUTIIOTELOVTOL TEPICTOTEPO Ta
ouotiuata TN otav uTdpxel dla@avela atn Xpron Toug, 0Tav yvwpilouv MOTE Kal yiati
TOPOKOAOUBOUVTAL  OUYKEKPIYEVD  dedopEVa, OTaV  ULTAPXEL €yyonon OTl  Oev
a&loAoyouvtal Gdika, OTav LTTAPYXOULY BI0BIKACIEG d1OPBWANE TWV CYOAUATWY Kal OTaV Td
OLOTAUOTO  XPNOIPOTOIoUVTOL Yla TPOOTOCio Kal Oxl Tipwpia. Me Baon oOAa ta
noponavw, n TN UTmopEl va AEITOUPYNOEL WG €va a&IOTIOTO EPYAAEio gvioxuang g
EAEYKTIKNC AEITOupying, xwpi¢ va dlakuBevetal n 6eovioAoyia, n dla@Avelo Kal n
ETAIPIKI| VOUIoToinan.

2.2.5 To mpoBAnpa twv Hallucinations ota cuotripota TN Kat Ol ETTTWOELS 0TNV
avixveuon red flags

‘Eva amo ta onpovTIKOTEPa TPORANMATO a&lOTIOTIOC TV GUYXPOVWVY HOVTEAWY TEXVNTHC
Nonuoalvng, 1I010ITEP TwV PEYOAWV YAWCGCIKWY MOVTEAWY (LLMS), eival To @aivopevo
Twv «hallucinations», dnAad n mOpPAywYyr) OMOVIAOEWVY TOU (QOIVOVTOL OUVEKTIKEC KOl
TEIOTIKEC aAAG €ival AavBaopuéveg, avakpifeic N mANpw¢ emvonuévee (Rotman et al.,
2022). Ta hallucinations dev amoOTEAOUV AMAWC TEXVIKA OQAAUOTO, GUVOEOVTOL WE TNV
E0WTEPIKN AEITOLPYIO TWV POVTEAWVY, Ta OTIOI0 TIPOPAETOLY EMOUEVEC AEEEIC 1) HOTIBO pE
BAon OTOTIOTIKEC TIBOVOTNTEG Kal OXI TPAYMUOTIKY) KATAVONON TEPIEXOPEVOL. AUTO
onuaiver 6tt éva LLM pmopei va «emvoroel» OToIXEi, YEYOVOTO, GUCXETIOEIC 1)
artioAoynoelg otav dev S108ETEl EMOPKA TANPOopIa 1) OTav To 6EdOUEVH EKTIOIdELONG
gival aca@r, OVemapkr) 1 MEPOANTTIKG (Zhang et al., 2015). ZTnv EMIOTNMOVIK)
BIBAIOYpO@ia TO QOIVOPEVO OUTO BewpEiTal CUOTNUIKO Kal Ol HEUOVWHEVOD, KABwE Ta
HOVTEAD QUTA dev €Xouv OAnBivly mPOcPacn O€ MPOYUOTIKA YvWan, Tmopd Povo o€
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YAWOOIKA poTiPa, yeyovog mou 0dnyei o€ e0QAAUEVEC TIPOBAEYPEIC OTAV KOoAoLvTal va
QAMOVTO0LY O€ EEEIOIKEVUEVEC I KPIOIUEG EPWTHTEIC.

Ot aitieq ep@dviong hallucinations €ival TOAAOMAEC. Mpwtov, cuvdéovtal HPE TNV
TOIOTNTA KoL TO €UPOC TWV dEGOPEVWY EKTIaidELONG. EAv Ta dedopéva TEPIEXOUY AdON,
TOPWXNMEVEC TIANPOPOpPieC 1 OvaKpiBele¢, TO HOVIEAO TA QVOTIOPAYEL OE VEQ
oup@paldpeva, Tapdyovtag MEICTIKEC aAAG AavBaopévee amavtnoelg (Kiopton et al.,
2024). Agltepov, o@eilovTal ae LTTEPBOAIKA «ONUIOVPYIKI)» GUUTEPIPOPE TWV HOVTEAWV.
Tpitov, cuvdéovtal Pe TNV EMeEIPN eMapkKoLg yvwaong o€ €EEIBIKELUEVD TIESI, OTIOU TO
HOVTEAO QVOTANPWVEL TO KEVA ME YEVIKEVOEIC. TEAOG, Ta hallucinations ep@avidovtal
OLXVOTEPO OTAV TO HMOVTEAO KOAEITAL va oLVALACEL dedOUEVA TTOAAATAQY TNYWV 1 va
Topoydyel CUUTEPACHOTO O€ TEPIBAAAOVTA TIOU OTONTOUV LWNAN oKpifela, Omwe ol
J10OIKOTIEC ETWTEPIKOL EAEYXOU.

210 mAaialo ¢ avixveuang etaipikwv red flags, To mpoPAnua twv hallucinations anoktd
10laitepn onuacia, d10TI pmopei va odnynoel oe coPapd eAEYKTIKA o@dAuata. ‘Eva
obotnua TN mou evtomidel OVWHOAIEC Ot AOYIOTIKEC €eyypo@éc, e-mails, apxeia
TpounBelwv 1 cuvoAayéc pmopei va mopayayel false positives €dv  «@ovtaoTEi»
ouoxeTioelC mouv Ogv vEiotavtal, ) false negatives €dv 6gv avayvwpioel TPOYUOTIKA
omomnTa MOTiRa EMEIO TO €0WTEPIKO TOU MOVTEAO €ival €AMTEC 1} TOPATIAQVNHEVO.
XOpOKTINPIOTIKO Topadelyya  €ivar n xprion LLMs yia v ovdAuvon €Taipikng
EMKOIVWVIOC: OV TO MOVTEAO TOPEPUNVELGEL TO DQOC, TIG EKPPATEIC N TIC GUXVOTNTEC
EMKOIVWVIAC, MTOPEL va OnNUIoLPYNOEl aVUTIOPKTEG €VOEIEEIC Tieang, OLYKPoLONC
OUMQEPOVTWVY N aTOTEIPAC CUYKAALYNC, Ol oToie¢ Ba 0dNYHO0oLY O AOKOTIEG EAEYKTIKEC
evépyeleq (Kioptor| et al., 2024). Avtiotoixa, oe mepiBaAiovta AML 1) continuous
auditing, €éva hallucinated pattern pmopei va odnyrjoel o€ umepPoAiky avénon
TOPOTNPNOEWV.

ATO Ta TOPATAVEW CGUVAYETAL OTL Ol €V AGYW «TAPAIOBNOEIC» CUVIOTOUV AUENUEVO
EAEYKTIKO Kivouvo, KaBw¢ umovopebouy TNV a&lomIoTia Twv oLOTNUATWY TN Kal
EVOEXETONL VO 0dnynoouv oe AaVOOOUEVEC OMOPACEIC TIOU EMNPEALOLY €PYOLOPEVOUC,
TIPOUNOEVTEC, OIKOVOUIKEG QVOQOPEC 1) CUMUOPPWON WE Kavoviopolc. To Al Act ¢
Eupwmnaikrc ‘Evwong emionuaivel pntd v avaykn €A0XI0TONoINoNC Twv CUCTNUIKWY
A0BwVv Kol amaITei avBpwIvn EMOTTEIN KAl UNXOVIGUOUC EAEYXOUL Yia CUCTAPATO LYNAOCD
KivdOvou, OmMW¢ OUuTd TOU XpPnotyomolovvtal oty avixveuon onatng (European
Commission, 2024).

Mo tov A0yo auto  KoBioToTal avoykaio n evowuaTwon LBPISIKWY PoVTEAWY HITL
(Human-in-the-Loop). H avBpwmivn enomteio dev OMOTEAEI PMOVO VOMIKI) LTIOXPEWCN
OAAG KOt AEITOUPYIKA OVAYKN: 0 EAEYKTAC €€eTdlel ta suprjuata ¢ TN, a&loloyei to
ETXEIPNOIOKO TAQIC10, EVTOTILEl MEPIMTWAEIC OAYOPIBUIKWV EMIVONCEWY Kal eE00@aAIlEL
0TI pla avwpoAio anoteAei npdypatt red flag kat oxt hallucination. H HITL npoogyyion
ouuPBAaMel otn peiwon false positives, evioxOel Tnv akpifela kol amoTteAei Bacikn
OIKAEIda O0@aAEiog amMEVOVTI OE CUCTNUIKA OQAOAPOTO TwV OAyopiBuwv. AULTOC O
OLVOLOCOHOC AVOPWTIVNC KPIoNg Kal UTIOAOYICTIKNC 10XV0¢ Bewpeital mAéov N BEATIOTN
TPAKTIKN 0T oVyXpova TEPIBAAOVTO e0WTEPIKOD eAEyXoL (Kioptar et al., 2024).

2.3 YBp1dIKa povtéAa Al-Human oTov E0WTEPIKO EAEYXO

H Ttoxeio avamtuén tng Texvnti¢ Nonuoouvng (TN) Tta TeAevTaia Xpovia Exel
ONUIOLPYNOEL VEEC GUVONKEG YIa TN AEITOUPYIO TOU ECWTEPIKOU EAEYXOL KOl EIQIKOTEP
yla TOV TPOTIO W€ Tov 0Toio evtomidovTal Kal agloAoyolvtal Ta Taipika red flags. Mapd
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NV adlop@IoPATNTN TPO0d0 TwWV AAYOPIBUIKWY MOVIEAWY, N TIANPNC GUTOMOTOTOINGN
TWV dIOOIKACIWV EAEYXOU TIOPOMEVEL OXI MOVO OVEQIKTN OAAG Kal QvemBounTn,
Oe00PEVWV TV NBIKWY, BECUIKWY KOl AEITOLPYIKWV OTMAITHOEWY TOU OIETOUY TOV
EAEYKTIKO pOA0. Ma tov Adyo auto, n 81eBvig PIBAIOypa@ia Kol Ol TPOKTIKEG TNG OyOPdC
OLYKAIVOUY OTN XPron LRPIBIKWY HOVIEAWV CLVEPYOOIng avBp®TOL-UnXavh¢, To omnoia
ouvduddovy TNV UTOAOYIOTIKN 10X0 TN¢ TN pE TNV Kpion, v eumelpia Kol
deovtoAoyia Tou avBpwmou (Sathe, 2025).

Booikr) apx] Twv UPPISIKOV CUOTNUATWY OMOTEAEL N CUPTANPWUOTIKOTNTO. Ta
aAYOPIBUIKA cuoTAUATa €ivol €EAIPETIKA OTNV avoyvwplon Hotifwv, otn dlaxeipion
TEPACTIWV OYKWV dEQOUEVWVY KAl GTNV TTOpaywyr) TOXEWV TPORAEPEWY, OAAG 0dLVATOLY
VO KOTOVONOOLV TIANPWG TA CUPEPOOUEVD, TIC ISINITEPOTNTEC MIAC ETIXEIPNTIOKNAG
diadikaaiag Kot T Babutepn mpdbean Tiow and pia avepwivn cuPTEPIPopd. AvTifeTa,
Ol EAEYKTEC OlOBETOLV BEOUIKA Yyvwor, EMOYYEAMOTIKY Kpion, néik €uBuvn Kal
Katavonaon tou mAatgiov. KaBiototal, Aoimov, ca@ég 0Tl 0 guVBLACHOC TwWV dV0 0dnyei
ge uPnNAOTEPN TOIOTNTA, OKPIREIa Kal a&lomioTia aTtny avixveuan Kivouvwy Kai red flags
oe oUYKPION HE TN XPHON QMOKAEICTIKA avBPWTIVWV N OMOKAEICTIKA OAYOPIOUIK®WY
diadikaalwv (Sathe, 2025).

H Bewpnuikn Bdon Twv UPPISIKWY CUCTNUATWY CUVOEETAL OTEVA HE TNV €wold TNg
evioxupévne evguiag (Augmented Intelligence). Ze avtifeon pe TV KAGGIKI TPOCEYYION
¢ TN (Artificial Intelligence), n Augmented Intelligence umoatnpidel 0TI 0 0TOX0C deV
gival n ovTikoTaotaon NG oavBpwmivng OKEYNC aAAd n evioxuor ¢ pEOW TN
aAyop1BuIKng umoaTthPIENC. O AvBPWTOC TAPAUEVEL O TEAIKOG ANTTNG OMOQACEWY, EVK N
TN mpoo@epel 6edopEVa, TPORAEYEIC, OVAAUCELG Kal eVOEIEEIC Tov BonBolv atn AfWn
MO TEKUNPIWUEVWY KOl OTIOTEAECUATIKWOV EAEYKTIKWY CUPTEPOCHOTWY. H Eupwmaikn
Emitponn, pyéoa and T apxeg tng a&iomotng TN, emonuaivel 0TI To CUCTHUOTA TIOL
XPNOIUOTIOIoLVTaL YIO KPIioIWeC dladIkaaie¢ Omw¢ n agloAoynon epyoalopévwv, o
EVTOTIIOPOC anmdtng 1 N mapakoAolOnan cuvaAlaywv Bewpolvtal «uPnAol KIvoUVoU»
Kal Omoutoly UTIOXPEWTIKA avBpwivn emomnteia (European Commission, 2019).

2T0 TMAQICI0 TOU E0WTEPIKOD EAEYXOUL, N AVAYKI YI0 OVOPWTIVN EMOMTEIN €ival AKOUN T
ETMTAKTIKA. O €AEYKTINC OEV €ival Evag OMAGG TAPATNENTAG OAAG EVOC EMAYYEAUOTIOC IOV
oQeilel va aiTiodoyei KABe Kpion Tou pe PBaon ta dEBVA EAEYKTIKA TPOTUTA, va
JIACQOAICEL TN OUPHPOPEWOT HE TO PULBUICTIKO TAQICI0O Kal vo umootnpidel €vav
opyoviouo atn dlayeipion Kivdlvwy, OTNV TPOCTACia Tng TMePIoLaiac Tou Kal oTn
dlac@aAion tng o&lomioTio tnNg mAnpo@opnonc (A, 2017). Otov o aAyopIBuIKN
dladikaaia evtomilel éva mbavo red flag, o poAog Tou avBpwmou eival va e€Tagel Ta
dedopEva, va OEIOAOYAOEL TIC EVAANAKTIKEC €ENYNOEIC, VO €AEYEEL TN AOYIKI) TOU
HOVTEAOU KOl VO OTIOQACICEL €AV TIPAYMATI LTIAPXEL KivOLVOC 1) OV TIPOKEITAL Yia Peudh
EVOEIEN.

‘Eva amd To OnUOVTIKOTEPO OQEAN TNG XPNONC UPBPISIKWY CLOTNUATWY Eival N Yeiwan
Twv false positives kot false negatives, ta omoio anoteAolV BacikO TPOPRANUA oTa
HOVTEAD OQUTOMOTNG Ovixvevon¢ avwpoAlwy. Ta cuotiuata TN ouxva evtomilouv
AVWUOAIEC TOU Ogv  OXeTi(ovtal OMOPAITNTO ME AMATN, OAMA HPE  QUOIOAOYIKEC
d1aQOPOTIOINCEI, ] HE OOUIKEC 1D1AITEPOTNTEC MIOC EMIXEIPNOIOKNC dladikagioc. H
TopoLaia avBpwTOU aToV KUKAO AfWNG amo@Aacewy EMITPENEL TN d10pOWON OUTWV TWV
O@OAPOTWY, QMOTPEMOVTIOG TNV EPYACIOKI) LTEPPOPTWON TWV EAEYKTWV WE OOKOTEC
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€100TIOINCEIC Kal O100QAAI{OVTOC OTI Ol TIPAYUOTIKA Kpiolueg evoeigelg 6ev Ba ayvonBolv
(Vasarhelyi, Kogan & Tuttle, 2015).

Ta uBPIGIKA POVTEAD dlaKpivOVTal OE TPEIC BOCIKEC HOPPEC emoTTeiac. H mpwTn €ival 10
human-in-the-loop, 6mMoOU 0 AVOPWTOC CUUMETEXEL GUECA OTn ARYN amo@dcewy. To
obotnua TN Topdyel opxXIKO anoTEAéoUOTA 1) VOEIEEIC, OAAG N TEAIKN Kpion yivetal
QMOKAEIOTIKA MmO Tov AvBpwmo. H poper autn gival n mo KatdAANAn ota povteéAa red
flags mou ennpeadouv epyalopevouc, TPOPNBEVTEC, OIKOVOUIKEC KOTOOTACEIC 1) {nTrjuoTa
deovtoloyiag. H deltepn popenry €ival to human-on-the-loop, 6mou o AGvBpwmoC
AEITOLPYEL WC EMPBAEMWVY Kal £XEL TN dLUVOTOTNTA VO EMEPPaivEL HOVOo GTOV KATI QaiveTal
AavBoopEVO 1} OTAV EVEPYOTIOIOLVTAI OPICHEVA KPITAPIO KIVOUVOU. TEAOC, T0 human-in-
command a@opa éva emimedo TIO OI0IKNTIKO, 0TO OTOoi0 0 AvBpwMog £XEl TOV TANPN
BEGUIKO Kal VOUIKO EAEYXO TV OTOQACEWY KOl €ival LTELBUVOC YIO TNV TEAIKN| £yKpION
TWV AMOTEAECUATWV I TWV EVEPYEIWV TIOL TTPOKUTTOLY aTod Ta cuotruata TN (Wachter,
Mittelstadt , 2019).

210V Topéa Tng aviyveuong red flags, ta uPPIGIKA UOVTEAD OAMOJEIKVUOVTOL 1dIAITEPO
anmoTteEAeOOTIKA. TMa mopddelyya, ota cuotiuata NLP mou €&eTtdlouv ETOIPIKEC
EMKOIVWVIEC, N TN pmopei va evtomioel aouvrB1oTn GUXVOTNTA OTNV EMKOIVWVIa YHETAEL
dUO PEPWV, OMOTOPEG AAAAYEC DQOUC 1 PPACEIC TTOU LTOdNAWVOULV TiEaN i TiPooTIABEI
OLYKOALYNC. QOTAO00, N TEMIKN gpunveia TETOIWY €VdEiéewy amaltei avbpwmivn Kpion,
JI0TI TTOAAEC OMO QUTEC TIC YAWCGIKEC dIOPOPOTIOINTEIC PTOPED va ival aBweg 1 va
oxetidovtal PE TEPIOTOOIOKA OUMPPAVTA TOL Ogv OAMOTEAOUV TPAYUATIKO Kivouvo.
Avtigtoixa, o guotruata ML 1ou evtomi{ouv UTIOTTEC GUVOAAAYEC UE BACN OTATIOTIKEG
AMOKAICEIG, N TOpouaia Tou avBpwou dlac@oAilel 0TI To cLOTNUA dev Ba XOPOKTNPICEL
w¢ UTIOTTEG, GUVAAAQYEG TIOU €ival OMOAVTWE VOUIUES OAAG OTIAVIEC AOYW TNE POONE NG
ETXEIPNOI0KNAG dPOCTNPIOTNTOC.

H AEITOUPYIKT dAPXITEKTOVIKA €VOC ULPPISIKOD CUCTAUATOC OTOV E€0WTEPIKO EAEYXO
Baoiletal og éva PoOVTEAO auveXOLC oAAnAemidpacng avBpwmou Kot TN. To cOoTtnua
OULAAEYEL EOOPEVA OTIO TTOAAATIAEC TINYEC, OVAAVEL MOTIRA, EVIOTICEL AVWUOAIEC, EKTIEUTEL
€100TIOINCEIC KOl TIAPOUCIALEL OTOV EAEYKTN MIO GUVOTITIKA EIKOVA TWV EVOEXOUEVWV
KIVOOVWVY. O eAeyKTHC €EETALEL TO ELPAUATA, TIPOCOETEL OTOIKEID TTOU TO CUCTNUA dEV
AopBAvel LTOWN Tov, JIATUTIWVEL CUUTIEPACUOTO KOl E(TE TIPOXWPA O€ TEPUITEPW EPELVA
€iTe OMOPPITTEL TNV OVWMPOAIO w¢ PN Kpiowun. EmmAéov, n avBpwmivn diddpaon Ue ta
ouotuota TN umopei va xpnotipomnoinBei yia tnv €K VEOUL eKTAIdELAN TWV aAyopiBUwY,
OLPPBAANOVTOC £TOL 0TN BEATIWOT) TOUC.

EkTo¢ Twv mapandvw, n avaykn avBpwmivng eNomTeiog evioXVETal omo To {ATNUa Tn¢
OAYOPIBUIKNC pepoAnUiag. Ta cuotrjuata TN ekmaidevovTal pe Baon To dedoPEVa TIOU
TOUC TTAPEXOVTOIL KO, WE €K TOUTOU, PMOPEL VO avVATaPAYAYOLV UPICTAEVEC OVICOTNTEC 1
E0QOAUEVEC TAOEIC TIOL LTAPXOV OTO TOPEABGY. Xwpi¢ Tov dvBpwmo va a&lohoyei ta
QMOTEAECUOTO, £VAC OAYOPIBUOC PTOPEL va TOXEVEL CUCTNUATIKA GUYKEKPIPEVEC OUADEC
epYadopEVWV I} TUNUATWY, dNUIOLPYWVTOC OOIKIEC Kal €MNPEAlovVTOC OpVNTIKA TNV
ETAIPIKI KOUATOUPA. H GuveEXNC CUUMETOXN TOU OVOPWTOU ETITPEMEL TNV AVOYVWPIoN
TETOIWV  CUMTEPIPOPWY, €EOO@OAICovTag OTI n OlodIKooio Tapapével dikoin  Kal
de0OVTOAOYIKG ouUPBOTH.

Ol TIPAKTIKEG €QOPUOYEC LBPISIKWY CUCTNUATWY €ival TOALAPIBUEC. ZToV TPATE(IKO
TOPED, TO CLOTAMPOTO avixveuong EeMAOUOTOC XPAUOTOC E@apuolouy ML (Unxavikn
paBnon) yia v avaiuaon XIAIGSwWY cLVAAAaYwY avda AETITO, AAAG N TEAIKI) EYKPION TwV
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QMOTEAEOUATWY YiveTal amo €EEIDIKEVPEVOUC OVAAUTEC. Z€ EAEYKTIKEG eTaupeieg, n TN
XPNOILOTIOIEITAL VIO TOV EAEYXO MEYAAWV OYKWVY AOYIOTIKWV EYYPOPWY, TOV EVIOTIOUO
HOTIBWV Kal TNV LTOCTHPIEN TWV EAEYKTWV OTNV EKTIUNON KIvAOVOU Kal OtV €MIAOYH
TEPIOXWV TIOU OMOITOUV AETTOPEPETTEPO EAeyX0 (Deloitte, 2024). Ztov dnuOGIO TOMEQ,
UBPIdIKA  POVTEAD UTOOTNPI(OUV TNV OVIXVELON UTEPKOOTOAOYNOEWV 1 OMOTTWY
JIOYWVIOUWY, OPWC N TEAIKA OmMOQACN amMOTEAE Kol TAAL €uB0vn TG opuodlag
uTNPEaiac.

Mopd Tta OnNUOVTIKA O@EAN, Ta ULPPISIKA HOVTEAG dnuIouPyolV TPOKANCEIC. H
UTEPPOAIKA eumioToolvn otnv TN JTOPEl va PEIDCEL TNV KPITIKA IKAVOTNTA TWV
EAEYKTQV, KaBIOTWVTOC TOUG AlYOTEPO dpaCTpIouC otn dlgpElvnon Kivouvwy. H
AEITOUPYIKI) TIOAUTIAOKOTNTO TETOIWV CULCTNUATWY OTOITEL ONUOVTIKOUE TOPOLE KOl
€EEIOIKELPEVO TIPOOWTIKO. EMIMAE0v, €AAOXEVEL O Kivouvog N avbpwmivn emomteia va
TEPIOPIOTEI TUTIKA, XWPIC OUCIOOTIKA EUTAOKN, €Av n dloiknon dev Ol00QaAioEl
KATA@AANAN KOUATOUpa €uBOVNE Kot Aoyodoaiag.

To pEMOV Twv ULPPIGIKWY CUCTNUATWY OTOV E0WTEPIKO EAEYXO OVOUEVETOL VO
TEPINAUBAVEL OKOUN TIO OUVOMIKEC KOl TIPOCOPUOOTIKEC MOPQEC ouvepyaaiac. Ol
aAyopiBuol Ba yivovtar mio dla@aveic, xdpn oTig TEXVIKEC Explainable Al, evw n
avBpwmivn enomteia Ba yiveTal O TOAUTAOKN Kal TO Kpiowun. H evowpdtwon Al
auditing, dnAodr) 0 €AeyX0oC TwV idlwV Twv OAYOPIBUWY WC PEPOC TOU €AEyXouL, Ba
dNUIoLPYNOEL VEEC TPOKANCELG OAAG KOl VEEC EUKOAIPIEC YIO TNV EVioXuan TN¢ alomioTiag
Kat tng daavelag (Floridi et al., 2021).

Zuvoyilovtag, To LPPISIKA CLCTHUATO CLVEPYOTIOC aVBPWTOU-UNXAVIC OMOTEAOLY TOV
TIO ATOTEAEGUOTIKO TPOTO aélomoinang TN TN oTov E0WTEPIKO EAeyX0. MoAovoTi n TN
TIPOCQPEPEL I0XVPEC AVOAUTIKEC dUVATOTNTEC KAl UTTOCTNPIZEL TOV EVIOTIGHO KIVOUVWVY Kal
red flags, n avBpwmivn Kpion mapapével avavtikatdotatn. O ouvdLOoPOC Twv V0
odnyei o €va OAOKANPWHEVO Kal OEOVIOAOYIKG 0pBG MAdiclo AYNEG ano@icewy, To
OT0I0 €VIOXVEL TNV ETAIPIKN O10KUBEPVNGT, UEIWVEL TNV TIBAVOTNTA AaBWV, Kal au&Avel
TNV alomaoTio Kol v omodoxr Twv cuoTnUdtwy TN and toug epyadOpEVOUC Kal TOUG
EAEYKTEC.

2.4 O1 “Agents” atnv Texvntr Nonuoaouvn Kat o PéAog Toug otnv Avixvevon Red
Flags

210 medio ¢ Texvntic Nonuoouvng (TN), 0 Opog agent AMOTEAED PO KEVTPIKN Kal
BepeAIndn Evvola, KABWC TEPIYPAPEL KIO AUTOVOMN 1) NUIOLTOVOUN OVTOTNTO TIOL UTIOPEI
Vo avTIAapBAveTal TO TEPIBAANOY TNG, VO AaUBAVEL OMOPACEIC Kal va EVEPYEL YE OTOXO
TN BeAtioTonoinon evo¢ ouykekpipévou deiktn anddoong (Russell & Norvig, 2021). H
AelToupyia evog agent dlakpivetal o€ Tpia Boaoikd otadia: avtiAnyn mepiBaAAovtoc,
AMYN OmOQPACEWV KOl EKTEAEON OpACEWV. 2€ avTiBeon HPE TOPOOOCIOKA AOYIOUIKA
OLOTAUOTO, Ta OToia AEIToupyolvV auaTtnpd BAcel TPOKABOPIOPEVWY KOVOVWY, €vac
agent J106£TEL TN dLUVOTOTNTA TPOCAPHOYAC Kal MABnong péoa amd v oAAnAETidpacn
HE To TMEPIBAAAOV, YEYOVAC TTIOL KOBIOTA TNV €Vvola KPIaIUN yia 0UYXPOVEC EQOPUOYEC TNC
TN.

‘Eva onuOvVTIKO XOPOKTNPIOTIKO TWV agents gival n auvtovopia. Oco Alydtepo amaitolv
avBporivn mopéuPacn yia va AdBouv amo@Acelg, T000 LYNAGTEPO Eival To ETimedo
autovopiog Toug. QoTO00, N auTOVOoUia OV Eival JOVO TEXVIKO XOPOKTNPIOTIKO, PEPEL KOl
00B0PEC NBIKEC Kal AEITOUPYIKEG TIPOEKTACEIC, EI0IKA OE EQPOPUOYEC OTIWG N OViXVELON
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andtng, N ETAIPIKI CUPHPOPEWAT KAl 0 E0WTEPIKOC EAeyX0C. H avaykn yia dla@avela,
Aoyodoaia Kal opBr) TeKunpiwan onuaivel 6Tt akKopn Kat ToAD eEAlyuévol agents TTPEMEL
VO AEITOLPYOLY péaa o€ mAaialo avBpwmivng enonteiag (Wachter, Mittelstadt, 2019).

H €vvola tou agent ouvdéetal dueaa Pe TV avixveuon etaipikwv red flags. ‘Evag agent
pmopei va  TapPaKoAOLBED  adIAKOTA  GUVOANOYEG, OAANAETIOPACEIC, CUUTEPIPOPES
XPNOTWV KOl AEITOUPYIKEG OlAdIKOTIEC, avayvwpidovTag POTiBa mou amokAivouy amo To
Kavoviko. O1 agents xpnolpomolobvtal o€ cuotruota anomaly detection, NLP kot ML,
OTOL aVAALOLY GEdOUEVA OTIWC AOYIOTIKEC EYYPOPEC, apxeia mpoundelwv, email, apxeia
npooPaong Kot OeikTeq Kivdlvou. Mg don autod 1o cOVOAO TANPOQOPIWY, €vag agent
uTopEl va evepyomoinoel 1domoinoelq (alerts) dtav evromnioel evoei&elg mou potdlouy pe
YVWOTA OXUOTO OMATNG 1) évTova omokAivovTa potifa cupmnepipopdc (Ngai et al., 2011).
Mo mapddelyua, o€ eva cbotnua AML (Anti-Money Laundering), o agent mTapoakoAouBei
XIAMGOEC OGUVOANOYEC O€ TPAYUOTIKO Xpovo. E@ocov evtomioel amdtopn ovénon
dpaCTNPIOTNTOC O AOYOPIOOUO PE XOUNAO 10TOPIKO, I} GUVAAAAYEG OIOPOPETIKEC aTd TO
TPOQIA TOoL XpProTn, Ba evepyomoioel eva red flag kol 6o evnuepwael Tov avBPwWMIVO
eAEYKTN). Z¢e éva ovotnua NLP, o agent pmopei va avaAlEl ETAIPIKA EMKOIVWVIA Kal Vol
EVTOTiCel OTOTITEC PPACEIC TTIOL LTIOANAWVOULV TIETELS, CLUYKAALYIN, TIPOOTIABEIN ATIOPUYNAG
J100IKOCIWV 1} 0oLVABIOTN OIKEIOTNTA PETAED LTOAANAWY Kal TPOPNBELTWY. AUTEG Ol
AEITOLPYIEC EVOEXETOL VO GUVOEOVTOI HUE TIEPITTWOEIC OTATNC, CUYKPOLONC CUUPEPOVTWV
N mapaBiaong ECWTEPIKWVY KAVOVWV.

Ot agents maidouv KoBoploTIKO poAo atnv amoguyr) false positives kot false negatives.
‘Evag agent pmopei va Asitoupyei pe peyOAn okpifela 600V a@opd TNV avixveuaon
HOTIBWV, OAAG OEV €XEL TNV IKAVOTNTO VA KOTOVONOEL To CUUQPALOUEVD, OTWC OTUTEC
ETOYYEAMOTIKEC TIPOKTIKEC N EIOIKEC OULVONKEG TOL WTIOPED va €€NyoLV MIO avwUaAia
XwpPIi¢ va umodnAwvel andtn. O AvBpwMog, AVTIOETWE, PMOPEl Vo KATaAABel 0TI pia
@OIVOMEVIKA OTIOTITN EVEPYELN EIVOL OTAWE PIO TIPOCWPIVI) ATIOKAIGT AOYW OAAAYWV OTNV
Tapaywyn, 6Tov OyKo epyaaiac i o€ eEWTEPIKOUC TaPAYOVTEC. H cuVALOOTIKI AsIToLpYia
agent—eAeYKTr) OMOTEAEI EMOMEVWC KABOPIOTIKO OTOIXEI0 TNG OUYXPOVNG EAEYKTIKAG
npaktikig (Alles et al, 2014).

2NUOVTIKN €QOpUOYr Twv agents Bpioketal €miong o€ multi-agent cuotiuata, OmOL
ToAAOI agents cuvepyalovtal Kal avToAAACaoLV TANpogopiec. ‘Eva multi-agent cuotnua
propel va  mepIAauBavel  dla@opeTikoug agents: €vav agent NLP mou ovaAvel
EMKOIVWVIEC, €vav agent ML mou evtomidel avwpPoAIEC T AOYIOTIKA Opxeia, Evav agent
risk scoring mou uTtoAoyidel OeiKTEC KIvOUVOU Kal Evav agent monitoring ou GUYKPIVEL TIG
QMOKAICEIC pE 10TOPIKA Ogdopéva. H ouvepyaoia OAwv ouTwvV TApdyel €vav TIo
OAOKANPWHEVO pnxaviopo avixvevonc red flags amo 6,11 Ba pmopoloe va MITUXEL KABE
agent &exwplota (Stone & Veloso, 2000).

2ZUVOAIKGA, Ol agents amoteAoUV PBaCIKOUC pNXaviopoO¢ Tng ouvyxpovne TN, pe
KaBopIoTIKG poAo oTnVv avixvevaon etaipikwv red flags. Aeitoupyolv w¢ cuoTHUATA TIOL
TOPOKOAOUBOLY, avoADOLY, PaBaivouY Kal UTOJEIKVOOUY TIBaVOUC KIVOUVOUC, €VQ
TOPOAANAO  eviaooovTal o€ €va  €UpUTEPO TAQICIO avOpWMIVNG EMOTTEIOC KOl
dlakuBEpvnang, diac@oaAilovtag 0TI n TEAIKA and@Oon TAPAUEVEL OPBOAOYIKT), diKaln Kal
OOU@WVN UE TIC OPXEC TOU ECWTEPIKOVD EAEYXOU.
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Kegalalo 3 - Movtéla Texvntric Nonuoouvng — Eidn,
A&1toupyia Kot E@apuoyEg

H Texvnt) Nonupoolvn (TN) dev amoteAei pia eviaia texvoAoyia, oAAG €va gOVOAO
HEBGOWVY Kal POVTEAWV TIOU Baagidoviol o€ OIOQOPETIKEC POBNUATIKEG KOl OTOTIOTIKEC
npooeyyioelg. H ékppoon "Moviéda TN ava@EpeTal o€ UTOAOYIOTIKG GUOTHUOTA TIOU
€XOUV EKTOIOEVTEI 0 TEPAOTIOUC OYKOUC OEGOPEVWV YIO VO HTOPOUV VO EKTEAOLV
OUYKEKPIUEVEC EPYOTIEC TTIOL ATAITOUV VonuoaLvnN.

‘Eva povtéAo TN gival ouo100TIKG TO "Tipoiov” Tng diadikaaciag ekmaidevanc. Mmopei va
BewpnOei w¢ pio PaBNUOTIKA avomopaoTaon Twv POTIBWY Kol Twv 0XECEWV TIOUL BPNKE 0
aAyOpI10u0C oTa OESOPEVA TNC EKTIIOELANC,.

AMyopiBuog: Eivar 1o 00VOAO TWV KOVOVWY Kol Twv  Oladikaolov  Tou
XPNOIUOTOIO0VTAL VIO TNV EKUAEBNoN

Agdopéva: Eivar o1 mAnpo@opieg (Keipeva, EIKOVEG, fX01) OV XPNaIUoTolo0vTal
yla va "paBel” to ovtéAo (TLY., EKOToupUpIa dpBpa yia va pabel Tn yAWaaoo).
MovtéAo: Eival To ekmaideupévo amoTtéAeapa. Eivan €toipo va mapel pia €icodo
(T.X., M10 €PWTNON) Kal va TOPAYEL Pia €000 (T.X., Y10 OTAVINGN N MIO EIKOVA)
TPOBAEMOVTOC TNV TIBAVOTEPN CWOTH) ANAVTNGON BACEL 00WV EXEL HADEL.

H Aettoupyia evog povtedou TN mepidapBdvel Tpia Bacika aTtdadla:

1.

2.

Movtehonoinon (Modeling): Avomtiooetal evag oOVBETOC aAyoplBuog i éva
OUVOAO OAYOPIBUWVY (OTIWC VO VELPWVIKO BIKTLO) VIO TNV AVOAUGT) OEOOUEVWV.
Eknaideuon: O aAyopibuog Tpo@odoteital Ye Eva TEPACTIO GUVOAO OEJOUEVWV.
MEow EMAVOANTITIKWY d10SIKACIWY, TO HOVTEAO TIPOCOPUOLEL TIC EOWTEPIKEC TOU
TOPOPETPOUC (TO Aeyopeva Bdpn) yio Vo EAOXICTOTIOINCEL TO GPAAUA TOU Kal va
MOBEL va avayvwpilel poTifa.

o Mopadelyya: e €vao  HPOVIEAO avOyvwpIong €IKOVWY, TO HOVTEAO
"Uabaivel" ol XapaKTNPIOTIKA (YPAUMEC, XPWHOTO) AVTICTOIXOUV OE PIO
ydTa Kol Tolo g€ €vav oKOAO.

E@apuoyr) (Deployment), MpopAswn/Anuiovpyia: A@ol 0MNoKANpwBEl n
eKTaideLaT), TO HOVTEAO UTIOPEL va AABeL véa dedopeva Tou dev €xel Eavadei Kal
VO EQOPUOCEL TO POTIPa Tou EUOBE yia va KAVEL Pia TTPORAEYN 1 VO dNUIOVPYHOEL
VED TIEPIEXOUEVO.

o Mapadetypa: Av Tou dWOEIC TNV EIKOVA MIOG yoTag, Ba TPOBAEYEl pE
uPNAAR TBavaTNTa 0TI €ival "yata".

Ta poviéda TN dla@Epouv avaAoyo e TNV €pyocio yia TNV omoia eKmMadELOVTAL.
MEepIKG oMo aUTd TOPOTIBEVTAl TOPOKATW:

MeyoAa MAwooikd Movtéha (LLMs): Onw¢ 1o ChatGPT, to Gemini 1) 10
Copilot. Ekmoidebovtal 0€ TEPAOTIO CUVOAO  KEIWEVOU KOl UTIOPOUV  va
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KOTAVONOOUY, VO HETOPPOCOULV, VO OTOVINOOLV Of EPWTNOEI Kol Vv
ONUIOLPYNOOLV KEINEVO.

Movtéha TNMoapaywyng Eikovag (Generative Al): Onw¢ to DALL-E.
Ekmoudebovtal O€  €IKOVEC Kal KEIPEVO Kal MMOPOUV Vo dnuIoupyrnaouy
TIPWTOTUTEC EIKOVEC OMO IO TIEPLYPAPN) O KEIPEVO.

Movtéha MpoPAsYng: XpnoiyomololvTal yia va TPORAETOLV anoteAéoUOTa

(T.X., OV p1a TUOTWTIKI KAPTO £XEL KAQTEL, 1) TTO1a PETOXT) Ba avEREL).

Mivakag 1. TOmol povtéAwv, aTdXol Kal Tapadeiyuota

ToOmo¢ MovtéAou

>16X0C

Mapadeiypota EQapuoywv

MovTtéAa
MnXavikrg
Mabénong (ML)

Avayvoplion HoTifwv Kat
AN amo@acewyv amno
dedopéva.

MPOPRAEYN TIUWV KATOIKIWY,
avaAuan TIOTWTIKOV
KIVGUVOU.

MovTtéla Babidg
Mabnaong (Deep
Learning)

MOAUTIAOKEG £pYOTieg
XPNOIHOTIOIWVTOC
TIOAVETITIED VELPWVIKA
diKTuO.

AvayvopLon TPOCATOU,
enegepyaaia QUAIKNC
yAwaoag (NLP).

MeydAa Mwooika

Kotavonaon Kot mapaywyn
avBpwivng yAwooog

Chatbots (m.x., ChatGPT,
Gemini), yetagpaaon,

MovTeAa (LLM:s) (keipevo). TEPIANYIN KEIPEVWV.
P Moapaywyr EIKOVWY aTo
Mevetikn Al Aniovpyla veou Keipevo (Text-to-Image),

(Generative Al)

TEPIEXOMEVOUL (OXI HOVO
TPOBAEYN).

o0OVBEDT POUCTIKNC,
dnuiovpyia KOAIKa.

MovTtéha Opaang
YToAoylotwyv
(Computer Vision)

Katavonan Kat
enegepyacia EIKOVWVY Kal
Bivteo.

AuTOvoua OXAUATA, I0TPIK)
d1ayvwarn OO aKTIVOYPAQIEC.

rnyn: 1310KOTaOKELN

Ta poOVTEAD OUTA €XOUV WC KOO OTOXO TNV avaAucrn Oed0UEVWY, TNV EKUABNON
TPOTUTIWV KOl v TPOPAEYN N avoyvwpion OUUTIEPIPOPWV.
STV TPAgn, n E€mAoynl TOL KATAAANAOL HOVTEAOL €€opTaTOl amo T @OON Twv
dedOPEVWY, TOV OYKO TOUG, TNV QaVAYKN EPUNVELCIUOTNTOC Kal TNV OKpifela mou
anaiteital. H katavonon twv S10Qopwy HOVTEAWVY €ival KPIioIun yio TNV €Qoapuoyn Toug
otV avixvevon red flags, koBw¢ KABe HOVIEAO €XEl OIOQOPETIKY IKOVOTNTO Vva
«JaBaiver» amo 6edoUEVA KOl VO EVTOTIEL OVWMOAIEC 1) OTTOTTTa POTifa.
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3.1 Natural Language Processing (NLP) kot 0 poAog TOU TNV avixveuan andatng Kal
red flags

H enegepyaaia tn¢ uaiknc yawooac (Natural Language Processing, NLP) anoteAei Evav
Kpiolpo d&ova ¢ alyxpovng TEXVNTIC vonuoalvng, PE TNV IKAVOTNTA VO PETATPETEL TO
avepwTivo A0yo, ypoTTd 1 TPOQPOPIKO, 0 JEBOUEVA TIOU WUTIOPOUY VO ovaAuBolv omo
UTTIOAOYICTIKG CUCTHUATA Yia TNV €€aywyr] OEIOTIOTWY CUPTEPOCUATWY. ZTO TAQICIO TNG
avixveuong €TaIpIkng andtng Kot twv red flags ,dnAadr) evdeiewv mov LTOGEIKVOOLY
mbavy dOAI0 GuUTEPIPOPA 1) Tapotumia, To NLP avadelkvietal wg éva epyaAsio e
1810itepn duvapikr). Ot Aboel¢ mou Baagidovtal oto NLP emITpENoLY TV Katavonaon Kol
avdAuon pn  G0OpNUEVWV  OTOIXEiWV, OMwC¢  €ival TA  PNVOPOTO  NAEKTPOVIKOU
TOXLOPOMEIOU, ONUEIWTEIC EPYALOPEVWY, CUUPBACELS, TIMOAGYIA 1) EMIKOIVWVIEC PE TOUC
TENATEG, Ta OMoia TOPAGOCIOKA Eival GUGKOAGTEP GTNV AVIXVELOT KOl TNV EPUNVEIN ano
TO UTTAPXOVTO CUUPBOTIKA CUCTHUOTO EAEYXOU.

H Aertoupyia Tou NLP otnpietar oe TpelC PaCIKEC dIACTACEIC: TNV KATAVONGN TN
yAwooa¢ (TL.X. ovayvwplon Opwv, OVIOTNTwVY, OXEdewv), Tnv emegepyacio e (T.X.
avaAuon cuvaloBUOTOC, OViXVELGN AVWUOAIWV OTO UQOC I OTO TEPIEXOUEVO) KOl
TN YETOTPOTI TNC O€ YOPQH oL YTopEi va a&lomoinbei atnv avdAuon Kivouvou Kal aTnv
e€akpifwon vmontwy PoTifwv. Ma mapadelypa, n avdAuvon cuvaiodruatog (sentiment
analysis) pmopei va avadeiéel OMOMTN EVOOETAIPIKY EMIKOIVWVIA, €Vw WEBOdOI OTWC N
avayvwpion ovtotntag (named entity recognition) evtomi{ouv dtoua, ETOIPEiEC N
OIKOVOUIKG Tood Tou ep@avidovTal o€ un ovauevopeva mAdiola. Ta cuotiuata NLP
epapuolovTal TAEOV JE ETIITUXIO Kal OTOV TOPEX TG avixveuang andtng (IBM, 2025).

H xprion tou NLP otnv avixveuon andtn¢ Baciletal oto yeyovog 0TI TIOAAEC OOAIEC
OUVOAAOYEG 1] ETIIKOIVWVIEC QVOLY TIOW TOUG «YAWOCIKA ixvn» 1 aguviBioTa potifa,
eite ato mepiexduevo ite ato voc (IBM, 2025). ‘Etal, to NLP umopei va evtomioel red
flags Omw¢:  aovvrBloTto  peyGAeC 1 TIEPIMAOKEC  QPACEIC  OE  TIMOAOYIQ,
EMAVOAAUPBAVOUEVEC  ETIIKOIVWVIEC E OUYKEKPIUEVO HOTIPa, xprion 0pwv Tou cuvABwC
dev ouvdéovtal MPe VOUIPEC OUVOANOYEC, I OTOKAICEIC OTO VQOC TNC EMIKOIVWVIOG
gpyadopEvoL TIPIV OMO UTIOTTN 6paCTNPIOTNTA.

H e@apuoyn ¢ ene€epyaciog QUOIKNC YAWOOOC OTIC ETAIPIKEC dIABIKATIEC UTIOPEL VO
ONUIOLPYNOEL  ONUOVTIKA  TAEOVEKTAMATA:  Tax0TNTO ovdAuong HEYAAOL  OYKOU
dedopEVWY, duvVaTOTNTO EMEEEPyaiac Un OOUNMEVWY OTOIXEIWV TIOU GUXVA TIEPIEXOLV
ONUOVTIKEC TTANPOPOPIEC aMATNC, Kal BEATIOPEVN OKPIBEIO EVTOTIIONOV UTIOTTWY HOTIBWY
(BioCatch, 2024). Mo moapadelypa, peAéTn tng BioCatch avagépel ot 10 72 % Twv
Tpanelwv Mou €QAPUOLouV ADCEIC TEXVNTIC vonuoouvng xpnotuomoitovv NLP yia tnv
avixveuaon XpNUATOOIKOVOUIKWY EYKANUATWY.

QaoT1000, 6gv Acimouv ol TPOKANCEIC. MNPwToV, N MOIOTNTA TWV dESOUEVWY U dOUNHEVOU
KEIMEVOUL €ival Kpiotun, n 0mapén KOKOYPAUPEVWY, avopBdypa@wy N aTeEAWV EyypaQ®Y
duaxepaivel TNV e€aywyr) aglomOoTwY XAPAKTNPIOTIKWY. AEVTEPOV, N EMEENYNHUOTIKOTNTA
TWV PovTEAwv NLP (1dlaitepa autwv mou Baaifovtal o€ Babia pdbnaon) gival Peiwpévn,
YEYOVOC TIOU OUCKOAEVEL TNV amodoxn TWV ELUPNUATWV OTO TOUG EAEYKTEC KOl TNV
dloiknan. Tpitov, avoKUTITOLV BEPOTO IBINTIKOTNTAC KOl GUPHOPQWONC, N eneéepyaaia
EMKOIVWVIOV I} E0WTEPIKWY emails xprdel MPOEKTIKNC OlOXEIPIONC CUPPWVO PE TOUC
kavoviapoug (T.x. GDPR). TéAog, n kKokr xprion tou NLP umopei va 0dnyro€l o€ Peudwg
BETIKA 1} ApVNTIKA AMOTEAECHOTO, TIOU dEV OVTATIOKPIVOVTAL O€ TIPAYUOATIKY AmdTn.
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Mopd TIC TPOKANGEIC, N evowpdtwan tou NLP atnv avixvevon red flags kai etaipikrc
amATNG QOIVETOl va OMOTEAED QUOIKN €EEAIEN yIO TOUG OPYOVIGHUOUC TIOU ETISIWKOLVY
BlwoIPATNTa, dIAPAVEID KOl CUMUOPPWON. Z& EAANVIKO TTAXIC10, OTIWC KATAYPAPETAl O
METATTUXI0KA €pyacia Tou Mavemaotnuiov Makedoviag, n EVOWHATWON TEXVOAOYIWV
Onw¢ n enegepyaoia  QUOIKNAC  YAwooac €xel  amodelxbei  OTI  evioxVel TNV
QMOTEAEOMOTIKOTNTO TWV  EAEYKTIKWV UNXAVIOP®WV KOl GUPBABAAEL OTOV  €yKAIPO
evtomiopd mapatumwy (MFevitoopng, 2024). Eival cageg 0Tl ae €va MePIBAANOV OTOU Ol
QMATEC YivovTal To TOAUTAOKECG Kal TOALSIAOTATEG, TO NLP mapéxel £va «dIELPUUEVO
HOTI» OTO U dounMEVa dEdOUEVD, EKEL OTIOL KOTA KOVOVO Ol TTOPOJOCIOKEC O10QIKOTIEC
eAEYXOUL OgV Eixav opoToOTNTO.

3.2 Mnxaviky Mdabnon (Machine Learning)

H Mnxavikry Mabnaon amoteAei évav kAGoo tng Texvntri¢ Nonuoalvng mou EMTPENEL oTa
oLOTAUOTO VO poBaivouv amd dedopEva Kol va BEATIVOUY TNV 0mOd0aT) TOLE XwpIg va
givalr pntd mpoypoppoTiopéva. Ta poviEAa poBaivouv  pOTIBO, CUCXETIOEIC Kol
AVWUOAIEC YEoa OO PEYAAO OYKO TIOPOTNPIOEWY Kal PUTOPoUV Vo Xpnalponoinbolv yia
Ta&vounan, TpoPAeYn f avixveuon amokAicewv. 1o MAaic1o Tn¢ avixvevang red flags, n
UNXaVIKA pOBnon mpoo@epel PEBOOOLE OMWC OEVIPO OMOPACEWVY, Kol OAyopiBuoug
avixveuong OVWHOAIQV, ETITPEMOVTIOG TNV Ovayvwplon OTOTTWV GCUPTEPIPOPWY HE
uPNAGTEPN oKpiBela amd TIg mapadoatakEC peBodoue. H a&ia tng Eykeltal Kupiwg atnv
IKOVOTNTA TNC va eviomiel KPuQEC OOUEC Oe OEdOMEVA Kal VO TPOCAPUOlETal OF
duvapikd mepiBairovta (EI Naga, 2015)

3.3 Babid Mdbnaon (Deep Learning)

H Babid Mdbnon amoteAei umokaTnyopia tTng PNXOVIKNAG pdadnong kai Baciletal otn
XProN TMOAUETIMEdWY VEUPWVIKWY SIKTUWV TOL Wabaivouy ameubeiag amd adounta 1
nuidounuéva dedopéva. Ta cuotruata deep learning xpnoiuomolovv S1000XIKA EMimedn
enegepyaoiac yio va €€ayouv uPNAOL EMIMEOOL AVOTIOPOOTACEIC XOPOKTNPIOTIKWY,
YEYOVOC TIOU TO KOBIOTA 160VIKA YIo TOAOTAOKO TPOBARUOTA, OTwE OVAAUGN KEIPEVOU,
avixveuon avWUOAIOV O€ HEYOAOUC OYKoUuG OEdOUEVWV Kol TPOBAsYn mPOTOTWY
oLUTIEPIPOPAC. ZTNV avixveuon red flags, Ta VELPWVIKA OIKTLO PTOPOLV VO EVTOTIGOULY
d0OKOAO poTifa  amdtng, va avoADCOLV  TEPIYPOQPEC OGUVOANOYWVY, NAEKTPOVIKA
aAANAoypa@ia Kol AOYIOTIKGA O£d0UEVO PE TPOTO TOL LTEPRAIVEL TIC dUVOTOTNTEC TWV
TOPOJOCIOKWY MOVTEAWY. Mapd Tnv 1oxupr] Toug amnddoaor, amaitolV TPOOEKTIKI)
pLOUION, auv&nuévn LTTOAOYIOTIKNA 10X Kal 1oXUPr avepwTivn EMOTTEIN yia TNV OTOPLYH
AoBwv i mopamAavnTikwy evdei§ewv (LeCun et al, 2015)

3.4 Ta Asvtpa Anogdaoewv (Decision Trees) Kol n Xprjon Toug aTnv avixveuon
eTaipikwy red flags

Ta Aévipa Amogacswv (Decision Trees) amoTeAOUV €vov amO TOUC TIIO O10OEG0UEVOUC
KOl KOTOVONTOUG aAyopiBuoug unxaviking paénaong, 1dlaitepa xpriothoug o€ mepiBaiiovta
OTOVL OTAITEITOl EPUNVELCIYOTNTA KOt Slo@Avela. MPOKeITal yio PJOVTEAD Ta&IVOUNONG
mou PBooilovtal o€ pio 1EPOPXIKA dour), n omoia poldlel pe dEVIPO: KABE E0WTEPIKOC
KOUBO¢ avTigTolxei o€ pia ouvBnkn (Kovova), KABe KAAdI 0€ Wi amoQaaoT OV TPOKUTTEL
amo T cuvOnRKn, Kal KABE PUANO o€ pia TEAIKN TTPOPRAeYN (Quinlan, 2014).
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To POVTEAD Xwpilel Ta dEdOUEVD OE LTIOGUVOAD E TPOTIO TIOU PEIWVEL TNV AVOUOIOYEVEIQ.
‘ETol dnuioupyeital pia oelpd omod KAVOVEG TOU «val/OX1» Tou 0dnyolv TNV TEAIKN
anoeoacon. To yeyovog 0TI KaBe amd@aon eival opatr) Kal dla@avr¢ KaBloTtd ta deévipa
AMOQPACEWY IDIAITEPWG EAKUCTIKA YIO TOV €0WTEPIKO €AEyXO, OTOL OTOITEITAL N
duVOTOTNTO TEKUNPIWANG KOl aTIOAGYNONC KABE ELprUATOC.

v avixveuon etaipikwv red flags, ta Decision Trees €ival OMOTEAECUATIKA EMEIDN
HTOPOUV VA EVOWUOTWAOOUY TTOAUTIAOKEC OXETEIC METAED PETARANTWY XWPIE va analteital
TPONyMEVN TOpAUETPOTOinan. Mmopoly, yio TOPAdEIYHO, VO EVTOTicOUV OTOTTA WOTiBa
o), (Al

OLXVEC XEIPOKIVNTEC TPOTOMOINTEIC AOYICTIKWV EYYPAPLV,

ALQVIdIEC AANDYEC OTN CUPTIEPIPOPE TPOUNBEL TV,

OLVAAAQYEC TIOU OTIOKAIVOUY ONUOVTIKG 0O TOV JEGO OPO 1 TO ICTOPIKA TTPATUTA,
epyadOpEVOUC UE XPOVIKA aouviBioTa emimeda mpooBacng o€ GLUATHMOTO.

EmmAéoY, 0 OMTIKOC XAPAKTPAC TwV AEvipwv AMo@Acewv Bondd Toug €AEYKTEC VO
KATOVOrGOULV YIOTI JI0 GUVAAAOYA XAPOKTNPIOTNKE W OTOTTN, KATI TTou OgV €ival Tavta
EQIKTO O€ TIIO TIOAUTIAOKO HOVTEAQ OTIWG TO VEUPWVIKA diktua. ‘ETal, Ta Decision Trees
anoteAoUV OToIXEi0-KAEIdi g€ LPPISIKA povTEAa Al-Human, koBw¢ mpoo@Eépouy eva
EMMESO EPUNVELCIYOTNTAC TIOU EVIOXVEL TOGO TNV O&IOTIOTIO 600 Kol TNV 0modoxr Tou
OUCTHUATOC OO TOV EAEYKTIKO UNXOVIGUO.
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Kegalalo 4 - Atadikaoia AvAmTuéng Zuatruatog TeExvnNTAC
Nonpoaouvng yia tnv Avixveuon Etaipikwv Red Flags

4.1 Mpoadiopilopog Meproxwv Kivdovou kat Xaptoypdenon Red Flags

To TPWTO KOl TO Kpiolwo BApa otV avamtugn €vog cuoTAUATOC avixveuong mbavov
QMOKAICEWY, TOPOTUTIWV ) QOIVOPEVWY OTATNG ME TN Xprnon Texvntr¢ Nonuoolvng
(TN) amoteAei 0 TPOGOIOPICUOE TWV TIEPIOXWV KIVOUVOU Kal N xaptoypdenaon twv red
flags. Z& €vav olyxpovo opyaviouo, 0 ECWTEPIKOC EAEYXOC KOAEITAL va AEITOUPYNOEL O
éva TEPIBAAOV PeYAANG TTIOAUTIAOKOTNTOG, OTIOU Ol Kivduvol EUQavICoVTal ag TOANOTIAEC
J1adIKACIEC, LTIO OIOPOPETIKEC OPPEC KO UE TIOIKIAEC EMMTWOEIC. [Ma Tov Adyo auto, n
OLUCTNUATIKA XAPTOypA@NoN TWV TEPIOXWV KIVOUVOU KOl TV EVAEIEEWY IOV PTOPEL va
OLVOEOVTAIl HYE UTIOTTEC 1) KN KOVOVIKEC CUUTIEPIPOPEC OMOTEAEL BEUEAIO TNC EAEYKTIKNAG
OTPATNYIKIC OAAG KOl avayKaia poUmobean yia Tnv opdr) epapuoyr Twv HovTEAwy TN.
O &VIOMIOMOC TWV TEPIOXWV KIVOUVOU TEPIAOPPBAVEL TNV avVOyVWPIoH OAwV Twv
AEITOUPYIQV Kal S10d1KAGIWV OTIOL UTTAPXEL TIOAVOTNTA EUPAVIONE OTATNC, AavBaGUEVNC
TANPOPOPNGCNG, KATAXPAOEWV 1 Wn OLUPOPPWoNG. Z0Pewva pe to Committee of
Sponsoring Organizations of the Treadway Commission (COSO), n diodikaaia
avoyvwplong Kivouvwv TPEMEL Vo AdufBavel umoPn 1000 €EWTEPIKOUC OCO Kal
E0WTEPIKOUC TOPAYOVTEC, KOBWC KOl TO €MIMEDD TWV ULPICTAUEVWY JIKAIdWY EAEYXOU
(COSO, 2017). Emonuaivetal, 0TI n tax0TNTA Twv OANQywv, N Wnelomoinon Ttwv
J10dIKACIWV KOl N av&avopevn €apTnan amd deG0PEVA dNUIOLPYOLV VEOUE KIVOUVOUC,
@OIVOREVO OTO OToi0 N £yKaipn Kat akpiPnc avayvapion red flags amoktd 1diaitepn o&ia
(Kogan et al., 2014).

H xaptoypdonon red flags amoteAei pia dounuévn dlodikogio PEow Tng omoiag &va
OUVOAO EVAEIEEWY CUVOEETOI UE GUYKEKPIPEVOUC TOTIOUC KIVOUVWV.

H diadikaacia xoptoypdenonc twv red flags emekteivetal pe ) xprion TN, kobBwg TO
pOVTEAD TN umopolv va avoAbOUY O€dOUEVO TIOL TIPIV NTAV TPAKTIKG adlvato va
e€eTa0TOUV XEIPWVAKTIKA. Ta povtéAa NLP pmopouv va e€ayayouv potia ono e-mails,
apxeia GUVOMIAIOY R €yypa@a, Ta POVTEAX machine learning pmopolv va evtomi{ouv
apIBUNTIKEC OVWHOAIEC KOl KPUQEC OUOXETIOEIC OTA AOYIOTIKO OTOIXEIN, &vw Ta
ouotuata anomaly detection pumopoLv va EMICNAIVOUY OTIOKAICEIC TIoL Ba TeEpvoLoav
anapatipnteg and Tov dvbpwmo. H cupPoAn tng TN éykelton oto OTI PmopEi va
METOTPEYEL «ONUOTO» TOUL eV Eival Tpo@avy oe €VOEi&El KIvouvou pe  LYPNAR
mbavotnTa aglomaoTiag.

Qotoco, amaitei mMPoooxr yia 6V0 PBocikoug Adyouc. Mpwtov, ta cuotiuata TN
EVTOTII(OUV OTATIOTIKEC OTOKAICEIC OAAG OXI avaykaoTIKa amdtn. ‘Eva red flag anoteAei
anAwg €VOEIEN Kal Ox1 anddelgn mapatumioc. AgvTepov, ta Poviéda TN ennpeadovtal
and To dedopEvVa EKTOIdELONG Kol amd Tov TPOMO dOUNCNC Twv aAyopiBuwv. AUTO
onuaivel 0TI umopei va mpokLuyouv toco false positives 600 kot false negatives. IMa
TOPAdEIYUa, PIo andTopn WETOBOAN OTnv mapaywyr) Pmopei va Bewpndei Aavbaoueva
OTIOTITN, EVW M1 TIPOOEKTIKA KAAUPUEVN OTATN PTOPEL va PN YiVEl avTIANTTH XWpi¢ Tov
KOTAAANAO aAyOpIBlo. Z€ auTo To MAQICI0, N avBPWTIVN ENOTITEIN Kl N XPrion LRPIdIKWY
OULOTNUAOTWY  OTOTEAOLV  amapaitnte Tmpolnmobécel yia TV aglomotia  Twv
anoteAeopatwv (Warren, Moffitt & Byrnes, 2015).
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TENOC, O TPOOAIOPIOUOC TEPIOXWY  KIvdOVou Kal n  xaptoypagnon red flags
d10dPOMOTICOVY GNUOVTIKO POAO OTN OIOGQAAIGH TNC CUUMOPPWAONC PE TO KAVOVIOTIKO
TAaiolo. Ta povtéda TN mpémnel va evbuypappidovtoal pe TIg amaitroelc tou GDPR Kail
Tou Al Act, 1I010ITEPWG OO0V 0POPA TNV €MEEAYNON ATMOTEAEOUATWY, TNV ENeEepyaaia
TPOOWTIKWY dEG0MEVWVY Kal TNV LTOPEN avBpwTIvNE EMOMTEING 0E CLOTAPOTO LYNAOU
Kivduvou. H owaoth xaptoypdenon twv red flags 61eukoAUVEL TN dnuiovpyia TETOIWY
HNXAVIOPWY GUPHOP@WONE, KABIOTWVTOG TO CUCTNUO TIO SIOQOVEC Kal OEIOTIOTO TOCO
Y10 TOUC EAEYKTEC 000 Kal yia Tn dloiknan.

2UVOAIKG, 0 TPOCBOIOPIoUOC TwV TIEPIOXWV KIVOLVOU Kal N xoptoypdenon twv red flags
anoteAolv BepéAlo ¢ dadikaagiag avixvevon¢ mapatumayv péow TN. H diodikaaia
anaItei  oLUVOLOOMO TEXVIKAC KATAVONONC, EMIXEIPNOIAKNC YVWONC KOl EAEYKTIKNAC
eumelpiag, evw n xprion TN evioxVEl ONUOVTIKA TNV IKOVOTNTA TWV EAEYKTWV Va
eVTOToLV KPIoIUeC OTOKAICEIC. Z€ aUTO TO TANICI0, N LIOBETNAN EVOC OAOKANPWHUEVOU
OUCTAUATOC TTOU GUVBLALEL avBPWTIVN ETRAEPN Kal OAYOPIBUIKY) avaALON ETITPEMEL TN
dnuiovpyia €vog o OMOTEAECHOTIKOU KOl OEIOTIGTOU TTANICIOU ECWTEPIKOD EAEYXOU.

4.2 Agdopéva, TNyEC KAl TOIOTNTO TTANPo@opiag atnv avixveuon Red Flags pe TN

H oavdmtuén omoloudnnote cuotruoto¢ Texvnti¢ Nonuoolvng yia Tnv avixveuon
etaipikwv red flags mpolmoBeTel TNV UTOPEN KATAAANAWY 0€d0UEVWVY, TOGO WE TPOG TN
d1a0e0IPOTNTA KOl TN 60U TOUC OG0 KOl W¢ TIPOC TNV TOIOTNTO Kal TNV a&lomaTia TouC.
2TOV EOWTEPIKO EAEYXO, Ta O£dOpEVA dev AMOTEAOUV OMAWC «TPWTN UVAN» yia TIC
aAYOPIBUIKEC eBOdOUC AN BEPEAIO OTOIXEIO TTAVW OTO OTOI0 OTNPI{OVTaL TO EAEYKTIKA
OUMTEPAOMOTA KOl N OMOTUTIWON TOU KIvOUVOU. APQOTEPEC, N dIEBVAG KOl N EAANVIKT
BiBAIoypa@ia avadelkviouy 0TI, XwPI¢ EMAPKI) KAl TOIOTIKA dedOPEVA, OKOUN KOl TO TIO
e€eAlypeva povtéda TN aduvatolv va apaydyouy aglomaTa Kal XproIpo anoTEAECUOTA
Y10 TOV EGWTEPIKO EAEYXO KOl TNV avixveuan andtng (Papadakis et al, 2020).

Ta dedopéva mou aglomolEl Evag opyaviopOg yla OKOTIOUG E0WTEPIKOD EAEYXOU Kal
avixveuong red flags mpoépxovtal amd moOANOMAEC TNyEC. Ta PBaoIKA AOYIOTIKA Kal
OIKOVOUIKG OTOIXEi0 OVTAOLVTOL OMO TO AOYIOTIKA TANPOQOPIoKA cuotruota (ERP,
AOYIOTIKEC EQOPUOYEC, UTIOCUCTHUOTA TIHOAOYNONG, YioBodoaiag K.AT.). H moootnta Kal
N AEMTOPEPELD TV SEGOMEVV TIOU TTOPAYOVTAL OMO AUTA TA CLUCTHPOTO €XOULV aLENBEI
EVIUTIWOIOKA Ta TEAEUTAIO Xpovia, ONUIOLPYWVTOC VEEC OLVATOTNTEC OAAG  Kal
TIPOKANCEIC VIO TOV E0WTEPIKO EAeYX0 (ToatooLAAC, 2022).

EKTOC 0o T AOYIOTIKA OEQOUEVQ, GNUOVTIKO POAO TIAH{OUV Kal TO AEITOUPYIKG OEDOUEV
(m.X. KIVACEIC amoBnikng, TOPOYYEAIEC, KIVAOEIC TEANTWV), Ta O£douUEVA TPOUNBEIWV
(ouuPaoelg, mMPOCEOPEC, €YKPIoEIC), To dedopeva avBpwTIvou Suvapikol (GoEleg,
UTEPWPIEC, METOKIVIOEIC, PETAPROAEC OMOOOXWV), KABWC Kol 0£dOUEVA amd CLOTHHOTO
npooPBaonc kot e-mail. H alonoinon OAwv auTwv TWV TNYWV ONUIOVPYED Hia
TOALSIOOTATN EIKOVO TNC AEITOLPYIOG TOUL OPYOVICUOU, OTNV OToi0 PTopoUlV va
«KOUUTIWOOLV» TEXVIKEC E0PLENC DEBOPEVWVY KOl UNXOVIKIC HABNoNC yio Tov EVIOTIIOUO
aouvnRBloTwv poTifwv mou cuxvd cuvdéovtal e red flags (Aagtaidng, 2008- Papadakis
et al, 2020).

Mo v avixveuon omatng PEOW €EOPULENC OEdOUEVWY ETMICTUOIVETOL OTI N OWOTH
TpoETOIYacio Twv Ogdouévwy (data preprocessing) Kai n €MIAOY TWV KATAAANAWY
METORANTWV €XOUV KABOPIOTIKA onuacia yia tnv andédoon twv PovteAwv (Kouyiag,
2022). ZXETIKEC DIMAWUOTIKEG EPYaaTieC OV EEETALOLV TNV OVIXVELON OTATNG OTO AIOVIKO
EUTOPIO ] OE OIKOVOUIKEG OVTOTNTEC, OgiXvouv OTI N EMITUXia aAyopiBuwv Tagivounaong
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Kal 0viXVeELONC aVWHOAWY €€apTATal o€ PEYAAO BaBud amd To TwE £XOLV ETIAEYEL Kal
Kaboplotei Ta dedopéva, KaBwe Kal amd To av ol PETOBANTEC TOL XPnaluomolobvTal
AVTOVOKAOUV TIPAYUOTIKOUG ETIXEIPNOIOKOUE KIVOUVOUC Kol OXl OMAWG TEXVIKEC N
OTATIOTIKEC IOI0MTEPOTNTEC.

To Atnua ¢ molotNTAC TwV O£JOUEVWY OVOOEIKVUETAL ¢ KEVIPIKOC TOPAYOVTaC
EMITUYIaC 1} OMOTUXIOC TETOIWV CUOTNUATWY. Ma TN oxéan PETAED TOIOTNTOC OEQOUEVWV
KOl XPNMOTOOIKOVOUIKNAG TANPOQOPNCNG EMICNMaiveTal 0Tl avakpifh, €AMm i un
OULVET) OEGOMEVA, OTIOTEAOUV CNUOVTIKO €UTOSI0 0T AN aglomoTwy omoQacEwy,
TO00 OmO TN d10iknon 600 Kol omo Toug eAeyKTeC (ToatoolAag, 2022). H mo1dtnta Twv
dedopévwy a&loloyeital ouvnBwg e Bdan Kpitipla 0w n akpipela, n MANPOTNTA, N
OUVETIEID, N EYKUPOTNTA Kal N KOTOAANAGANTO yIO TOV GUYKEKPIPEVO OKOTO. Av, yid
ToPAdELyUa, TO dEG0UEVA TV TIPOUNBEIWVY €ival EAMTIH w¢ TPOE TO OTOLXEIA TIUWY, OPWV
TANPWHNAG 1 TOUTOTOINONE TPOUNOELTWY, TOTE €va cloTnua TN Ba GUOKOAELTED va
evtorioel red flags, OMw¢ aovVABIOTEC ALENTEIC TIMWVY 1] GUYKPOUGT) GUUPEPOVTWV.

Onw¢ amoTUTIWVETAL 0 TPOCPOTEC JETOTTUXIOKEG EPYNTIEC VIO TOV ECWTEPIKO EAEYXO KOl
TIC VEEC TEXVOAOYIEC, G€ TMTOAAOUC opyaviagpoULg (18iw¢ PIKPOL Kol peaaiov peyéboug) n
xpnon TN ouvavtd eumodio okpifwg emeldr] ta dedopeva  eival dldomopta o€
JIOQOPETIKA CUCTAUATA XWPIC eviaia TPOTUTIA KAl XWpi¢ emapKn Tekunpinan (MkeBpekn,
2024- Toouviag, 2023- Aalapidou, 2024).

‘Eva akOun Kpiolo {ATNUO  a@opd TNV TEKUNPiwon NG TPOEAELONC Kal TOU
HETOOXNUATIOUOU TWV d€00HEVWY. Ta OEdOUEVO TIEPVOLV GUXVA aMd MOAAATIAG oTAdIN
enegepyaaiac. Av autd dev TEKUNPIWVOVTAL EMOPKWE, TOTE 0 ECWTEPIKOC EAEYKTAG OEV
pmopei va yvwpidel pe BePalotnta MWC TPOEKVWE IO GUYKEKPIPEVN €VOEIEN, Tola
avene&épyaoTta dedopEVA XPNOIKOTIOBNKAV KOl TOI01 JETOOXNMOTIONOI EQOPUOTTNKAV.
H €AAe1Pn auth PMOPE va LTTOVOUEVTEL TOCO TN dLVATOTNTO EAEYXOU TOUL POVTEAOL OGO
KOl TN OULMPOPPWON ME TO KAVOVIOTIKA TAdiola, onw¢ o GDPR kot to Al Act
(Koutoouvakr, 2020).

H oxéon moiotntag dedopévwv Kat red flags kiveital og d0o emineda: amo Tn pia, KakA
mo10TNTO dedoPEVWY UTIOPEL VO 00nNyNaoel o€ Pevdeic evoeigelg (false positives), Kabwe 1o
ovotnua TN evtomiel avwPaAIEC TIOV €ival 0TV TPAYUATIKOTNTA AGON Katoxwplong,
KOBLOTEPNUEVEC EVNUEPWOELC 1) OOLPPOTOTNTEG METOED CLOTNUATWY, aMd TNV GAAN,
pmopei va odnynoetl kai oe false negatives, KABWC MPAYUOTIKO UTIOTITEC CUMTIEPIPOPES
«xdvovtal» Yéoa ae B0pLPO 1) TOPAPOPPWVOVTAL OTO Un EyKupa dedopeva. ‘Epeuvec yia
TN xprjon data analytics otnv avixveuon andtng vmoypoppidouy OTL N a&lOTIOTIO TWV
OLUTIEPACUATWY EENPTATAI OE Kpioluo BabBud amd Tnv moIdTNTO TwWV dEG0PEVWY EIGOO0U
OAAG Kol amd T ouveXA TOpaKOACDBNGON Kal BEATiwon auTng g molotntag (Sidauruk,
2024).

2€ TIPOKTIKG ETIMEdO, N SIACPAAION TN TOIOTNTAC TV dEO0PEVWV TIEPIAAUPBAVEL pia
OEIPA OO EVEPYEIEC OMWC €ival 0 0pIoPAE LTELBUVWY YIo KABE GUVOAO dEBOPEVWY, N
KaB1EpWan dadIKACIWV EAEYXOUL KATA TNV €100YWYN KOl EVNPEPWOTN TwV OESOUEVWY, N
TOKTIKI) €KTEAEON EAEYXWV OUVETEIOG Kol TANPOTNTOG, KOBWwC Kal n uLAomoinon
dladikaaolwv yio TN d10pbwan Tuxov CQAAUGTWv. EmmAfov, amaiteital ouvepyacia
HETOEL TWV TUNHATWVY TNG TANPOPOPIKIC, TWV OIKOVOUIKWY UTINPECIWY, TwV TPOUNBEINV,
Tou HR KOl TOU €0WTEPIKOL EAEYXOU, WOTE VA OLPEwvNBOLV Kowvd mpotuma. Ol
OpYOVIOUOI Tou €MeVOUOLY CUOTNUOTIKA OTN BEATION TNC MOIOTNTOC TwWV dEOOUEVWV
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TOUC ONUIOLPYOLV TIAPAAANAC TO KATAAANAO LTORABPO yia TN XpHon o CUVBETWVY Kal
aglomaotwv povtédwv TN (Supervizor blog, 2025 Solix, 2024).

TENOC, TPEMEL VO avo@epBel 0TI n MOIOTNTO TwWV OEOOUEVWV CUVIEETOL Kal WE
Tn 6€0vToAoyIKf Olaotaon TNg xprong ¢ TN. Otav ta dedopéva ival AT 1
MEPOANTTIKA, T JOVTEAA TN umopei va «uaBouv» aTpePAEC OxETEIC, 0ONYWVTOG a€ AdIKN
OTOXOTIOINGN CUYKEKPIPEVWY £PYAlOUEVQV, TUNUATWY 1) TPOUNBEVTOY. AUTO dnuIoLpYEi
OXl MOVO EMIXEIPNOIOKO Kal EAEYKTIKO KivOUVO OAAG KOl VOUIKEC KOl NOIKEC CUVETEIEC,
0laitepa 0tov Ta omoteAéopata tng TN xpnoiyomolobvtal yla OmOQACEI TIOU
ennpeadovv aueca avBpwmouc. Emopévwg, n dlac@aAlon 0TI ta Ogdopéva eival
QVTITPOCWTEVTIKA, 0pBd Kal OMOAAAYMEVA OMO CUCTNUATIKEG TIPOKOTOAWEIC AMOTEAEL
Baaoikr) mpolmobeon yia tn dikain Kal umevbuvn xprion TN TN 0TOV ECWTEPIKO EAEYXO
(Tlipag, 2025).

4.3 Emidoyn povtedwv Texvnti¢ Nonuoolvng atny avixveuon Red Flags

H emAoyl TwV KOTOMNAwv povtedwv  Texvntig Nonuoouvng (TN) amoteAei
KaBopIOTIKO TOPAYoVTa yla TNV amoTEAEOMOTIKNA avixveuon red flags. Zto mAaicio tou
E0WTEPIKOL €AEyxou, N TN dev XpnolUOMOIEITOl OMAWC Yla TV OUTOPOTOTOINoN
JI00IKOCIWV OAAG yla TNV OvVOyvwpIon TPOTUTIWV KOl  OTOKAICEWV TIOU  GUXVA
LTOANAWVOLY OLENUEVO KivdLVo amATNG 1 KN GUPHPOPEWONC. Ma Tov Adyo auto, n
EMAOYN MOVTENOU Ogv pmopei va Baciletal POvo 0Tn OTATIOTIKA TOU OmOd0aT, OAA
TPEMEL Vo Aaufavel vmoyn T @Lon Twv dedopevwy, 1o €ido¢ twv red flags, TIC
QMOITAOEIC EMEENYNOIPOTNTAC, TO EMIXEIPNCIOKO TAGICIO Kal T OpIa NG avBpwmivng
enonteiag (Brown-Liburd & Vasarhelyi, 2015).

Ta Mo ouvnBiopéva POVTEAD TIOU XPNGCIKMOTIOIOUVTAl OTNV OVIXVEUCN OMATNC OVAKOLV
OTIC KOTnyopie¢ NG emPBAEMOPEVNC pabnong (supervised learning) kot tNg N
eMPBAEMOPEVNG  pABNONC  (unsupervised learning). Ztnv  emPBAenOpevn  udbnon
nepAapPBavovtal alyopibuol 6nw¢ to Decision Trees (dévipa amo@doswv), Gradient
Boosting Machines (GBM), Support Vector Machines Kal T VELPWVIKA diktua. Ol
HEBOGOI UTEC OMOITOUV IOTOPIKA dEBOUEVA GTA OTIOIO LUTIAPXOLV «ETIKETEC» TIOU JEIXVOULV
TIOIEC TIEPIMTWOEIC ATOTEAECOV OTMATN Kal TOIEC OXI1. ‘Epeuvec deixvouv 0TI Ta dévTpa
ano@AceEwv eu@avi‘ouy LYNAN anddoon otnv enegepyaaia dEGOPEVWVY OMATNG, EMEION
MTIOPOOV va BIOXEIPIOTOVV TIOAUTIAOKEG OXECEIC METOEL OUTWV TwV dEGOMEVWV Kal VO
EVOWUATWO0LV TIOAAEC peTapAnTeC (Ngai et al., 2011- West & Bhattacharya, 2016).

2TOV E0WTEPIKO EAEYXO0, WOTOCO, N EMPAETOMEVN PABNON TAPOLCIALEL TEPIOPICHOLE. H
andtn e&eAiooeTal OI0PKWC, PE OMOTEAECHO TO ICTOPIKA OEOOUEVA VA NV ATIEIKOVI{OLY
TAVTO Ta VO poTifa. AuTO odnyei otnv auv&nuévn xpron PeBodwv un eMIBAETOPEVNG
pgadnonc. Ta poviéAa auta dev amaltolV ETIKETEC KAl WTMOPOUV VO  EVTOMIOOULV
nopafacelg | andtopeg HETAROAEG oTa dedopEva. Ze epIBAAAovTa omou Ta red flags dev
€YoV EeKABOPO XOPOKTNPIOTIKA 1} OTOUL N CULUTEPIPOPA TIOU BEWPEITAl «KAVOVIKI»
METOBOANETOL OULXVA, Ol TEXVIKEC OULTEC €ival KataAAnAotepe¢ (Goldstein & Uchida,
2016).

Mia Tpitn Kotnyopia a@opd Ta LPPISIKA POVTEAD TIOU cuvduadouv supervised Kal
unsupervised paénon. Ta cuOTAUOTA OUTA PTOPOUV VA EVTIOTICOLV VEEC HOPQEC amdTng
EVW TOULTOXpPOVO OEIOTIOIOUV TNV 10TOPIKN Yyvwon Twv eAeyKTwv. ‘ETol, epg@avidovtal
OAOEVO KOl TIEPIOOOTEPO TOpOdEiyyata UPBPISIKWY PeBOdWY ToU €@apuolovTal o€
dedopeva  TPOTE(WY, OOQOAIOTIKWY  ETAIPEIWV KOl AOYIOTIKWV  GUOTNUATWY,

31



eMITUyXavovTtag vPnAOGTEPN aKpPiela o€ axéan We TIC TOPOdOaIakeC peBodoug (Phua et
al., 2010).

Ave€apTNTwC Katnyopiag POvTéAou, n emAoyr mPEMEL va Baciletal 6x1 pévo otnv
akpifelo OAAG Kol OTIC QVOYKEG EMEENYNOIMOTNTAC KOl OIOQAVEING. ZTOV ECWTEPIKO
EAEYX0, N eme&nynoludTNTO €ival omopaitnTn, Kabw¢ o1 E€AEYKTEC XpEldletal va
QITIOAOYOOLV TO EVUPAMOTA TOUG TN Ol0IKNON Kal O€ EMOMTIKEG apxéC. Ma Tov Adyo
auTo, MOVTEAO «uUOUPOUL KOUTIOU» Omw¢ To deep neural networks mapouaidlouv
OUOKOAIEC: pTopel va emtuyxavouv LYNAN akpifela aAAG aduvatolv va TOPEXOLY
Katavonteg €€nynoeEIC yla TO TWC £QTaoaV 0f &va ouumepocpa. Ta explainable Al
frameworks (0nw¢ LIME kat SHAP) xpnoigomolobvtal ouxvd yio Vo KOVOUuv TIO
KOTAVONTEC TIC OMOQACTEIC TETOIWV PoVTEAWVY (Lundberg & Lee, 2017).

EmmAéov, n €miAoyr POVTEAOU TPEMEL VO AAUPBAVEL LTIOYN TO EVOEXOPEVO TOPAYWYNAG
Pevdwv red flags. MovtéAa mou eivarl 1dlaitepa gvaiobnta umopoly va eviomilouv
UTIEPBOAIKA TIOAAEG «UTIOTTEG» TePIMTWOElC (false positives), KGTI Tou emiBapuvel ToV
EOWTEPIKO EAEYXO Kal OONYei O WEIWPEVN EUTICTOOLVN TwWV XPNOTWV OTO GUCTNUO.
Avtifeta, povtéAa uTEPBOAIKA aLGTNPA UTIOPED VO TAPABAEPOLV TPAYUOTIKEG EVOEIEEIQ
andtng (false negatives), yeyovog mou au&avel onUavTIKa Tov AEITOUPYIKO Kivduvo. H
I00PPOTIO aUTH OTOTEAEL Kpio1uo anueio atnv emiAoyr) povtédou (West & Bhattacharya,
2016).

21NV TPAEN, 0 GUVBUAGCHOC TTOANWY HOVTEAWY UTIOPEL VO TIPOCPEPEL KAAUTEPN GUVOAIKN
anodoon Kal otabepdtnta. EmmAéov, o1 opyoviopoi TEiVOLV VO EVOWHOTWVOULV
«KOVOVEC» PACIOPEVOUG OTNV EAEYKTIKN EUTIEIpiO dnUIoLPYWVTOG £Ta1 €va LBPISIKG
HOVTEAO KAVOVWV—OAYOPIBUWY TOL €VIOXVEL TNV TOIOTNTA TWV OMOTEAECUATWY Kal
MEIOVEL TOV Kivduvo Peudwv evoeifewy. ZT0 TAQICIO TNG ETAIPIKAG Omdtng, TETOld
OLOTAOTO EPEOVICOLY AEI0OTEIWTN ATOTEAEGUOTIKOTNTA AGYW TNC dUVATOTNTAC TOUC
va 6LVALAZOLY POBNUOTIKG TTPOTUTIC KL AVOPWTIIVN KPion.

4.4 EcWTEPIKN I S100IKTLOKNA AElToLpyia cuoTNUATWY TN ylo TNV avixvevon red
flags: MA€OVEKTAUATA, JEIOVEKTAUATO KOl ETIAOYNA

H oamogaon oxetukd pe TtomMo0 Kol Tw¢ Ba Asttoupyei éva oLoTnUa  TEXVNTIC
NonuoaoUvng yio tv avixvevuon red flags -6nAadry €dv 6o PpioKeTal EVIOC TOL
€0WTEPIKOL dIKTUOL (on-premise) 1} 0To O10dikTVO (cloud-based), amoteAei Kpioiuo
TOPAyovVTa EMITLYIOC.

H emdoyn aut emnpedlel TNV ac@OAEld  Twv  OgdOpEVWY, TNV Omodoaon,
TNV MPOCRACIYOTNTO, TO KOOTOC GLVTAPNONG KAl TOV TPOTIO EKMAIGELANC TWV POVIEAWV
TN. Ta cuotiuata mou evtomidouv red flags Bacidovtal o€ guvexr) porj de60UEVWY OO
nolkiAe¢ mnyéq (ERP, Aoyiotikd ouvotiuata, HR, email, CRM KAL), €MOpévVWC
n unodour @IAoeviag ennpeadel dueca TNV a&lomoTia Kal T AEITOLPYIKOTNTA TN¢ TN
(ENISA, 2015).

4.4.1 EocwTepIKN Asttoupyia (On-Premise Systems)
H eowtepiky  eykataotoon (on-premise) avo@épetal o€ ouoTApata TN - mou
AEITOLPYOUV EVTOC TOU E0WTEPIKOV OIKTVUOU TOU 0PYaVIGUOU, O€ IOI0KTNTOUC JIOKOUIOTEC
N eAeyxoueva data centers. Ta 0edopéva GUAAEyovTal, amoBnkevovtal, JdExovTal
enegepyaaia Kal avaADovTal XwWPIg va PETAPEPOVTAL EKTOC TOU OPYaVIGHOU.
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MAgoveKTHOTO

1. Av€nuévn aoc@aiela Kat EAeyXo¢ Oe00pEVWY: Ta dedOPEVA TTOPAPEVOUY EVTOC
TOU OpPYOVIOMOU, PEIWVOVTAC TOV Kivouvo dlapporc 1 pn €€0Va10d0TNUEVNG
npooPaong (ENISA, 2015). Autd civarl 1d1aitepa Kpiolwo ag opyaviopolg Tou
dlaxelpidovtal €vaiobnTa OIKOVOUIKA 1 TPOoWTIKA dedouéva (T.X. Tpamede,
dnuoatol Qopeic).

2. ZUPMOPQWAN ME KAVOVIOTIKA TAGicIa: H TomiKA amoBrikeuan dIEUKOADVEL TN
OULPMOPEWaON pe To GDPR Kal GANeC €BVIKEC vopobeaie¢ mepi mpooTaaiog
dedopévwy (European Commission, 2021).

3. TpocapuOoCTIKOTNTO Kal autovouia: Ot opyaviouoi €xouv TIANPN EAEYX0 OTNnV
TOPOAUETPOTOINGT, 0T OlOXEIPION Kal OTNV EVNPEPWAN TWV GUGTNHATWY, XWPIC
e&aptnon amo e&wtepikoL mapdxoug (Mevitoapng, 2023).

4. Melwpévn €€aptnon omd 1o Oladiktuo: Ta cuoTAPOTO cuvexi(ouwv va
AEITOLPYOUV OKOPO Kol av S10KOTED n aUvoean aTo Internet, e§ao@aAilovtag €101
otabepotnTO.

MeloveKTH ot

1. YUnAd apxik0 KoOoTo¢ eykataotacng: H dnuioupyia vmodopng (servers,
AMOBNKEVTIKOI XWPOL, 00PAAELD, TEXVIKI] OUGdA) AMAITEI ONUAVTIKEC EMEVOVTEIC.

2. TMeplopiopévn LTOAOYIOTIKN 10XVC: Ot TOTIKOI OIOKOUIOTEG €XOUV QUOIKA OpIa
0¢ €MEEEPYOOTIKN 10X0 Kal aMOBNKEVTIKO XWPO. AUTO PTOPEL VO TEPIOPITEL TN
xprion oOvBeTwv povtéAwv TN omw¢ sival ta Deep Learning.

3. Avdykn €&eIdIKELPEVOL TIPOOWTIIKOL: H ouvtrpnon, evnuépwan Kal
EKTaidELON TOL OLOTAWATOC analtei opdada data scientists, IT administrators Kat
€101KO0C 00QAAELNC.

4. Tleploplopévn  dLVOTOTNTO  EKTAIdELONC Ot €EWTEPIKA  Oedopéva: H
ekmaidevon Poviédwv TN oe véa dedopéva (.. diebvr) mpdtuma andtnc) ival
O0OKOAN, a@ol To dEOOUEVA TIOPAPEVOUY ETWTEPIKAL.

Eknaidevon, avapabuion Kat cuvtrpnon

H eknaidevon Twv povtéAwv yivetal tomkd (offline training), pe xprion Twv d108€01Pwv
ETAIPIKOV  dedopEVWY. Ot  avafabuicel TOU OCUCTHUOTOC ATAITOUV XEIPOKIVNTES
EVNUEPWOEIC OTO TO TUHO TTANPOPOPIKAG.

H ouvtrpnon nepiAauBaver:
EVNUEPWOT TWV POVTEAWV,
EAEYXO OKEPAIOTNTOC TWV JEOOUEVWY,

AVOVEWGT) TWV KAVOVWVY TIoL a@opouv Ta red flags.

AUTO TO POVTEAD AEITOUPYIOG Eival I0AVIKO OTOV TIPOEXEL I ACPAAEID KOl 0 EAEYXOC, TTOPA
N TOXVTNTO N N €EWTEPIKN) dlaaLvdean.
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4.4.2 Madiktuakn) Asttoupyia (Cloud-Based Systems)

21nv cloud-based Aeitoupyia, To oOOTNUO QIAOEEVEITAlI 0€ LTOBOUEC TPITWV TOPOXWV
(m.x. AWS, Azure, Google Cloud). H ene€epyacia twv dedopuévwv TPOAYUOTOTOIEITAL
0€ AMOUAKPUOUEVOUC OIOKOUIOTEC PE TTPOGRaC HECW TOU d1adIKTUOU.

MAgoveKTOTA

1. YToAoyloTIKN 10X0¢: To cloud mapéxEl TPAKTIKA OMEPIOPIOTOUC TOPOUC YIO TNV
enegepyaoia PEYOAOU OYKOUL OE€GOPEVWV KOl TNV EKMOIdELAN TOAUTIAOKWY
HOVTEAWV.

2. EukoAia avapaduiong: O mapoxot cloud evnuep®Vouy aUTOPOTA TO AOYIGHIKO,
EMITPEMOVTAC TPOCBaan o€ 0UYXPOVEG EKOOOEIC Epyareiwv TN.

3. Zuvepyaaoia kat mpooPBactyotnta: Ta dedopéva gival S100ECIUN OE TPAYUATIKO
XPOVO O€ EAEYKTEC, OVOAUTEC KOl OIOIKNTIKA GTEAEXTN, OKOMN KOl OTO O10QOPETIKEC
TOMOOETiEC.

4. Zuvexnc ekmaidevon PovtéAwv: To cloud umootnpilel Tn ouvexy ekmaidevan
TWV PHOVTEAWV KaBw¢ TPoaTiBevTal dIapKWC VEX ded0UEVD.

MeloveKTrpoTa

1. Av€nuévol Kivduvol ao@AAelog Kal 10IWTIKOTNTAG: H amooToAr] 6£d0uEVWY
0To O1adikTuo OUEAVEL TOV KiVBUVO UTOKAOTIC N Wn  €€0UC1080TNUEVNG
npoofaconc, Topa TIC oLYXPOVEC TEXVIKEC KpuTToypdenaong (ENISA, 2015).

2. Nopikoi meploplopoi: Ze oplopévoug topeic (.. dnudaiol opyaviauoi, vyeia,
XPNUOTOTIOTWTIKA 10pUMaTA), N amobiKeLarn deO0PEVWV EKTOC EBVIKOU £0G(POUC
anayopevetal (European Commission, 2021).

3. E&aptnon amo tov mapoxo: H aflomotia, n diaBeciyotnTa KOl n omodoaon
e€opTwVTal amd TIC LTINPETiEC Tou TopPOoxou cloud.

4. Koaotog Aeitoupyiog oe BdaBo¢ xpovou: Av Kol N apxIKr €ykotaotacn eival
@BnvdTepn, n ouvexnc xpnon cloud pmopei va 0dnyrnoel o€ LYNAG AEITOUPYIKO
KOOTOC AOYw QAMOBKELGNC Kal AOITV XPEWTEWV.

Eknaidevon, avapabuion Kat guvtrpnon

21NV mepintwon tou cloud, n eKMaidevon TWV POVIEAWVY UTIOPEL VO YIVETOI GUVOVOOTIKA,
dNAadn pe d£d0UEVA TOL OpyavIoUoL Kal dedopEva Tou Ba gival d1abETipa S100IKTLAKAL.
Ot avapabuioeIg €ival auTOPOTEC Kal N cuvTHPNOT avatiBeTal oTtov Tapoxo. EmmALoy, ta
HOVTEA YTOPOULV va pobaivouv amd GAAa OIiKTLa XWPIC va aVTOAAGGCOUY TIPOYUOTIKA
dedopeva, dac@aAilovtac T CUMKOPEWON KE TNV IBIWTIKOTNTAO (Kairouz, et al. 2021).

Mote cuPEEPEL N KABE emIAOYNA

Eowtepikd dOiktuo (On-Premise): Otov 0 opyaviopog xelpileton svaiobnta
dedopEVD, OTWC AOYIOTIKEC EYYPOQEC, TPOOWTIKA OTOIXEIN 1 EUTIOTEVTIKEC
OLVOANOYEC. 18aVIKO yIa:

o Anuoaloug opyaviopoug,

o Tpdameleg,
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o Noaookopgeia,
o Emxeipnoeig ye auotnpa KavovioTikd mAaicta (m.X. GDPR, SOX).

@)
Cloud mepiBdAov: TMpoTipdtal 0TV 0 OPYaVIOHOC  XPEIGZETaL PEYAAN
UTIOAOYIOTIKI) 10X0, €VEAIEia KOl guveEXH evnuEPWaT. 1daviKo yia:
o 1dITIKEC eTapEieg,
MoAveBVIKOLC opyaviauoUC,
Startups mou e@appolouv data-driven auditing,
ETaupiec pe UTMAAANAOUC OE OIOPOPETIKEC XWPEC.

O O O

4.4.3 Y[BPIdIKN) TpocEyyIan

H BEATIOTN TIPOKTIKN Yo TOAAOUC OPYyavIOPOUC €ival 0 oLVOLOOMOC Kal Twv OV0
TPOCEYYioEWV.

2€ €va UPPIGIKO POVTEAOD, Ta evaicBnTa dedOPEVO TAPAPEVOLV EVTOC TOU OPYOVIOHOU,
EVW N avAALCon PEYOAOU OYKOU N N EKTAIOEVAN POVTEAWVY TTPAYUOTOTIOIEITAl OE OTQAAEC
cloud mepiBdArov (Kairouz, et al. 2021).

‘ET01 T0 povTéEAa pabaivouv gUANOYIKA Xwpic va Xpelddetal N avtoAAayr d£d0UEVWY, EVW
N avAALGT Toug YIVETOl TOTIIKA, OAAG TO OTOTEAEOMATA TNG OLYXPOvi{ovTal o€ OAA Ta
EVOIAPEPOUEVO PEPN, OTIO OTIOU Kal av €xouv Tpoafaan.

H Abon autr) TPOCPEPEL 10OPPOTIA AVAPEST OTNV IBIWTIKOTNTA, TNV EMEEEPYOOTIKN 10XV
Kal TNV anodoTIKOTNTA, KAaBIoTwvTac TNV TAEOV KATAAANAN yia v avixvevon red flags
ae olyxpova mepifdArovta (Mevitoapng, 2023).

4.5 Ekmaideuon kat agloddynong Movtédwv TN

H avamtuén evog a&lomiotou cuatruotog Texvntrc Nonuoolvng yia tnv avixvevaon red
flags omoutei plo ouoTNUATIKY Kol OAOKANPwUEVN dladikaoia ekmaidevong Kol
a&loAdynong twv YovIEAwv. To MAQicI0 auTo Ogv MEPIOPIZETAl OTO TEXVIKO PEPOC TNG
EKTIOIOELONG OAAG KAAUTITEL TOV TIARPN KUKAO Wr)C TOU POVTEAOU, QTG T GUAAOYT| Kal
TIPOETOIYOACIO TWV OEOUEVWY PEXPL TN CUVEXN TAPAKOAOLBNON TN¢ AEIToLpyiag Kat Tnv
enava&loAoynon tn¢ anddoons. H moldtnta ¢ diadikaciag ekmaidevong emnpeddel
KOBOPIOTIKA TNV IKAVOTNTA TOU CUOTAHPOTOC va eVTOTI(El aKPIBWC TOLE KIvdUvou Tou
EVOLAPEPOLY TOV 0WTEPIKO EAeyXO (Ngai et al., 2011).

Katd tnv ekmaidevar), To JovtéAo pabaivel va avayvwpilel ta potifa mou Eexwpidouv TiC
(QUOIOAOYIKEC OUVOAANOYEC OMO TIC dUVNTIKA OMoTTeC. AUTO eival 1dlaitepa dUOKOAO
EMEION TO OEOOUEVA TIPETIEL VA EiVaL 0APWC OIOXWPITUEVA, WOTE TO CUGTNUA VO UTTOPETEL
VO EKTIAIOEVTED 0WOTA. KATI TOU TOAAEG QOPEC €ival dUOKOAO va dlaxwpioel Kal o
avbpwrog edv Exel EAITei¢ mAnpogopie¢ (Elkan, 2001).

To endpevo otddlo eival pia dladikacio emKLUpwong n omnoia fonbd otov eviomouo
umepnpoaoapuoync (overfitting), dnAadr) ¢ TAONE TOL POVTEAOU Va pabaivel uTEPBOAIKA
KOAG To 0gdopéva eKmaidevang aAAG va amOTUYXAVEL OTA TPAYMOTIKG dgdouéva. H
dladikaaoia autr) cUPPBAAEL otnv €E€l00OPPOTNGN TNG AMOd0CNC Kol 0T dnuiovpyia
MOVTEAWV TIOU YEVIKELOLV EMAPKWE T VEN dedOMEVA. Ta UOVIEAD TIOU EKTAIOEVOVTAL
Xwpi¢  dladIkaoie¢  €mKOPWONG  eU@avi(ouy  ouXVA  JPOMOTIKY  HEiwon TN
QMOTEAECUOTIKOTNTAC TOUC OTOV EQAPHOCTOUV OE TPAYMATIKEC ouVOAAayeq (West &
Bhattacharya, 2016).
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Yotépa €xoupe TNV a&loAoynon twv poviédwv TN otnv avixvevon red flags, n omnoia
AMAITEl TN Xprion KatdAAnAwv deiktwv amodoong (He & Garcia, 2009).

O1 oNUavVTIKOTEPOI OTIO AUTOUC TOUG dEIKTEC gival:

Precision: To T0000T0 Twv eviomiopévwy red flags mou ival mpayuatika OmomnTa.
Recall (svaiobnaia): 1o T0000T6 TWV TIPayHOTIKWY red flags mou evtomioTnkav.
ROC-AUC kat PR-AUC: KaumOAEC Tou deixvouv TV IKAvoTnTa T0U JOVIEAOU
va dlaxwpidel UTomTeG amd pn UMOMTEC OUVOANOYEC, EI0IKA o€ TEPIBAAAOV
OTIAVIWVY YEYOVOTWV.

AVAyYKN GuvEXOUC EMAVEKTIAIOELONG

2T0 OLOTAPOTO AViIXVELONC OMATNG, Ol TAKTIKEC TWV dPOOTWY e€eAiooovTal OIOPKWC.
AUTO dnuloupyei T0 @aIvopEVO Tou concept drift, dnAadr) TNC oTAdIOKAG OAAAYNC TWV
poTiBwv ota oedopéva. Ta POVIEAD TIOU OEV EMOVEKMAIOEVOVTAl AVA TOKTA XPOVIKA
d100TrUOTA XAVOUV GNUAVTIKO PEPOC TNE OTOA0CT)C TOuG. Mo auTtd xpeldleTat:

oLVEXNG TTOPAKOAOVONGN TwV GEIKTWV 0mOd0ang,
oOYKPIOT VEWV GUVOANOYWVY LIE TO OPXIKA TTPOTUTA,
pnxaviopoi online learning fj retraining,

TOKTIKEC EVNUEPWOEIC TOL CUCTHUOTOC.

‘Eva HOVTEAO TIOU €ixe eKMOIdEVTEL 0€ TIAANIG O€dOUEVA UTIOPET VO OdLVATEL Va EVTOTICEL
VEOUC TPOTOUC TAPAKAUYNC TWV O1OSIKACIWY.

Ol €ANeyKTEC TPEMEL VO CUMPMETEXOLV evepyd oTn Oladikagia agloAoynong Twv
aAyopiBuwv, mopéExovtac feedback oe false positives kot false negatives, wote 1O
ovotnua va BeAtiwvetal ouvexwg (Brown-Liburd & Vasarhelyi, 2015). H ouvepyaaia
autr) dnuIoLpYyEl Evav KUKAO avaTPO@OOOTNONG TOUL AUEAVEL TNV AMOTEAECUATIKOTNTA
1oL ouoTrpatog (human-Al feedback loop).

H anodoon evog poviéAov TN mPEMEL va mapakoAouBeital o€ Tpayuatiko Xpovo 1 o€
TOKTIKI) Baon. Onw¢ 6gixvouv ol TPOoPaTEC PEAETEC, N HUEIWON TN anmddoacng UToPEL va
pNV eueovioTel EaQVIKA OAAG OTOdIOKA, KOBIOTWVTOC TNV TOPOKOAOLONGN Kpiolun
Aettoupyia (Goldstein & Uchida, 2016). Mo Tov Adyo auTd, n mapakoAouBnaon mpEmel va
OUVOEETONl ME TIC EAEYKTIKEC OlOBIKACIEC, WOTE TUXOV OAAAYEC OTnV amodocn va
evtomidovtal Kal va ETADOVTOL GUESH aTo TOou¢ LTELBVVOUC.

4.6 Asikteg agloAdynong povtéAwv TN yia avixvevon staipikwv red flags

H a&loAdynon twv povtédwv Texvnti¢ Nonpoolvng mou xpnoigomolovvtal yia Tnv
avixvevon red flags €ival éva Kpioipo otddio, KaBwg amod auTrv €EAPTATOL TO KATA TOCO
TO TIOPAYOUEVO ATMOTEAETUOTO UTOPOUY va BewpnBolv aglomaota Kal XProiua yia Tov
EOWTEPIKO EAEYXO. Z€ aVTIOEON PE OANEC EQOPUOYEC TNC TN, OOV PTIOPEL VO YIVEL OVEKTO
€V YEVIKO TTOOOOTO OPAAUATOC, OTNV OViXVELON AMATNC KOl TAPATUTIIWV Ta AABn €xouv
AUECO OIKOVOMIKO, VOUIKO Kal NnBikO KOoto¢. Ma tov AGyo autd, KAMOIol KAAGCIKOI
deiKTEC, OTWC €ival N oUVOAIKN akpifela (accuracy), 6ev emapkolv, 3w AMAITEITOL Eva
IO AEMTOUEPEC TMANIOI0 JEIKTWV TIOU AQPPBAVEL LTIOYN TNV OVICOPPOTIA TWV GESOUEVWY,
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N BopuTNTa TWV CEAAPATWY, TN 0TABEPOTNTA TNC anddoan( Kal TouTdXpova, Tov Babuo
EPUNVELOIPOTNTOG Twv HOVTEAWY (Ngai et al., 2011- West & Bhattacharya, 2016).

21NV Kopdla tng a&loAdynaong Ppiokovtal TEC0EPIC PATIKEG KOTNYOPIEC OMOTEAETUATWV:
TO true positives (TEPIMTWOEIC OTOL TO POVTEAO OwoTd evtomioe €va red flag), ta true
negatives (0woTA pPN-UTOTITEC TEPIMTIWOELG), To false positives (AavBaouéva OMOTTEQ
TepIMIWOEIC) Kol ta false negatives (TPAYMOTIKEG OTOTTEC MEPIMTWAEIC TOU TO POVTIEAO
dEV EVTOTIOE). ZTO TMAAICIO TOU ECWTEPIKOV EAEYXOU, KABE pio OmMO OUTEC TIC KATNYOpIES
EXEl OUYKEKPIUEVN ETIXEIPNOIOKN onuacia: ta false positives auv€avouv Tov @OPTO
€pyaoiag, TPOKOAOUV KOMWGON Kal WMOPEl va LTOVOUELOOLV TNV EUTICTOOLVN OTO
obotnua, To false negatives, avtiBeta, 0dnyolv GE€ pn QViXVELON TPOYUOTIKWY
TEPIMTWOEWVY ATIATNC I} GOBAPWVY TOPATUTIWV, PE EVOEXOMEVWC TIOAD EYAAUTEPO KOOTOC.
Mo autdv tov Adyo, Xpnoiyomolobvtal CLUOTNUOTIKA o1 OEikTeC precision kai recall. O
precision (0eTikl mpoPAenTIK afia) ek@pdlel TO TOCOOTO TWV TEPIMTIWOEWV TOU
xapoktnpiomkav w¢ red flags kai amodeixBnkav mpdyuatt OMOMTEC. Z€ EAEYKTIKOUC
0poUC, LYNAOGC precision oNUAIVEL OTL 0 EAEYKTNG EXEL HEYOAN TIOAVOTNTA VO OOXOAEITAL
ME KATI OUCIACTIKA UTOTTO, dpa PEIWVETAL 0 Kivduvog va omatoAd Xpdvo oe afaciua
eupnuoata. O recall ekppddel 10 MO0OOTO TWV Tpayuatikwy red flags mou evtomiotnkav
ano 10 POVTEAD. YYNAO( recall onuaivel 0L T0 oUGTNUO «BAETED» PEYOAO WEPOC TWV
TPAYUATIKWV TEPIOTOTIKWY OTATNG ) OMOTEIPAC TOPAKOPWNG TWV OIKAIdWY ao@aAiag.
2V Tpa&n, o recall cuvdEeTal TEPIGOOTEPO E TNV TIPOCTOCIO TOU OPYAVIGHOU OO N
QVIXVEUUEVEC OMATEG, EVW O precision oUVAEETAL PE TN AEITOUPYIKI) AMOOOTIKOTNTA TOU
EAEYKTIKOU pnyaviopoL (He & Garcia, 2009).

‘Evag aKOpn OEiKTNG Tou EVOIOQEPEL IOI0ITEPA TOV ECWTEPIKO EAEYX0 OANG eV Eival TOGO
«TOCOTIKOC», €ival n epunvevaipotnta (interpretability). H epunvevaiydtnta dev eival
anmA®G 1810TNTO TOL POVTEAOL OAAG Kal KPITAPIO a&IoAOYNoNnG: Moo €UKOAO UTOPEL O
EAEYKTAC VO KATAAGPBEL yIaTi EV0 CUYKEKPIPEVO TIEPICTATIKO XOPOKTNPIOTNKE w( red flag
(Lipton, 2016- Doshi-Velez & Kim, 2017). MovtéAa OMw¢ Ta amAG OEVTIPA AMOPACEWY
€XOUV TO TIAEOVEKTNUO OTI PTTOPOLV VO TIAPOUCIOOTOUV KOl va €€nynbolv €UKOAX OTn
d10iknon 1 OTOUC PUBMICTIKOUC @OPEIC, €vw TOAUTAOKO VELPWVIKA diKTud, TAPOTI
EVOEXETON VA £XOUV KAAUTEPN OTOG00N O€ KATIOIEG TIEPIMTWOEIC, Eival SVOKOAO va Yivouv
TANPWC KatavonTd.

210 TAaiolo ¢ avixvevong red flags, n €puNVELCILOTNTO AEITOUPYEL Kal WC OEIKTNG
EUTIOTOOUVNC. AV Ol EAEYKTEC KATAVOOULV YIaTi T0 c0UOTNUA XOPOKTNPIEL pia Kivnan wg
OToTTN, €ival Mo TIBOVO va EUTICTELTOOV TO EPYOAEIO KOl VO TO EVOWMATWOOLV OTN
OOUAEIG TOuC. AVTIBETO, OTAV TO CUCTNHO EUPOVICEL «PO0PA KOUTIO» XWPIC EMOPKEIC
€€NYNOEIC, LTIAPXEL KivduvoC €iTe va ayvoolVTal Ol EIG0TIOINCEIC EITE va YIVETOL TUPAN
anmodoxn TOUC XWPIC KPITIKY OKEPN, au@oTtepa €€io0V EMIKIVOLUVO OMO EAEYKTIKN Amoyn
(Brown-Liburd & Vasarhelyi, 2015).

4.7 Zntiuata éeovtoloyiag, GDPR kal Governance ota guotripota TN yia
avixveuon staipikwy Red Flags

H xprion t™¢ Texvnti¢ Nonpoolvng otnv avixvevon etaipikwv red flags dnuiovpyei
ONUOVTIKEC TEXVIKEC KOl EAEYKTIKEC OUVOTOTNTEC OAAG TAUTOXPOVO EYEipEl Kpiotua
ntuoTa deovtoAoyiag, dlO@AVEING KAl CUMMOPPWONG UE TO VOUOBETIKO TAaiclo. Ta
ouoTUoTo auta  eme€epydlovtal dedopEva  €pYOlOUEVWY, CGUVOANOCOOUEVWV KOl
J1adIKACIWV TOU OPYOVIOUOU, OUXVA OE TPAYMATIKO Xpovo. TMa Tov Adyo ouTo,
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BewpouvTal cuoTHUOTO LPNAOL KIVELVOU, KOTA TNV €vvola Tou LTIO dlapopewaen EU Al
Act, KOl UTIOKEIVTAI O OLOTNPEC OMAITACELS OlAKLBEPYNONG, EAEYXOU Kal OlOQAVEINC
(Wachter & Mittelstadt, 2019).

4.7.1 MpokataAnyelg (bias), dta@davela Kal avBpwTIvn EMOTTEIN

H deovtoAoyio amoteAei Tov MPwTo MLAWVA 0EI0AOYNONG. Ta PovTEAd TN eVOEXETOL VO
TOPAYAYOLV TIPOKATAARYELG, SNAAOK CUCTNHOTIKEC OMOKAICEIC €1 BAPOG CUYKEKPIUEVWV
OMAdWY N TTPOTUTIWV GUUTEPIPOPAC. To bias umopei va mPoKOYEL oMo Ta idla Ta dedopEva
(historical bias), and tov Tpomno ekmaidevon¢ (algorithmic bias) 1| amo epunVELTIKA AGBN
TWV Xpnotwv (interpretation bias). ZTov E0WTEPIKO EAEYXO, TO bias pmopei va odnyrjoel o€
AdBo¢ tautomoinon UMOMTWV  GUVOAAAYwvV, GOIKN OTOXOMOINON  OUYKEKPIUEVWV
€PYOLOPEVQY, TUNUATWV 1 XWwPWV Kal TEAIKA, anwAEI0 a&loTIoTiag TO00 TOU GUOTHUOTOC
000 Kal TOU 010V TOU EAEYKTIKOU pnXavIauo.

H dlo@dvela omoteAei deUTEPn Kpiolun mopapeTpo. Ta poviéda black-box, €18ikd ta
deep learning cuotruata, €ival d00KOAO va €€nynbolv. H EAAEIPN EpUNVELCIUOTNTAC
UTopEl VO 00NyNROEl ag EAAEIPN EUTIIOTOOUVNC TWV EAEYKTWV Kal TNG d10iknanc.

Tpitog deovtoAoyikag agovag ival n umapén emapkoL avBpwmivng enomteiag (human
oversight). Ta evpwmnaikd mAaiola deovtoAoyiag (High-Level Expert Group on Al)
ava@epPouy WC¢ Pactkn mpolmobeon Ot n TN mPEMel va AEITOUpYEl w¢ EPYaAEio
umofondnaong Kal Oxl aVTIKATACTAONC KPiolpwy eTaipikwv amogacewv (Floridi et al.,
2021). Ztnv mpdén, autd onuaivel ott Ta cuotiuata red-flag detection mpémel va
emTpémovy TNV  avBpwmivn  emPefainon Twv omoteEAeoPdTwy, TN OLVATOTNTA
avabewpnong Kol TNV KOtaypo@r Twv TOPEUBACEWY TwV EAEYKTIWV. Z€ OVTIOETN
TEPIMTWON, N AMOAUTN OUTOUATOTOINGT 0dNYEl 0 AVEEEAEYKTO pioKO.

4.7.2 GDPR: MpoowTIKA dD0OPEVO KOl OPXEC EMEEEPYNTing

H avixveuon red flags Baciletal otnv eneéepyacio peyoAwv OyKwv O£00UEVWV TIOU
oLXVa TEPIAOPPBAVOLY TIPOOWTIIKA deGOPEVA €PYOLOUEVWY, TEEAOTWV N TPOUNBELTWY.
O lMeviko¢ Kavoviopog Mpootaciag Asdopévwv (GDPR) ennpeddel dueca tn Xprion g
TN o€ TETOIEC EQUPUOYEC. O KOVOVIOUOC ETIPAAAEL OPXEC OTIWC;

ENOXI0TOTOINGT TV OEOOPEVWV TIOU XPNOIKOTIOIOLVTOL GTO AMOAVTWE OTOpaiTtnTa
(data minimization),

TIEPIOPIOHO TOL OKOTIOU YO TOV 0Toio Ba XpnatuomnoinBouv (purpose limitation),
akpifela Kal emKaipomnoinan 6ed0UEVWY,

ac@aAela TG enegepyaaiag (integrity & confidentiality),

Aoyodoaia (accountability), Kot

JIKOIOMOTO TTPOCROCNE Kal £VOTAONC TOU UTIOKEIMEVOU TOU OTIoioU To dedopEVa
XPNOKOTIoI00VTAL.

To Gpbpo 22 tou GDPR amayopevel amo@acel mou Pociloviol OMOKAEIOTIKA O€
autopoTomolnuevn ene€epyaacia, OTAV €XOUV ONUOVTIKEG EMIMTWOEIC OTO UTIOKEIUEVO.
2TV mpdaén, autod onuaivel 0TI N TEAIK a&loAdynaon TPEMEL va yivetal amo avepwo,
evioxvovtoag v avaykn yia HITL (human-in-the-loop) npocéyyion ota cuothuata red-
flag detection.
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4.7.3 Al Act Kal UTIOXPEWTEIC YIa TO CLOTHHOTO LYNAOL KIvdUVOU

O EU Al Actkatatdooel 10 OLUOTAPATO TIOU OXeTidovtol pe TNV a&loAoynon tng
aglomoTiac, TNG CUMMOPPWANG 1 TNG EMAYYEAUATIKAG CUUTEPIPOPAC WC CUCTAMOTA
uPnAol Kivdovou (high-risk). Ta cuOTAPOTO AVIXVELCNC OMATNG EUTITTOUVY OE AUTI TNV
Katnyopia AOyw Tn¢ EMIdPACTC TOUC OE AEITOLPYIEG EAEYXOU KOl OlOKLBEPVNONC.

O1 BOOIKEG LTIOXPEWTELG TIEPIAAUPBAVOLV:

IoXLPN TPOCTAGIa TWV dEDOUEVWY,

TEKUNpPiwoN yia Tov TPOTO AsIToupyiac,

dacQAAION TNG 0WOTAC EpUNVEIaC,

ouvexn TapakoAoLBnan yia meave aoToxieg,

OXEJIAOUO E YVWOUOVA TNV 00QAEAELN Kl TNV OVOEKTIKOTNTA.

Ol OmOITAOEIC OUTEC E€XOULV QUEON ETIXEIPNOIAKN onuacia: 0gv PTOPOLV TAEOV Ol
opyaviopoi va epappoouy povteAa TN aTov EAEYX0 XWPIC TEKUNPiwan Kal d10dIKAGiEC
EAEYXOL TOIOTNTOG, KOBWC OUTO Ba TOUC EKBECEI GE VOUIKO KOl KOVOVIOTIKO Kivduvo
(European Commission, 2021).

4.7.4 TOvOEON E TOV EAEYKTIKO Kivouvo

O de0VTOAOYIKOG Kal KOAVOVIOTIKOG OXEOIOOUOC OUVOEETOL OPECO HE TOV EAEYKTIKO
Kivduvo. E1dikotepa:

To bias 0dnyei o€ oOvAMOTEAEGUOTIKI) KATAVOUN TIOPWVY GTOV EAEYXO.

H xaunAn dia@avela odnyei o€ Kivduvo avoaKpIBwy CUPTEPATUATWV.

Ta ovotAuata xwpi¢c HITL avtikewvtal oto dpbpo 22 GDPR kal avédvouv tov
KivOULVO N OMOSEKTWVY OMOPAGEWV.

H aduvapia emionung tekunpiwon, odnyei otov €Aeyxo amd TIC PUOUIOTIKEC

apXEC.

Me dAAa Aoyia, n deovToAoyia Kal N cupPopewan dgv gival deutepebovta {NTAUaTa,
OAAG BepEAIO TG a&lomioTiag Tou CLOTAPATOC TN OTOV ECWTEPIKO EAEYXO.

4.8 Al0o@AAIOT TN EPUNVEING TWV OTIOTEAEOUATWY KOl TNE VOUIPOTNTAC OTA
ocvotruata TN avixvevong Red Flags

H onoteAeopatikn xprion ouotnudtwv Texvnti¢ Nonuoolvng yla Tnv  avixveuon
etaipikwv red flags amontei ox1 povo vPnAn amddoon OAAG Kal Ol0C0@AAION OTI Ta
AMOTEAECUOTO TOU POVTEAOUL €ival EPUNVEVCIHO, TEKUNPIWOIMO KO VOUIKA OTOOEKTA. Z€
TEPIBAAAOVTO €0WTEPIKOD €EAEYXOU, N EPUNVEIO TWV AMOQACEWV EXEL KOBOPIOTIK)
onUOCio: Ol EAEYKTEC KOl TO OTEAEXN TPEMEL va PMOPOUV VO KOTOVONOOLV YIATI €va
oOOTNUO  “UTIOMTEVETAL”  MIO  OUVOANOY] 1 MIa  cupmeplgopd. H  EAAsiyn
EPMNVELCIYOTNTAC LTIOVOUEVEL TNV EUTIGTOOLVN, ONMIOVPYEL KOVOVIOTIKOUG KIVOUVOUC
Kal SUOXEPQIVEL T oUVOEDT TWV AMOTEAEOUATWY HE TIC EAEYKTIKEC dladikaaiec (Doshi-
Velez & Kim, 2017).
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4.8.1 H avaykn ylo epunveLOIUoTNTa oTa cuotruota red-flag detection

H epunveuoipotnta (interpretability) avagépetal otov BaBud otov omoio pmopei evag
GvBpWTOC VO KATOVONGEL TNV AITIOAOYNON Tiow oo TNV TPOPRAEPN VO HOVTEAOL. ZTa
ovotnuota red flags, ta anoteAéopata emnPedlouy TIC OTOPACEIC TOU E0WTEPIKOV
EAEYXOUL, TNV EUTAOKN TwWV EPYyalopéVWY OTIC dladiKaaieg dlepelvnang, TNV agloAoynaon
TWV ETIXEIPNOIOKWV KIVOOVWVY Kal TNV EMKOIVWVIa PE TIC PUBUIOTIKEG apxEC. Mo autdv
TOV AOYO, ¢V €ival amodeKTO Ta CUOTIUOTA VA AEITOUPYOLY w¢ “padpa kouTid” (black
box) xwpic duvatotnta mapoxnc e€nynocwv (Lipton, 2016). ZTnv €TaIPIKN aMATN, N
KATavonan Twv TOPOyovTwy TOoUL 0dnyouv GO€ XOPOKTNPIOHO HIAC GUVOAAAYNC WG
OTOTITNG €ival OVATIOOTIOOTO UEPOG TOL EAEYXOU.

4.8.2 Texvikég Explainable Al (XAl) kol n e@appoyr TOLE 0TOV ECWTEPIKO EAEYXO

‘Exel avamtuxBei mARBo¢ peBOdWY EPUNVELCIPOTNTAC, YWVWwoTwV w¢ Explainable Al (XAl).
O1 10 J100EBOEVEG TEXVIKEC Eival:

LIME (Local Interpretable Model-Agnostic Explanations), mou TopExEl
TOTUKEC €ENYNOEIC VIO EPOVWHEVEC TIPOBAEYEIC

SHAP (SHapley Additive exPlanations), 10 omoio Baciletal otn Bewpia
TOYViWV Y10 va TOOOTIKOTOINCEL TN CUVEICPOPA KABE XOPOKTNPIOTIKOL 0Tn AN
andgacnc (Lundberg & Lee, 2017).

Partial Dependence Plots (PDPs) kai Feature Importance Scores, mou e€nyouv
TIC GUVOAIKEC TATEIC EVOC HOVTEAOU.

2TOV E0WTEPIKO EAEYXO, AUTEC Ol TEXVIKEC KOBIOTOUV dUVOTO VO KATOAABEL O EAEYKTIC
TOI0 XAPAKTNPIOTIKA GUPPBAANOUY 0TnVv ep@dvion evog red flag, mw¢ ouykpivetonl pia
OLVOAAQYT PE “KAVOVIKA” TPOTUTO Kal TOIol TOPAYOVTEC QUEAVOLV I PEIWVOLY TOV
LToAOYIopEVO Kivduvo. H XAl Asitoupyei, €101, wg yepupa PETA&L TOL OAYyopPiBUOoUL Kal
NG avOpWTIVNC KPIONC, EMITPEMOVTAC TNV EAEYKTIKI) TEKUNPIwanN.

4.8.3 Epunveia amoTeEAEOUATWY OTO TANICI0 ECWTEPIKOD EAEYXOL
H epunveia dev gival otatikn diadikaaia. O EAEYKTIC TIPETEL VO EAEYXEL:

av To anoTeAéopaTa evBLYpaUidovTal PE TIC JIKAIDEC EAEYXOUL,

av UTIAPXOULV ETIXEIPNCIOKOI AGYOL TIOL €€NYolV HIo AVWUaAIQ,

av TO HOVTEAO UTIEP-OVTIOPA OE CUYKEKPIUEVEC KOTNYOPIEC TUVOANDY WV,
av undpxet kivduvog false positives r) false negatives.

H epunveia ouvoEeTal GUECO PE TNV €vvola TNC EAEYKTIKAG EMOYYEAUATIKNC Kpiong
(professional judgement). To PHOVTEAO UTIOBEIKVUEL, OUWC O EAEYKTAG OmOQaailel. Onwg
onuelwvouv ot Brown-Liburd & Vasarhelyi (2015), n TN pmopei va eviox0oel
dladikaaia EAEYXOU OAAG dEV PTIOPEL VO TNV UTIOKOTOOTIOEL.

4.8.4 Noupotnta Kat Aoyodoaoia (accountability)

H vopipétnta twv cuotnuatwy red-flag detection dev a@opd povo ta 6ed0UEVD AAAG Kal
TIC OAYOPIBUIKEC dladikaaiec. O1 0pyavioUoi TIPETEL VO TEKUNPIWVOUV:

40



N d1adIKagia eKmaideuong ToL JOVTEAOU,

TIC METPIKEG amddoong,

TOV TPOTO a&I0AGYNONC TN EPUNVEVCIKOTNTOC,

TOV TPOTIO EVOWHATWAONG TNG avBpwIVNE EMOTTEINC,
TN CUPPOPEWET Ue Tov GDPR kat o Al Act.

20p@ewva pe To Al Act, n Aoyodoaia gival Kpiolun ylati o€ TEPITTWAN VOUIKWV 1] GAAWY
auEIoPNTAOEWY, TPEMEL va gival duvaTo va anodelxBei 0TI 0 OPYAVIOUOC EVAPYNTE KATA
TPOTO VOUIUO Kol d1a@avn.

4.9 MapakoAoLBnaon Aslitoupyiag Kat guvtrpnon cuoTnudtwy TN aTnv avixveuon
etaipikwv Red Flags

H Aetrtoupyia evog ouotipatog Texvntg Nonuoolvng yia Tnv avixveuon €Taipikwv red
flags dev OAOKANPWVETOL PE TNV OPXIKI EKMAIOELCN KOl TNV €yKATACTOGK TOU OTOV
OpYOVIOUO. AVTIOETO, 1N TPAYMATIKY) TOAUTAOKOTNTA EEKIVA PETA TNV  EVTIOEN TOU
(deployment), OTMOU TO HOVTEAO OAANAETIIOPA ME TIPOYHUOTIKA OEG0MEV, OUVAUIKA
ETXEIPNOIOKA TEPIBAAAOVTO KOl PHETARAAANOUEVEC MOPPEC KIVOUVOUL. Emionuaivetal oTi n
ouveXNg mapakoAouBnan kot guvtrpnaon (model monitoring & maintenance) €ivai e€icou
Kpiolueg d1adIKATIEC PE TNV OPXIKN MOVTEAOTIOINGT, 1IB10ITEPO OE EQAPHOYEC AVIXVELDNG
andtng kait anomaly detection (Sculley et al., 2015).

4.9.1 H avaykn ouvexoL¢ TopakoAoUBNaONG Twv HOVTEAWY

Ta ovotuata TN mou  Aertoupyolv o€ TIEPIBAAAOVTA  ECWTEPIKOU  EAEYXOL
QVTIPETWTI(OUY pia BepeAlwdn TPOKANGN: Ta OEOOUEVO KOl Ol CUUTEPIPOPEC TWV
XPNoTtwv oAAGZoLv. AUTO TO PAIVOHEVO Eival YWwoTO w¢ concept drift Kot €€l ONUOVTIKN
enmidpaon otnv 0&lOTIOTIO TWV CLOTNUATWY avixveuong red-flag. O1 anatewveC
TPOCAPUAOLOLY TIC TOKTIKEC TOUC OKPIBWC WE OTOXO VO TOPOKAUTTIOLV TO ULTAPXOVTa
OLOTAHOTO EVTOTIOPOU. AUTO oNUaiVEL OTI €va PHOVTEAO TIOU AEITOUPYOUOE GPIOTO KaTd
TNV apxIKN TOL QACN UTOPEL va LTOBOBUICTEI CNUOVTIKA PE TNV TAPOd0 TOU XPOvou. ZT0
TAQIOIO TOU E€0WTEPIKOU EAEYXOU, TETOIEC PETOBOAEC oLVIEOVTAl AUECO E EAEYKTIKO
Kivduvo, KaBw¢ PEIVOUY TNV IKAVOTNTA TOU GUCTHUOTOC VO EVTOTI(EL TTPOAYUATIKA red
flags.

4.9.2 Katnyopie¢ monitoring: performance, data kot concept drift
H mapakoAo0Onan evog cuotruotog TN mepIAauUBAvel TPEIC BATIKEC KOTNYOpPIEC:

a) Performance monitoring

Agopd TV  mopakoAouBnon Twv  OEIKTwvV  amédoong  (precision,  recall).
AKOUO KOI PIKPEC ETARBOAEG UTIOPEL VO LTTOJEIKVUOUY KATIOIO aaTOoXia.

B) Data drift monitoring

AQopd TV mapakoAolBnaon Tn¢ €10pon¢ dEG0PEVWY YIO VO EVTOTIOTOUV OAAAYEC OTIC
METOBANTEC IOV GLVUTIOAOYIZEL TO CUOTNUA YIa va KOTOANEEL O€ KATOIO CUUTEPACUA,
0TI OUOXETIOEIC TwV OedOPEVWY, OTa WOTiBa mou evtomidel KaBWC Kol OTOUC
OTOTIOTIKOUC OgiKTeC TOoIOTNTAC. Ol aAAAYEC OUTEC PTOPEL VO OQEiAovTal OE TEXVIKA
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TPOBANUOTA, O€ OANAYEC OTNV EMIXEIPNOIOKA S1AdIKAGIO 1) AKOUO KOl O€ OMOTEIPES
XEIPOYWYNONC TOL GUGTAMATOC.

y) Concept drift monitoring

SUVOEETOL e OANOYEC 0T oxéon HeTagd €10000V Kal €000V, ONAOdN PE OANOYEC OTN
BAon ¢ OLUTEPIPOPAC TNE OTATNC. O TOV ECWTEPIKO EAEYXO, N EyKalpn aAvixveuan
drift eivol kpiolun. Al0QOPETIKA, éva cUOTNUO MPTOPED VO ouveXidel va AEITOLpYEI
«TUTIIKO» OAAG VO xavel Tpaypatikd red flags (Gama et al, 2014).

4.9.3 Aladikaoieg ouvexoLg ouvtrpnong (maintenance cycle)

H ouvtipnon evo¢ cvotuoto¢ TN mepidaufdvel €vav mAnpn KOkAo wn¢ (ML
lifecycle), mou pe Bdaon toug Sculley et al. (2015) eival cuxva TOAD TIO TTEPITAOKOC aTO
TOV KUKAO avdamtuéng. Ta Bacikd Bruata givai:

4.9.4 Enavekmnaideuaon (retraining)

Mveton eite meplodika eite otav eviomiotei drift. O1 opyaviopoi cuxva €MIAEyoLV E€iTe
pnuioio KOKAO emovekmaideuong eite Tpiunviaio. MOANEC QOPEC OMWC MTOPEL va
XPEIOOTEL EMAVEKTAIOELOT WETA TOV EVIOTIOUO €VOC GUUPAVTOC OMoL TO cLOTNUA Eixe
actoxia, Emiong pmopei va xpelaoTei Kal PETG TV aAAayr] KAmoloag Oladikaaiog 1
vopobeaiac.

4.9.5 Avada6uion povtédou (model updates)
AQopa TNV BEATiON TWV XOPAKTNPIOTIKWY, TNV EVOWHATWAON VEWY TNYWV OEG0UEVWV
KOl TWV EVNUEPWTEWVY O0POAEINC.

>uunepdopota

H napoloa epyaaia avedel&e ot n Texvntr) Nonuoaolvn (TN) umopei va yetaoxnuatioel
OUCIOOTIKG TOV TPOTO ME TOV OTOoIo Ol opyaviouoi avixvevouv red flags, a&loAoyolv
KIivdOvoug Kal evtomidouv evdei&elg omatng. H avaAuon twv cUYXpovwy TEXVIKWY
MNXAVIKAG paBnong, Twv pebodwv enegepyaaiac TG QLOIKNC YAWOOWC, TwV OAYOpPiBuwv
avixveuang avVWHOAIWV Kol Twv URPIdIKWY TAaIgiwv Al-Human €d€1€&e 0TI n TN d106ETel
TN dLVATOTNTO Va EVICXVCEL TNV OMOTEAECUOTIKOTNTA, TNV AKPIBEIA Kal TNV ToXOTNTA TNG
EAEYKTIKNC O100IKOGTIaC, TPOCPEPOVTAC Eva EMITEOO AVAAUGCNC TTIOL dEV NTOV EPIKTO UE Ta
TOPOJOCIOKA EPYOAEIQ.

QOT000, N HEAETN KOTOANYEL PE CO@NVEID OTO CUMPTEPACUA OTI, TOPA TIC TEXVIKEC
TPOOdoLE, N avBpwrivn Enomteio mapauével amapaitntn. Koavéva poviédo TN,
ave€dpTNTa amd TNV TMOAUTAOKOTNTO N TN MOBNOCIOKN) TOU IKOVOTNTO, OEV WUTMOPED va
avOAABEL TARPWC TN AEITOUPYIO TNE EAEYKTIKAG KPIONC. TO OMOTEAECUOTO TWV POVTEAWV
ennpeadovtal and mpokataAnPell ota dedopEva, amd concept drift, omo TEXVIKOUC
TEEPIOPIOPONE Kal OO cLOTNUIKA afeBatotnTa. Ta EAIVOUEVO QUTA KOBIOTOUV COQECG OTI
N TN, XwpIi¢ €vePYr GUUUETOXN OVBPWTIVWY EAEYKTWVY, OV UMOPEi va eyyunBei tn
OLPMOPEWAT, TN SlOPAVELD KOl TNV OKPIBEID TTOU analTeital o€ MEPIBAANOVTA ETAIPIKNAG
dlakuBEpvnanc.
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H ava xeipag epyaaoia, tovidel 0TI n aAAnAemiopacn PeTagd avBpwTou Kol Pnxavrc 6gv
gival CUPTANPWHOTIKI) POVO OE AEITOUPYIKO ETIMESO OAAG Kal e oTpotnyiko. H TN
pmopei va evtomidel PoTifa, amokAICEI( Kal UTOTTEC CUUTIEPIPOPEC OAAG O GVBPWTOC
gival autdg mou puNVeLEL TO TIAIC10, O&I0AOYE TIG CUVONRKEC, Kpivel TIC TPOBETEIC Kal
KOTAVOED TIC OPYAVWOIAKEC 11AITEPOTNTEC. Ta POVTEAD TN dIEUKOAUVOUY TO €PYO TOL
ENEYKTI) AAAG OEV UTIOPOLV va aVTIKOTOGTACOLV TN Babid yvwaon Tou TEPIBAANOVTOC, TN
J10PATIKOTNTO Kal TNV EMAYYEAUATIKI) KPION TOU AMaITOUVTOL OTIC TEMKEC OTOPATEIC.

H diepebvnon Twv {NTNUdtwv dgovtoloyiag, Twv anaitioewy tTou GDPR Kal tou umd
dlapopewon Al Act katedelée emiong 0TI n avBpwmIvn €MOTTEI OEV OMOTEAEL ATAWG
BEATIOTN TPOKTIKN OANG VOUIKY) umoxpéwan. H avaykn yla  ene€nynoiuotnta,
TeKUNpiwon, Aoyodoaia, KabBloTd adlavontn v AP autopotonoinon. Ta cuoTruaTa
TIOL XapOKTNPi{ovv cLVAAAAYEG, EPYOLOPEVOLE N TPOUNBEVTEC WG UTIOTTOUE TIPETEL VO
AEITOLPYOUV LTO OTEVH) AVOPWTIVN TAPAKOAOLUBNON, Sl00@aAI{ovTag 0TI Ol OMOPACEIS
AapBdvovtal dikala, Pe oEPACUO 0T SIKAIWUATO TWV UTIOKEIMEVWY KOl PE yV@Hova TN
d1aGQAAICT TOL OPYOVIGHOU.

ZUVOAIKQ, N epyacia umootnpilel 0Tt 10 PEANOV Tn¢ avixveuonc red flags Bpioketal
ota VBPISIKA povTéAa Al-Human, o6mou n TN avaAauBavel Tnv avaAuan HEYAAWY OYKWV
dedopéVWY, TNV avayvwpion TPOTUTWY Kol TNV auTOMaTn €100T0INaN, EV® 0 AvOPWOC
dlatnpei TNV TEAIKA €LBUVN TNG AMUNC AMOPACEWY, TNV EPUNVEIN TWV EVPNUATWY, TNV
a&loAoynan g EMXEIPNCIOKNAE TPAYMOTIKOTNTAC KOl TNV TPOCOPUOY TOU GUGTAMOTOC
0TI aAAYEC TOU TEPIBAAAOVTOC.

Ta LBPISIKA POVTEAD TIPOCPEPOLV TO KOAUTEPO AMOTEAEGMO: auvouAlouvy TNV TaxlTNTa
Kal tTnv avaiuon ¢ TN pe v Kpion, TNV €vouvaiobnon, ) yvaoon Kal Tnv néikn
gubovn Tou avBpwmou. Emitpénouvy, £1a1, TN dnuioupyia €vO¢ CLUCTUOTOG EAEYXOL TIOU
gival X1 HOVO OTIOTEAECUATIKO OAAG Kal diKalo, e da@Aveln Kal cUPPATO PE TIC OPXEC
TNG ETAIPIKNC SlaKLBEPVNONC.

TeAkd, N TN dev avTIKOBIOTA TOV ECWTEPIKO EAEYXO OANG TOV eVIOXVEL. H mpoaTIBEUEVN
aio TPOKUMTEL AT T CUVEPYATia OVOPWTOUL KOl PNXOVRC, amo éva MAQICIo OTIoL Ol
aAyoplBuol  AslToupyolV W €PYOAEin, OXl WC aUTOVOMOL KPITEC. H emituxnuévn
evowpdtwon ¢ TN otig diadikaaoieg avixvevong red flags e€aptatal amd tov Boabud
0TOV OT0i0 01 opyaviopoi avTIAaPBAvovTal auTr) TN CUVEPYOTIKN OXECN Kal OIKOJOUOUV
oLOTAMOTO TOL aglomololy TN dUVOMN TNE TEXVOAOYIAC XwPIC VO OMEUTOAOUV TNV
avepwrivn Kpion.
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