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APIEPOQYH

Me v gkmdvnomn g SMAGUOTIKNG LoV gpyaciog KAEivel 0 KOKAOG TV GTovd®mV Hov. Av Kot
NAMKLOKG Exo oxeTikd Kabvotepnoel vo EEKIVIG® TIG GIOVOES LoV, EVIOVTOLS HE TOAAOVG
uoyxbovg, MOV, LITOKOVH KOl TOTN GTO €0VTO OV, KOTAPEPO VO OITOKTINOM® OPYIKE TTLYi0

TOVETIGTNUIOKOD ETTEGOV KOL TOPO TOV UETOTTVUYLOKO pov Titho (MASTER).

[Tépa amd v cvlVYo pov Kot TIg dVO HOL KOPEG TTOL NTAV TAVTO GTO TAEVPS LoV, pe otplav
YUYOAOYIKA KOl OV £vay KOLPAY1o Ko™ OAN TNV SLAPKELN TOV GTTOLOMDV L0V, OPLEPDV® OVTN
N SIMAMUATIKY POV gpyacic 6tovg yoveic pov Xprotaxkn ko Avrpn Kovertavrivov, 6toug

01o{0Vg XPOGTOVGH, OVTO TOV HETATTLYLOKO TITAO.

H avatpoer mov pov £dwacav ot YOveiS LoV Kot 1| GMGTH damodoy@ynon, ftav ot Kiplot Adyot
OV oL £0vav kaBnuepvy dVvaun, Vo avTA® KOUPAYo Kot TNV O1dpKELD TV GTOLOMV OV,
UE OMOTEAEGLOL VO KOTOPEP® VO POAGm péEYpL ed®, TAPOLEG TIG SVGKOAEG GLVONKES Epyaciog

oV €l KOOMUEPIVA KOl TIC OIKOYEVELOKES LLOV VTTOYPEDCELG.

Tovg guyopiotd yoo OAa dca pov mpdseepav, Oyt 1060 6€ LAIKA ayabd, 6co ce atleg Kot
wavikd g Long. Katapepav mapd tv d0ckoAn (N mov Tépacay, va EUTEOIDGOVY GE EUEVO,
oAAG Ko o€ OAa TaL PEAT NG owoyévelng Lov aieg Omwg N avBpwmid, 1 evcuvEIINGio Kot 1

o ra. O Oedg mavTa vo Toug £l KAAJ.



EYXAPIXTIEX

O Ap. T'edpyrog TTawridng, sivor €vag Eexmplotdg Kabnyntmg otov omoio oeeilm éva peydio
EVYOPLOTA Yo TNV Pondeta mov Hov TTapelyE, TNV AUEST OVTATOKPIOT TOL £lxe G eMPAET®V
KaONyNTIS Yoo TNV TapoHG SIMAMUATIKY epyacio, aAAd Kot yevikd Kob’ OA0 TO aKOOMLAIKO
¢toc. Elvon evpémc oamodextd 011 o1 Aéktopec/kabnyntéc tov mavemotnpiov Nedmollgs,
dwkpivovtor amd okadnuoikd mpooodvta, OAAG Kol ETOYYEAUOTIOHO. XVYKEKPLUEVQ,
avapépopor otov Ap. IMowAidn tov omoio Oewpd dyoyo emayyeApatio Kol KOTOPTIGUEVO
KaONyNT He Eva eupy PACHA YVOCE®V Kol EUTEPL®V. To 1010 1oyvel kat yio Tov Ap. Ooud —
Nektapro I[Momavactaciov otov omoio emiong ogeilw €vo peydAo evxoplot®d Yo OAn

Bonbela kot cuvepyacia.



HEPIAHYH

Onwg 6Aot yvaopilovpe, T0 0IKOVOUIKO EYKANLLAL, KOl EWOIKOTEPA 1) ATATN LE TIOTMOTIKEG KAPTEC,
€xet yivel HAGTLYO GTO GUYYPOVO WOG KOGHO. ZOUG®VA HE TNV €kBeoT avOpdOTvVIG avATTUENG
tov Hvopévov EBvov tov 1999, n kAipoko ¢ moykOGHING 0tkovokne (nudg Kabe ypovo
glval TovAdyotov 1,5 Tproekatoppvplo SOAAPLO, KOt 1) 0T LE TOTOTIKEG KAPTEG EVTOG TNG
Evponaiking Evoong (E.E.), 1,5 1. gupd. Zopeova pe mo tpdceotn perétn g Evpondd,
emota {nud oe eminedo E.E. moapapéverl ota 0o avnovyntikd emimeda. Ot apyikés ceAideg
aVTNG TNG UEAETNG, oYoAMAlovV TNV YEVIKN €VVOl0 TNG OWKOVOULKNG OMATNG TPOKEUEVOL VO
Tap€xouy o EVOEIEN g £Ktaomg tov eykAnpatos. To keipevo cuveyilet kot mapovstalet pio
EMOKOTN O NG AMATNG PE TOTOTIKEG KapTeG otnv KOmpo ko meptypdpel Tovg TpOTOVG KO TOL
péca autov Tov gidovg eykinquotoc. Ilapovsialel cvvomtikd TiG dbpopes pebddovg moL
YPNOWOTOOVVTOL 00  EYKANUATIKE OTOl(Elol Yy VO TOPOTAOVICOVY TOVS  KATOHYOLG
TICTOTIKOV Koptdv, Kot e€etdlel ta pétpa mov AapPdavovror amd ta Tpion WOpvUATO GTHV
Kompo, dnradn tig tpameleg, v Aoctuvopio kot v JCC (Appddo tumqua yio v €kdoon
TOTOTIKOV KopTt®v otnv KOmpo) yio va tpootatehcouy Toug avumoyiootoug TOAMTEG oo

OTATEG LLE TIGTOTIKEG KAPTEGS.

EmumAéov, n perétn epeuvd mo cuykekpiuéva Tic Tpoomdeleg mov kdvel 1 Actovopia yio v
mpootacio. Tov TOAlTN, péow G Oebvoldc ovvepyasiog kot T YPNoMN S GOYXPOVNG
tevoloyiag, oKloypagel Ta TAEOVEKTALOTA KOl TIG advvapieg g Actuvopiag, dtapopomortel
petalh amdng ot TG €kdoomg Kol OmATNG Ol TNG OMOKTNONG MICTOTIKNG KAPTOS Kot
oyoMalel to poceato Aoyopikd (Rogueware - Malware) mov ypnoiponoteitot ylo v omdT.
EmmAéov, 10 keipevo oyohalel ta pétpa mov €rovv Anebei and ™m MO.K.AX. (Movéda
KoatomoAépnong Aduknudatov ZvykKaAvyng), Kabdg Kot Tig evépyeleg mov yivovtar amnd To
['pageio Aepedvnong Owovopkod Eykinuatog g Kdmpov, and v JCC kot dAia dpyava
6TV TPOSTAOELD TOVG VO TPOGTOTEVCOVV TOV TOALTN OO TNV ATAT HEG® KOUPTDOV Kol Vol

KOTOTOAEUTCOVV TNV OIKOVOLIKN EamaTnon).

2V TPOSTADELL TNG VO TAPEYEL TIG CYETIKES, EVNUEPOUEVEG TANPOPOPIES, 1| LEAETY|, EKTOG OO
Vv ekteTapévn épevva mov Oesnyin and tov cuyypagéa mov Pacileton oe ekbécelc amd v

Evponaikn Kevipiky Tpdmelo kot v Etmow Avagopd g Aoctouvouiog Kompov,



TePAaPPavel T YPNON TPOCOMIKMOV GCLVEVIELEEMV KOl €POTNUOTOAOYI®V. AVTO MTOv
QTTOPOLTNTO TPOKEUEVOD VO VTIGTOOUIGEL TIC GYETIKA TEPLOPIGUEVES SLOBESIES TTNYES Y10l TO
emheypévo Bépa. H perétn oloxinpdvetor pe poe oOVIOUn oOvVoyn Kol GLGTAGES Yo

peAlovTikn dpdon Kot e&étaon.



ABSTRACT

As we all know, financial fraud, and specifically credit card fraud, has become a plague in our
contemporary world. According to the United Nations human development report of 1999, the
scale of global financial loss each year is at least 1.5 trillion dollars, and credit card fraud
within the EU, 1.5 billion Euros. According to a more recent Europol report, the losses at EU
level remain high. The initial pages of this study comment on the general concept of financial
fraud in order to provide an indication of the extent of the crime. The paper continues and
presents an overview of credit card fraud in Cyprus and delineates the ways and means of the
crime. It briefly presents the various methods used by fraudsters to mislead credit card holders,
and addresses the measures taken by the three institutions in Cyprus, namely the banks, the
police and JCC (the issuer of credit cards on the island) to protect the unsuspecting citizens

from credit card fraud.

Furthermore, the study delves more specifically into the police department’s attempts to
safeguard the citizen through its international cooperation and the use of modern technology,
outlines the strengths and weaknesses of the police, differentiates between issuing and
acquiring credit card fraud and comments on the recent rogueware / malware utilized for fraud.
Moreover, the paper comments on the measures taken by MOKAS (Unit for combating
financial fraud in Cyprus, 2012) as well as the actions employed by the Office of Economic
Crime Investigation of Cyprus, JCC, (the card issuer in Cyprus) and other institutions in their

attempt to both protect the citizen from card fraud and to combat financial deception.

In its attempt to provide relevant, up-to-date information, the study, in addition to the extensive
research conducted by the author which includes reports from the European Central Bank and
Annual Cyprus Police Reports, employs the use of personal interviews and questionnaires. This
was necessary in order to compensate for the limited sources available on the chosen topic. The

study concludes with a brief summary and recommendations for future action / consideration.
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